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Chapter 1. Introduction to Streams

21CS® Streams (referred to as Streams later on in this document) is a software platform that enables
the development and execution of applications that process information in data streams. Streams
enables continuous and fast analysis of massive volumes of moving data to help improve the speed of
business insight and decision making.
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1.1. Streams Features and Architecture

Streams consists of a programming language, an API, and an integrated development environment
(IDE) for applications, and a runtime system that can run the applications on a single or distributed set
of resources. The Streams Studio IDE includes tools for authoring and creating visual representations
of stream processing applications.

Streams is designed to address the following data processing platform objectives:

e Parallel and high performance streams processing software platform that can scale over a range of
hardware environments

e Automated deployment of stream processing applications on configured hardware
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e Incremental deployment without restarting to extend stream processing applications
e Secure and auditable run time environment

The Streams architecture represents a significant change in computing system organization and
capability. Streams provides a runtime platform, programming model, and tools for applications that
are required to process continuous data streams. The need for such applications arises in environments
where information from one to many data streams can be used to alert humans or other systems, or to
populate knowledge bases for later queries.

Streams is especially powerful in environments where traditional batch or transactional systems might
not be sufficient, for example:

e The environment must process many data streams at high rates.
e Complex processing of the data streams is required.
e Low latency is needed when processing the data streams.

Streams offers the Streams Processing Language (SPL) interface for users to operate on data streams.
SPL provides a language and runtime framework to support stream processing applications. Users
can create applications without needing to understand the lower-level stream-specific operations.
SPL provides numerous operators, the ability to import data from outside Streams and export results
outside the system, and a facility to extend the underlying system with user-defined operators. Many
of the SPL built-in operators provide powerful relational functions such as Join and Aggregate.

Users can also develop stream processing applications in other supported languages, such as Java' or
Scala.

Deploying stream processing applications results in the creation of a dataflow graph, which runs
across the distributed run time environment. As new workloads are submitted, Streams determines
where to best deploy the operators to meet the resource requirements of both newly submitted

and already running specifications. Streams continuously monitors the state and utilization of its
computing resources. When stream processing applications are running, they can be dynamically
monitored across a distributed collection of resources by using the Streams Console, Streams Studio,
and st r eant ool commands.

Results from the running applications can be made available to applications that are running external
to Streams by using Sink operators or edge adapters. For example, an application might use a
TCPSink operator to send its results to an external application that visualizes the results on a map.
Alternatively, it might alert an administrator to unusual or interesting events. Streams also provides
many edge adapters that can connect to external data sources for consuming or storing data.

1.2. Streams Components

Streams consists of many components such as stream processing applications, domains, instances, and
resources.

1.2.1. Streams Domains

A Streams domain is a logical grouping of resources in a network for common management and
administration. To use Streams, you must create at least one domain.
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There are two main types of domains: basic and enterprise. You can create both types of domains by
using the st r eant ool nkdonmai n command.

A basic domain has a single Streams resource and user. This type of domain is typically used for
test or development environments. Streams uses the Pluggable Authentication Module (PAM)
authentication service for user authentication, and Apache ZooKeeper for managing and storing
configuration information. By default, Streams uses an embedded version of ZooKeeper, which is
included in the product installation. If you use an external ZooKeeper server, it must be set up before
you create the basic domain.

An enterprise domain can have multiple resources and users. This type of domain is typically used for
production environments. You can configure high availability to ensure that Streams can continue to
run even if resources fail or are not available. For high availability, you need to set up and configure
an Apache ZooKeeper server for managing and storing configuration information. The method that
you use to authenticate users in the domain must also be highly available. The type of enterprise
domain that you create depends on your authentication mechanism. The following options are
available as default authentication methods:

e Enterprise PAM domain: For high availability, use a Pluggable Authentication Module (PAM)
with the LDAP backend. PAM must be set up and configured before you create the domain.
The LDAP server must be accessible from the resource that is running the authentication and
authorization services. There are other options that might not be highly available, such as PAM
with a UNIX backend. For this option, the Streams users must be defined on this system.

e Enterprise LDAP domain: For high availability, use a Lightweight Directory Access Protocol
(LDAP) server. LDAP must be set up and configured before you create the domain.

Related tasks:

Setting up a Streams basic domain

A basic domain provides a quick and easy method for using Streams with minimal setup. This type of
domain is typically used for test or application development environments.

Setting up a Streams enterprise domain

An enterprise domain can have multiple resources and users. This type of domain is typically used for
production environments.

Administering domains

1.2.2. Streams Instances

A Streams instance is a Streams runtime environment. It is composed of a set of interacting services
running across one or more resources. Before you can use “"Streams, you must create at least one
instance.

Before you can create an instance, you must create a domain. Instances use the resources and security
model that are configured in the domain. Each Streams instance operates as an autonomous unit and
can be shared by multiple users. You can create multiple instances in a domain.

Even though instances can share resources, there is no logical interference with other instances.
To avoid any physical interference, for example related to competing for the CPU cycles, you can
allocate resources exclusively to instances.
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Jobs are submitted to an individual instance, and no other instances are aware of the jobs. For
example, you install Streams on a set of resources A, B, C, and D. You can configure instancel to
use resources A and B and configure instance?2 to use resources B, C, and D. Jobs that you submit
to instancel are not aware of jobs that you submit to instance2, even though they share a common
resource B.

The type of Streams environment determines many of the configuration decisions for Streams
instances, for example:

Production environment

Provide a set of resources and network infrastructure that is solely allocated to the Streams
instance and its applications.

Test and development environment
A set of resources can be shared by multiple instances that are used by individual users or a group
of users. The implicit assumption in this case is that the users understand that no exclusivity
requirement is met in terms of placing application components.

Related tasks:

Administering instances

Related information:

Considerations for Streams environments with multiple resources

The preferred and most reliable environment for multiple hosts is a production environment. If you do
not need high availability, a development or test environment might be your preferred option.

1.2.3. Domain and instance services

When you start a Streams domain, instance, or stream processing application, services start on the
appropriate resources.

You can manage which services run on specific resources by using tags. For example, you can apply
the application tag to a resource so that it runs the application services. Likewise, you can apply the
management tag to a resource so that it runs the domain and instance management services. If you

prefer to run specific management services on specific resources, use the appropriate tag for that
service (for example, aut henti cati on,audi t,] nx, sws, or vi ew).

Domain services
The following services are domain services:

Table 1.1. Domain Services

Domain service Description

authentication and The authentication and authorization service is a management service

authorization service that authenticates and authorizes operations for the domain and all of
the instances in the domain.
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Domain service

Description

If you want this service to run on specific resources, use the following
tags: aut henti cati on.

The following short name is used for this service in messages and
commands: aas.

domain controller service

A domain controller service runs on every resource in a Streams
domain and manages all of the other services on that resource.

This service starts when you configure the resource in the domain,
or when you run the st r eant ool regi st er domai nhost or
streant ool startdomai nhost command.

This service is not associated with any tags.

For more information, see Options for setting up the domain
controller service on resources.

The following short name is used for this service in messages and
commands: control | er.

logging service

The logging service is a management service that has two functions.
It writes user messages in the streams.0.log file. It is also involved in
audit logging. For more information, see Audit logging support for
Streams.

If you want this service to run on specific resources, use the following
tags: audi t .

The following short name is used for this service in messages and
commands: audi t| og.

management API service

The management API service is a management service that provides
an application programming interface (API). The Streams Console
and Streams Studio use this API to obtain information about the
domain. There can be only one management API service per resource.

If you want this service to run on specific resources, use the following
tags: j MK.

The following short name is used for this service in messages and
commands: j NX.

web management service

The web management service is a management service that provides
web-based access to instance services. There is only one web
management service in a domain.

If you want this service to run on specific resources, use the following
tag: SWS.

The following short name is used for this service in messages and
commands: SWS.

Instance services

The following services are instance services:
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Table 1.2. Instance Services

Instance service Description
application deployment The application deployment service is an application service that
service prepares application resources for deploying and running processing

elements. It manages the deployment of application bundles to the
appropriate resources.

If you want this service to run on specific resources, use the
appl i cati on tag. This service runs on every application resource
in the instance.

The following short name is used for this service in messages and
commands: app.

application manager service |The application manager service is a management service that
administers the applications in the instance. This service handles job
management tasks, including user requests such as job submission
and cancellation. It interacts with the scheduler to compute the
placement of processing elements that are associated with an
application. It also interacts with the domain controller service to
deploy and cancel the execution of these processing elements.

If you want this service to run on specific resources, use the
managenent tag. The following short name is used for this service
in messages and commands: Sam

application metrics service | The application metrics service is a management service that
initializes the Streams instance and monitors all instance services. The
application metrics service collects run time metrics on the resources
and Streams components. This service also collects performance
metrics that are necessary for scheduling and system administration
by interacting with the domain controller service.

If you want this service to run on specific resources, use the
managenent tag.

The following short name is used for this service in messages and
commands: S m

Processing elements (PEs) Streams Processing Language (SPL) programs consist of operators,
and processing element which are grouped at compile time into partitions. The execution
container services (PEC) container for a partition is a processing element (PE). Each partition
runs in one PE. PEs are loaded by the processing element container
service, which is started and monitored by the domain controller
service for the resource that the PE is running on.

If you want this service to run on specific resources, use the
appl i cati on tag.

view service The view service is a management service that administers the data
that is used in views. A view defines the set of attributes that can be
displayed in a chart or a table. For more information, see “Views
charts, and tables”. If there are many data visualization users in your
instance, consider running this service on a separate resource from
other management services.
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Instance service Description

If you want this service to run on specific resources, use the vi ew
tag.

The following short name is used for this service in messages and
commands: Vi ew.

Related tasks:
Administering services

1.2.4. Streams Interfaces

Streams provides a command line interface and the following graphical user interfaces: Streams
Console and Streams Studio.

1.2.4.1. Streams Console

Streams includes an integrated console that you can use to view the health of the instances and
applications in your domain. You can manage instances and resources, configure security, and monitor
jobs from a single location.

Related tasks:

Starting the Streams Console

To open the Streams Console in your default web browser, you can use the st r eant ool launch
command.

1.2.4.2. Streams Studio

Streams Studio is an integrated development environment (IDE) to create, edit, visualize, test, debug,
and run SPL and SPL mixed-mode applications.

You can install Streams Studio on the Linux system where you install Streams. Alternatively, you can
install it on a local Linux or Microsoft Windows system that accesses a remote Linux system where
Streams is installed.

Related tasks:
Chapter 4, “Installing Streams Studio”
Use these procedures to install Streams Studio on a Linux or Microsoft Windows system.

Getting started with Streams Studio

Streams Studio includes the basic functions to create, configure, and monitor applications and
includes sample applications and help information.

Installing Streams Studio for local or remote development

You can install Streams Studio on the Linux system where you install Streams, or on a local Linux or
Microsoft Windows system that accesses a remote Linux system where Streams is installed.

Related information:
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Introduction to Streams Studio

1.2.5. Resource managers

Streams includes a default resource manager, which allocates Streams resources. You can also use
external resource managers, which run separately from Streams and allocate externally managed
resources.

You can use both the Streams resource manager and an external resource manager together in a
domain. Note that if you want to use an external resource manager in a domain, you must take extra
steps to configure the domain to use it. You can also create your own external resource managers.

Related tasks:

Administering resource managers

Setting up an external resource manager for Streams

Streams supports user-defined resource managers. Using an external resource manager with Streams
is optional.

1.2.6. Resources

Resources are physical and logical entities that Streams uses to run services.
You can obtain resources from the default Streams resource manager or an external resource manager.

Streams resources are always hosts. The externally managed resources might be other types of
physical and logical entities, such as containers and process groups. Both Streams resources and
externally managed resources can be used together in a domain.

You can allocate a resource to one or more domains. After you create instances in the domain,
resources are allocated to the instances when the instances start (static) or at runtime (dynamically
assigned). You can influence the allocation of resources by using tags.

You can configure resources to run specific types of Streams services by using tags. There are three
general types of resources:

Application resource

A resource that runs application services and jobs only.
Management resource

A resource that runs management services only.
Mixed resource

A resource that runs application and management services and jobs.

By default, if multiple resources are allocated to a domain, Streams reserves one resource exclusively
for management services.

Related tasks:

Administering resources
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Setting up an external resource manager for Streams

Streams supports user-defined resource managers. Using an external resource manager with Streams
is optional.

1.2.7. Stream processing applications

The main components of stream processing applications are tuples, data streams, operators,
processing elements (PEs), and jobs.

Tuple

An individual piece of data in a stream. These data can be structured or unstructured. Typically,
the data in a tuple represents the state of something at a specific point in time. For example, a
stock ticker quote or a temperature reading from an individual sensor.

Data Stream
The running sequence of tuples.
Operator

An SPL operator manipulates the tuple data from the incoming stream and sends the results to
zero or more output streams. Multiple streams and operators that are deployed in Streams form a
dataflow graph.

Application Bundle

A file containing all logic (Operators, Data streams, Tuple definitions) and artifacts needed to run
the application in a Streams instance. Application bundles are generated by the SPL compiler.

Job

A running stream processing application. Application bundles submitted to a Streams instance by
Streams Studio or the st r eanmt ool submi tj ob command create and start jobs.

Processing Element (PE)

A Linux process that executes one or more operator logics, communicating data streams to other
PEs as needed. A job consists of one or more PEs.

Related concepts:

Basics of streams processing applications

1.2.8. Views, charts, and tables

A view defines the set of attributes that can be displayed in a chart or table for a specific viewable
data stream.

A view is the data stream that is produced by an operator output port that is has an @i ew annotation
defined or that is defined in the Streams Console. When a view is started, it buffers the stream data for
an active job. If you later cancel the job, the view can be restarted when another job is submitted for
the same application.

11
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You can optionally specify how much historical data to buffer in the view, when to start buffering
data, and create a filter to restrict the tuple data that is kept in the view. With the Streams REST API,
you can retrieve view information by using the REST API view collection resources.

After you create a view, you can use the buffered view data to create and save charts and tables.

A chart can be used to graphically visualize numeric attributes only. A table can include numeric
attributes and other types of data such as strings and timestamps. In Streams Studio, you can view
streaming data in a table format only. With the Streams REST API, you can access the buffered tuple
data from custom applications to build custom charts and tables by using third-party tools.

Related tasks:

Viewing streaming data in Streams Studio

In Streams Studio, you can use the properties view for an output port to show data that is flowing
through a streams processing application.

Supported SPL data types for views, charts, and tables

Streams supports only certain Streams Processing Language (SPL) data types in views, charts, and
tables.

Streams REST API overview

Streams provides an application programming interface (API) that you can use to access information
about the configuration and health of installations, instances, and jobs.

Views

The REST API view collection resource provides access to information about all of the views that are
associated with active jobs.

View items

The REST API view items collection resource provides access to the tuple data that is buffered by a
view.
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Part Il. Installing Streams

Before installing Streams, review the planning roadmap. This roadmap summarizes important
planning considerations, options, and requirements for the product. After installing Streams, you can
install Streams Studio and other optional software to extend the functionality of Streams.
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To plan for installing Streams, start by reviewing the information in the planning roadmap.

2.1. Preparing to install Streams

Use the information in this topic to plan and prepare for your Streams installation. The plan that you
create for your environment determines your tasks and choices throughout the installation process.

Before you begin

These preparation tasks apply only to new installations of Streams. To prepare to upgrade your
Streams environment, see the following information:

Chapter 5, “Upgrading Streams”

Decide what kind of Streams environment best suits your needs. The preferred and most reliable
environment for multiple resources is a production environment. Streams also supports a highly
available hybrid environment that uses Secure Shell (SSH). If you do not need high availability, a
development or test environment might be your preferred option.

Use the environment considerations to make planning decisions on the following installation details:
e Installing as the root vs. non-root user

e Running management or application services on separate resources

e Setting up ZooKeeper on a dedicated resource

To review the considerations and make decisions for each environment type, see the following
information: “Considerations for Streams environments with multiple resources”

RHEL 8 Compatibility
If you are planning to use Streams with Red Hat Enterprise Linux (RHEL) 8, consider the following:

e Use the Streams RHEL 7 bundle to install on RHEL 8. Additional RPM will be identified to allow
Streams applications compiled on RHEL 7 to run on RHEL 8.

e All Streams applications intended for use on RHEL 8 must be compiled on RHEL 7 first.

e One domain cannot have resources for both RHEL 7 and RHEL 8.

Procedure

1. Set up the hardware that you need for all of the resources in your environment. A Streams
resource refers to an entity on which streams processing applications and Streams services can be
run, for example a host.

Verify that your resources meets the hardware requirements for Streams by using the following
information: “Version management for Streams”

2. Configure the operating systems on your Streams resources. Dependencies and restrictions exist
for some of the operating system choices. Verify that your target systems meet the operating
system requirements by using the following information: “Operating system requirements for
Streams”
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On every resource, ensure that the character encoding of your locale configuration is set to UTF-8.

On every resource where you want to use a Streams interface, install an X Window System. An
X Window System is required to use the Streams Interactive GUI installation method, Streams
Console, and Streams Studio on Linux.

Determine whether your environment requires additional software. The required Java environment
is included in the installation package. Use the following information to determine whether you
need additional software prerequisites:

e “Required RPMs for Streams”

Download the Streams installation files.

For information about downloading the current version of Streams, see Downloading Streams.
The download package includes the following components:

e Installation dependency checker tool

e Java for application development

After you download the installation package to your system, use the dependency checker to find
and fix any issues with your resources and environment.

The Streams installation package provides a script that verifies whether your environment meets
the requirements for Streams. Use the instructions at the following link to run the checking tool:
“Streams dependency checker script”

Fix any dependency issues and optimize the environment.

The dependency checker provides results that you can use to prepare and fix your Streams
environment before installation. Use the information in the following sections to determine the
correct updates and settings for your resources:

e “Streams name resolution requirements for resources”: All resources must satisfy the product
network configuration requirements.

<

e “Options for setting up the domain controller service on Streams resources: You can set up the
domain controller service as a registered Linux system service or as an unregistered service.

e “Firewall configuration guidelines for Streams”: These guidelines apply to resources that are
in the Streams cluster as well as clients that are external to the cluster.

e “Guidelines for configuring Linux ulimit settings for Streams”: Use these guidelines to ensure
that your ulimit settings are sufficient for Streams.

e ‘“Performance considerations and options for Streams”: There are several features and
configuration options that might improve the performance of Streams.

What to do next

After you prepare the environment and install the prerequisite software, use the installation tools
that are provided in the package to install Streams. For complete instructions, see the following

information: Chapter 3, “Installing the Streams product”
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Related tasks:

Chapter 3, “Installing the Streams product,”

Use these procedures to install Streams Version 7.1.0. If a previous version of Streams is already
installed, use the procedures in Upgrading to Streams Version 7.1.0 .

Related reference:

“Streams dependency checker script”

The dependency checker script verifies that your system satisfies the operating system, RPM, and
other software requirements for Streams.

Streamtool commands

This reference section provides a description of each st r eant ool command, which includes details
about command syntax and options. To obtain the help information for a specific command, enter
streant ool man conmand- nane.

Resources

2.2. Considerations for Streams
environments with multiple resources

Review these options and requirements for Streams environments before you install the product.

2.2.1. Considerations for a Streams production
environment

The preferred and most reliable environment for multiple resources is a production environment. This
option provides high availability so that Streams continues to run even if resources fail or are not
available.

Installation

A root or non-root user can install the main installation package for Streams. This package includes
all of the product files.

The domain host and resource installation packages contain a subset of the product files.

e Ifyou plan to use the default Streams resource manager, install the domain host installation
package on the resources. A root or non-root user can install this package.

e Ifyou plan to use an external resource manager, install the resource installation package on the
externally managed resources. A root user must install this package.

You can use the following options to install Streams:

e Install Streams on each resource. For high availability, install the main installation package on at
least two resources and the domain host installation package or resource installation package on
all additional resources.

e Use a shared file system, such as Network File System (NFS) or General Parallel File System
(GPFSTM), and install Streams in a shared directory that is accessible from each resource.
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Domain controller service

For high availability, set up the domain controller service on all resources. For more information, see
Options for setting up the domain controller service on resources .

Enterprise domain prerequisites

Set up an Apache ZooKeeper server and your user authentication method before you create a Streams
enterprise domain.

e For managing and storing configuration information, Streams requires a ZooKeeper server.

e For high availability, you can use a Lightweight Directory Access Protocol (LDAP) server or
Pluggable Authentication Module (PAM) with the LDAP backend for default user authentication.
After creating the domain, you can use the following additional options to customize user
authentication:

o Login module authentication
o Client certificate authentication
o Kerberos authentication
Standby domain and instance services

Configure Streams domains and instances to have standby domain and instance services. For more
information, see Configuring high availability for Streams enterprise domains and instances.

Related concepts:

“Streams installation packages”

Use the main installation package to install all of the product files on the resources in your Streams
domain. To reduce the product size requirement on resources, the domain host installation package
and resource installation package contain only a subset of the product files. For example, these
installation packages do not include the toolkits.

Domain and instance services

See this information for descriptions of the Streams domain and instance services.
Related reference:

Prerequisites for an enterprise domain

2.2.2. Considerations for a Streams hybrid
environment
Streams supports a highly available hybrid environment that uses Secure Shell (SSH).

The options and requirements for setting up a hybrid environment are similar to a production
environment. This section describes the differences.

SSH

Each user of the product must enable SSH. For more information, see “Configuring a Secure Shell
environment for Streams”.
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Installation

A root or non-root user installs the main installation package on all resources or uses a shared file
system. This package includes all of the product files.

Notes:

e The preferred installation method in an SSH environment is to use a shared file system such as
NFS or GPFS, and install Streams in a shared directory that is accessible from each resource.

e Ifyou install Streams on each resource, you must satisfy the following requirements:
o Install the product in the same location on each resource.
o The installation owner and group must be the same on each resource.
o The same version of the product must be installed on each resource.

o If'the installation is shared by multiple users, you must start the domain as the installation
owner.

e I[f the installation is shared by multiple users, all users including the installation owner must be
part of the group that owns the installation.

Domain controller service

A root or non-root user can set up the domain controller service as a registered Linux system service
or an unregistered service. For more information, see “Options for setting up the domain controller
service on Streams resources”

Related concepts:

“Considerations for a Streams production environment”

The preferred and most reliable environment for multiple resources is a production environment. This
option provides high availability so that Streams continues to run even if resources fail or are not
available.

“Streams installation packages”

Use the main installation package to install all of the product files on the resources in your Streams
domain. To reduce the product size requirement on resources, the domain host installation package
and resource installation package contain only a subset of the product files. For example, these
installation packages do not include the toolkits.

Domain and instance services

See this information for descriptions of the Streams domain and instance services.

2.2.3. Considerations for Streams development and
test environments

If you do not need high availability with automatic recovery from failures, a development or test
environment might be your preferred option. Using Secure Shell (SSH) is optional.
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Development or test environment without SSH

e A non-root user installs Streams on each resource or uses a shared file system.
o If Streams is installed on each resource, you can use either of the following options:

o Install the main installation package on at least one resource and the domain host
installation package on all additional resources.

e Install the main installation package on all resources.

The main installation package includes all of the product files. The domain host installation
package contains a subset of the product files.

o If a shared file system such as NFS or GPFS is used, install Streams in a shared directory that
is accessible from each resource.

13

e Set up the domain controller service on all resources. For more information, see “Options for
setting up the domain controller service on Streams resources”.

e Setup an Apache ZooKeeper server and your user authentication method before you create a
Streams enterprise domain.

o For managing and storing configuration information, Streams requires a ZooKeeper server.

o For high availability, you can use a Lightweight Directory Access Protocol (LDAP) server
or Pluggable Authentication Module (PAM) with the LDAP backend for default user
authentication. After creating the domain, you can use the following additional options to
customize user authentication:

¢ Login module authentication
o Client certificate authentication
o Kerberos authentication
Development or test environment with SSH

e FEach user of the product must enable SSH. For more information, see “Configuring a Secure Shell
environment for Streams”

e A non-root user installs the main installation package on all resources or uses a shared file system.
This package includes all of the product files.

Notes

o The preferred installation method in an SSH environment is to use a shared file system such as
NFS or GPFS, and install Streams in a shared directory that is accessible from each resource.

o Ifyou install Streams on each resource, you must satisfy the following requirements:
¢ Install the product in the same location on each resource.
e The installation owner and group must be the same on each resource.

e The same version of the product must be installed on each resource.
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o If'the installation is shared by multiple users, you must start the domain as the installation
owner.

o If the installation is shared by multiple users, all users including the installation owner must be
part of the group that owns the installation.

e Setup an Apache ZooKeeper server and your user authentication method before you create a
Streams enterprise domain.

o For managing and storing configuration information, Streams requires a ZooKeeper server.
o For high availability, you can use a Lightweight Directory Access Protocol (LDAP) server
or Pluggable Authentication Module (PAM) with the LDAP backend for default user
authentication. After creating the domain, you can use the following additional options to
customize user authentication:
e Login module authentication
e Client certificate authentication
o Kerberos authentication

Related concepts:

“Streams installation packages”

Use the main installation package to install all of the product files on the resources in your Streams
domain. To reduce the product size requirement on resources, the domain host installation package
and resource installation package contain only a subset of the product files. For example, these
installation packages do not include the toolkits.

Domain and instance services

See this information for descriptions of the Streams domain and instance services.

Related reference:

Prerequisites for an enterprise domain

2.3. Hardware requirements for Streams

Before you install Streams, ensure that the target system satisfies the minimum hardware
requirements.

Table 2.1. Minimum hardware requirements for Streams

Component |Minimum requirements Comments

System x86-64 (64-bit) Streams supports Red Hat Enterprise
Linux (RHEL).

Display 1280 x 1024 Lower resolutions are supported but not
preferred for Streams Studio.
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Component

Minimum requirements

Comments

Memory

2GB

The amount of memory that is required by
Streams is dependent on the applications
that are developed and deployed.

This minimum requirement is based on the
memory requirements of the Commodity
Purchasing sample application and

other samples that are provided with the
product.

Disk space

If installing the main installation package:

e 7 GB for the installation package and
extraction

e 4 GB for the /tmp directory or other
temporary directory, if specified by
setting the IATEMPDIR environment
variable. This space is cleaned up
and available after the installation
completes.

e 8.5 GB for the installation directory

If installing the domain host installation
package or resource installation package:

e 1.2 GB for the installation package and
extraction

e 400 MB for the /tmp directory or other
temporary directory, if specified by
setting the IATEMPDIR environment
variable. This space is cleaned up
and available after the installation
completes.

e 1.5 GB for the installation directory

Includes disk space required for
installation and development resources
only. Additional disk space is needed to
run Streams. The amount depends on how
you set up and configure your Streams
environment.

For more information about using the
IATEMPDIR environment variable to
configure a different temporary directory
for installation processing, see the
Preinstallation roadmap.

2.4. Software requirements for Streams

Before you install Streams, run the dependency checker script to verify that the target system satisfies
the product software requirements.

Related reference:

“Software prerequisites for Streams Studio”

Before you install Streams Studio, ensure that you satisfy the prerequisite software requirements.

2.4.1. Streams dependency checker script

The dependency checker script verifies that your system satisfies the operating system, RPM, and
other software requirements for Streams.
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2.4.1.1. Running the Streams dependency checker script

Run the dependency checker script before you install Streams to ensure that you satisfy all product
requirements. You can also run this script after installation. In an environment that includes multiple
resources, run this script on all resources and correct any incompatibilities before you use Streams.
Before you begin

To ensure that all product requirements are checked, the installation owner needs to run this script.
Procedure

e To run the dependency checker script before you install Streams:

1. Ifyou have not extracted the contents of the product installation package, enter the following
command:

tar -zxvf product-installation-package-nanme.tar.gz

The t ar command creates the StreamsInstallFiles directory, which contains the self-extracting
binary file (StreamsSetup.bin) and other installation files.

2. Change to the Streams installation files directory:

cd product-install ation-package-directory/ StreanslnstallFiles

3. To run the dependency checker script, enter the following command:

./ dependency_checker. sh

e To run the dependency checker script after you install Streams, enter the following commands:

cd product-installation-root-directory/7.1.0.0/bin
./ dependency_checker. sh

The following command options are optional:
-v level
Verbose option that displays additional messages. Possible values for level are:
1. Includes additional informational messages.
2. Includes additional debug messages.
-h
Display the help information.

Related reference:

3

‘Dependency checker script output example for an x86_64 system running RHEL 7.9”

3

‘Dependency checker script output example for an x86_64 system running RHEL 8.9”
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Dependency checker script output example for an x86_64 system running
RHEL 7.9

In the following example, the Default Java and Java Home sections show the Java settings that you
have configured for your environment. For more information, see Java requirements, options, and

settings for Streams.

Example 2.1. Dependency checker script output example for an x86_64 system running
RHEL 7.9

$ ./dependency_checker. sh

21CS Streanms 7.1.0.0 Dependency Checker
Date: May 22, 2024 3:13:39 PM CDT
Edition: 21CS Streans

=== System Informati on ===
* Hostname: devl-rl7.teracl oud.com
* | P address: 10.20.10.8
* (Qperating system Red Hat Enterprise Linux
* System architecture: x86_64
* Security-Enhanced Linux setting: Enforcing
* Default Java:
* Java vendor: Red Hat, |[nc.
Java version: 1.8.0_382
Java VM version: 25.382-b05
Java runtinme version: 1.8.0_382-b05
Java full version: NOT_SET
* Java system encoding: NOT_SET
* Java Home: NOT_SET
* Encodi ng: UTF-8
* User Limt (ulinmit -S) Settings:
* Max processes (-u): 100000
* Open files (-n): 100000
* User Limt (ulimt -H Settings:
* Max processes (-u): 100000
* Open files (-n): 100000

EE

=== System Configuration Check ===

* Status: PASS - Check: | P address check

* Status: PASS - Check: Host nane resol ution check

* Status: PASS - Check: Operating systemversion and architecture check
* Status: PASS - Check: Encoding check

* Status: PASS - Check: User linmt (ulint -S) settings check

* Status: PASS - Check: User limt (ulimt -H settings check

* Status: PASS - Check: Firewall service check

=== Sof t war e Dependency Package Check ===

* Status: CORRECT VERSION - Package: bash, System Version: 4.2.46-35.el7_9

* Status: CORRECT VERSION - Package: bzip2-libs, System Version: 1.0.6-13.el7

* Status: CORRECT VERSION - Package: chkconfig, System Version: 1.7.6-1.el7

* Status: CORRECT VERSI ON - Package: coreutils, System Version:

8.22-24.el7_9.2
Status: CORRECT VERSION - Package: diffutils, System Version: 3.3-6.el7_9
Status: CORRECT VERSION - Package: gawk, System Version: 4.0.2-4.el7_3.1
Status: CORRECT VERSI ON - Package: gcc, System Version: 4.8.5-44.el7
Status: CORRECT VERSION - Package: gcc-c++, System Version: 4.8.5-44.el7
Status: CORRECT VERSION - Package: glibc, System Version: 2.17-326.el7_9
Status: CORRECT VERSI ON - Package: glibc-comon, System Version:

2.17-326.el 7_9

* Status: CORRECT VERSION - Package: grep, System Version: 2.20-3.el7

L N S
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* Status: CORRECT VERSION - Package: initscripts, System Version:
9.49.53-1.el7_9.1
Status: CORRECT VERSION - Package: |ibcap, System Version: 2.22-11.el7

Status: CORRECT VERSION - Package: nmake, System Version: 3.82-24.el7
Status: CORRECT VERSION - Package: numactl-libs, System Version:
2.0.12-5.el 7
* Status: CORRECT VERSI ON - Package: openl dap, System Version:
2.4.44-25.el7_9
* Status: CORRECT VERSION - Package: openssh-clients, System Version:
7.4p1-23.el 7_9

*
*
*
*

Status: CORRECT VERSION - Package: |ibstdc++, System Version: 4.8.5-44.el7

Status: CORRECT VERSI ON - Package: openssl, System Version: 1.0.2k-26.el7_9

Status: CORRECT VERSION - Package: pam System Version: 1.1.8-23.el7

* Status: CORRECT VERSION - Package: perl, System Version: 5.16.3-299.el7_9
*

Status: CORRECT VERSION - Package: perl-Time-H Res, System Version:
1.9725-3.el 7
* Status: CORRECT VERSION - Package: perl-XM-Sinmple, System Version:
2.20-5.el 7

Status: CORRECT VERSION - Package: rpm System Version: 4.11.3-48.el7_9
Status: CORRECT VERSION - Package: sed, System Version: 4.2.2-7.el7
Status: CORRECT VERSION - Package: tar, System Version: 1.26-35.el7
Status: CORRECT VERSI ON - Package: wutil-Ilinux, System Version:
2.23.2-65.el7_9.1
* Status: CORRECT VERSION - Package: which, System Version: 2.20-7.el7
* Status: CORRECT VERSION - Package: xdg-utils, System Version:
1.1.0-0.17.20120809git.el 7

* % F Xk X X

=== Summary of Errors and Warni ngs ===

CDI SI 00031 The dependency checker eval uated the systemand did not find errors
or warni ngs.

Dependency checker script output example for an x86_64 system running
RHEL 8.9

In the following example, the Default Java and Java Home sections show the Java settings that you
have configured for your environment. For more information, see Java requirements, options, and

settings for Streams.

Status: CORRECT VERSI ON - Package: pkgconfig, System Version: 0.27.1-4.el7
Status: CORRECT VERSI ON - Package: procps-ng, System Version: 3.3.10-28.el7

Example 2.2. Dependency checker script output example for an x86_64 system running

RHEL 8.9

$ ./dependency_checker. sh

21CS Streans 7.1.0.0 Dependency Checker
Date: May 22, 2024 1:26:40 PM MST
Edition: 21CS Streans

=== System Information ===

* Hostname: devl10-rl 8.teracl oud.com

I P address: 10.20.20.14

Operating system Red Hat Enterprise Linux 8.9 (COotpa)
System architecture: x86_64

Security-Enhanced Linux setting: Disabled

Default Java:

* Java vendor: | BM Corporation

* Java version: 1.8.0_381

* Java VWM version: 2.9

* Java runtinme version: 8.0.8.11 - pxa6480sr8fpll-20230901_01(SR8 FP11)

L I A
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* Java full version: 8.0.8.11 - pxa6480sr8fpll-20230901_01(SR8 FP11)
JRE 1.8.0 Linux and64-64-Bit Conpressed References 20230817_56476 (JI T enabl ed,

AOT enabl ed)

Opend9 - c425elc
OWR - e712c65
| BM - 696e9df

* Java system encoding: UTF-8
* Java Hone: /opt/ibmjava-x86_64-80
* Java vendor: | BM Corporation
Java version: 1.8.0 381
Java VM version: 2.9
Java runtinme version: 8.0.8.11 - pxa6480sr8fpll-20230901_01( SR8 FP11)
* Java full version: 8.0.8.11 - pxa6480sr8fpll-20230901_01(SR8 FP11)
JRE 1.8.0 Linux and64-64-Bit Conpressed References 20230817_56476 (JI T enabl ed,

E I I

ACT enabl ed)

Opend9 - c425elc
OWR - e712c65
| BM - 696e9df

* Java system encoding: UTF-8
* Encodi ng: UTF-8
* User Limt (ulimt -S) Settings:
* Max processes (-u): 100000
* Open files (-n): 100000
* User Limt (ulimt -H) Settings:
* Max processes (-u): 100000
* Open files (-n): 100000

=== System Configurati on Check ===

* Status: PASS - Check: |P address check

* Status: PASS - Check: Host name resolution check

* Status: PASS - Check: Operating systemversion and architecture check

* Status: PASS - Check: Encoding check

* Status: PASS - Check: User limt (ulimt -S) settings check

* Status: PASS - Check: User limt (ulimt -H) settings check

* Status: PASS - Check: Firewall service check

=== Sof t ware Dependency Package Check ===

* Status: CORRECT VERSI ON - Package: bash, System Version: 4.4.20-4.el8 6

* Status: CORRECT VERSION - Package: bzip2-libs, System Version: 1.0.6-26.el8

* Status: CORRECT VERSI ON - Package: chkconfig, System Version: 1.19.2-1.el8

* Status: CORRECT VERSION - Package: conpat-openssl 10, System Version:

1.0.20-4.el8_6
Status: CORRECT VERSION - Package: coreutils, System Version: 8.30-15.el8
Status: CORRECT VERSI ON - Package: diffutils, System Version: 3.6-6.€el8
Status: CORRECT VERSION - Package: gawk, System Version: 4.2.1-4.el8
Status: CORRECT VERSI ON - Package: gcc, System Version: 8.5.0-20.el8
Status: CORRECT VERSI ON - Package: gcc-c++, System Version: 8.5.0-20.el8
Status: CORRECT VERSI ON - Package: glibc, System Version: 2.28-236.el8_9.12
Status: CORRECT VERSION - Package: glibc-comon, System Version:

2.28-236.el 8_9.12

* Status: CORRECT VERSION - Package: grep, System Version: 3.1-6.el8

* Status: CORRECT VERSI ON - Package: initscripts, System Version:
10.00.18-1.¢€el 8

L S T

* Status: CORRECT VERSI ON - Package: |ibcap, System Version: 2.48-6.el8 9
* Status: CORRECT VERSION - Package: |ibnsl, System Version:
2.28-236.el18 9.12
* Status: CORRECT VERSION - Package: |ibstdc++, System Version: 8.5.0-20.el8

* Status: CORRECT VERSION - Package: nmake, System Version: 4.2.1-11.el8

* Status: CORRECT VERSION - Package: ncurses-conpat-libs, System Version:
6. 1-10. 20180224. el 8

* Status: CORRECT VERSION - Package: nunmactl-libs, System Version:
2.0.16-1.el 8
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* Status: CORRECT VERSION - Package: openldap, System Version: 2.4.46-18.¢el8

* Status: CORRECT VERSION - Package: openssh-clients, System Version:
8.0p1-19.el18 9.2

* Status: CORRECT VERSI ON - Package: openssl, System Version: 1.1.1k-12.el8_9

* Status: CORRECT VERSION - Package: pam System Version: 1.3.1-27.€el8

* Status: CORRECT VERSI ON - Package: perl, System Version: 5.26.3-422.¢el8

* Status: CORRECT VERSION - Package: perl-Time-H Res, System Version:
1.9758-2.¢l 8

* Status: CORRECT VERSION - Package: perl-XM-Sinmple, System Version:

2.25-1.el8
Status: CORRECT VERSION - Package: pkgconf, System Version: 1.4.2-1.el8
Status: CORRECT VERSI ON - Package: procps-ng, System Version: 3.3.15-14.el8
Status: CORRECT VERSION - Package: rpm System Version: 4.14.3-28.el8_9
Status: CORRECT VERSION - Package: sed, System Version: 4.5-5.el8
Status: CORRECT VERSION - Package: tar, System Version: 1.30-9.el8
Status: CORRECT VERSI ON - Package: wutil-Ilinux, System Version:

2.32.1-43. el 8

* Status: CORRECT VERSION - Package: which, System Version: 2.21-20.el8

* Status: CORRECT VERSION - Package: xdg-utils, System Version: 1.1.2-5.el8

* % X X X

=== Summary of Errors and Warni ngs ===

CDI SI 00031 The dependency checker evaluated the systemand did not find errors
or war ni ngs.

Related reference:

“Guidelines for configuring Linux ulimit settings for Streams” The default Linux user limit
(ul'i m t) values might be too small for some Streams environments. Use these guidelines to ensure
that your ul i m t settings are sufficient for Streams.

2.4.2. Operating system requirements for Streams

Streams supports Red Hat Enterprise Linux (RHEL).
Important:

e If you are running Streams across multiple resources, ensure that you satisfy the following
requirements:

o All resources must run on the same product version and release of Streams.

o All resources must run on the same hardware system (x86_64) and system architecture (64-
bit).

o All resources must have the same major operating system version (Version 7 or 8).
e Streams provides tools that help you to verify this requirement on single and multiple resources:

o Before installation, run the dependency checker script to verify requirements on the resources
that you plan to install Streams on. If you are installing the product on a cluster of resources,
run the dependency checker script on each resource in the cluster. For more information about
this tool, see Streams dependency checker script.

o After installation, you can use the st r eamt ool checkhost s, checkdonai nhost s,
and checki nst ancehost s commands to verify requirements on single or multiple
resources. For more information about these commands, see Verifying requirements for
Streams resources.
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2.4.2.1. Supported operating system versions for Streams

All Streams hosts must run a supported version of Red Hat Enterprise Linux (RHEL).

The following table lists the supported operating system versions on x86_64.

Table 2.2. Supported operating system versions for Streams

Operating System hardware and architecture Supported operating system
system versions
RHEL x86-64 Version 7.0 or later

Version 8.9 or later

“Restrictions for the Streams specialized toolkits”

Before using the Streams specialized toolkits, review these restrictions for Red Hat Enterprise Linux
(RHEL).

2.4.3. Java requirements, options, and settings for
Streams

Ensure that you use a Java development kit that is supported by Streams. If Java memory issues occur,
Streams provides configuration properties that you can use to allocate more memory for the Java
environment.

2.4.3.1. Supported Java development kits for application
development

For application development, Streams supports the IBM SDK Java Technology Edition Version 8 and
the Java SE Development Kit 8 from Oracle.

The IBM SDK is installed in the
product-installation-root-directory/7.1.0.0/ java directory when you install
the Streams product.

Notes:

e The supported Java development kits have been tested with Streams Studio and stream processing
applications that include operators that were implemented using the Streams Java Operator API.

e Ifthe JAVA HOME environment variable is set, it must be set to a supported Java 8
implementation.

o Ifthe JAVA HOME environment variable is set at compile time, its value is used to run the JVM
for Java operators at run time. Otherwise, the Java development kit in the product-installation-
root-directory/7.1.0.0/java directory is used.

Related concepts:

Java Operator API overview

See this information to learn more about using the Streams Java Operator API to implement user-
defined operators in Java.
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Related reference:

“Software prerequisites for Streams Studio”

Before you install Streams Studio, ensure that you satisfy the prerequisite software requirements.

2.4.3.2. Configuration settings for Java memory issues

If Java out-of-memory errors occur when you use Streams, you can allocate more memory for the
Java environment by increasing the maximum JVM size for Streams services and user interfaces.

A property value of undefined indicates that a default value is not set for the property.
Updating the JVM size for Streams services

If you are running the domain controller service as a registered Linux system service, the default
maximum JVM size is 1024 megabytes. You can use the following streamtool commands to set the
JVM size for the controller to a different value:

e registerdomainhost
e chdomainhostconfig
e getdomainhostconfig
e rmdomainhostconfig

For more information about these commands, enter

streant ool nman conmand- nane

For the other Streams services, you can either explicitly set the maximum JVM size, or allow Streams
to select a value based on the setting of the domai n. j virSi zeConput at i onEnabl ed property:

e Ifthe domai n. j vSi zeConput at i onEnabl ed property is set to the default value of true,
Streams selects a maximum JVM size based on the system memory usage.

e Ifthedomai n. j vnSi zeConput at i onEnabl ed property is set to false, Streams selects a
maximum JVM size based on the system default size.

You can specify the JVM size for Streams services by using the following domain and instance
properties:

e controller. maxi mumlvnsi ze=1024 (Default)

e dommi nServi ceCont ai ner.initial Jvnti ze=undefined
e dommi nServi ceCont ai ner. maxi mumlvnsi ze=undefined
e instanceServiceContainer.initial JvnSi ze=undefined
e instanceServiceContai ner. naxi numlvnsi ze=undefined

For more information about the controller and domain properties, enter

streant ool man domai nproperties

For more information about the instance properties, enter
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streant ool man properties

If the security. runAsRoot property is set to true, the authentication and authorization service
and logging service can run independently. Use the following domain properties to specify the JVM
size for these services:

e aas.initial JvnSi ze=undefined

e aas. maxi nunlvnsi ze=undefined

e auditlog.initialJvnSi ze=undefined

e auditl og. maxi mumlvnti ze=undefined

For more information about these properties, enter

streant ool man domai nproperties

Updating the JVM size for the Streams Console

For Streams Console out-of-memory errors, you can either explicitly set the maximum JVM size
for the web management service, or allow Streams to select a value based on the setting of the
domai n. j virSi zeConput at i onEnabl ed property:

e Ifthe domai n. j vSi zeConput at i onEnabl ed property is set to the default value of true,
Streams selects a maximum JVM size based on the system memory usage.

e Ifthedomai n.j vnSi zeConput at i onEnabl ed property is set to false, Streams selects a
maximum JVM size based on the system default size.

To increase the amount of memory that can be allocated to the Java environment for the web
management service, use the following domain properties:

e sSWws.initial JvnSi ze=undefined
e SWs. maxi nundvnsi ze=undefined

For more information about these properties, enter

streant ool man domai nproperties

For troubleshooting information, see Java out-of-memory error in the Streams Console .
Updating the JVM size for the streamtool command-line interface

For st r eant ool command errors, you can set the maximum JVM size by using the
STREAMTOOL MAX JVM_SIZE environment variable, for example:

export STREAMIOOL_MAX JVM S| ZE=si ze
Notes:

e The size that you specify cannot exceed the amount of memory that is available on the resource
where you run St r eant ool commands. For a size of 256 megabytes, specify 256m. For a size
of 1 gigabyte, specify 1g.

o [fthe STREAMTOOL MAX JVM_SIZE environment variable is not set, Streams selects a
maximum JVM size based on the system default size.
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For troubleshooting information, see Java out-of-memory error when using streamtool commands.

Related reference:

[3

‘Java cache for Streams streamtool command operations”

By default, Streams uses a 16 MB Java cache to speed up the performance of st r eant ool
command operations.

2.4.4. Required RPMs for Streams

To operate correctly, Streams requires a set of prerequisite RPMs.
Important:

e Install all prerequisite RPMs before you install Streams. The installation program checks which
RPMs you need to install, but the program does not install prerequisite RPMs. The installation
program detects if prerequisite RPMs are not installed on the current host or if installed RPMs are
at an incompatible version level. If required RPMs are missing during the installation, the program
allows you to continue the installation or stop it. After the installation, the list of outstanding
dependencies is recorded in the installation summary log.

e Ifyou try to use Streams and the prerequisite RPMs are not installed, the product will not run
correctly.

Related reference:

“Required RPMs for the Streams specialized toolkits”

Before using the Streams specialized toolkits, ensure that you satisfy any additional RPM
requirements for the toolkits.

2.4.4.1. RPM minimum versions and availability for Streams

For most RPMs, the default operating system version meets the Streams requirements. The RPMs that
are required for Streams are available in the operating system installation package and the product
installation package.

Notes:

e Streams is tested with the minimum RPM versions that are listed in the following tables. Other
RPM versions might work with the product, but they have not been tested.

e Running the Streams dependency checker script verifies that all the required RPMs are installed.

e In addition to the RPMs that are required for the Streams product, there are RPM requirements for
several of the SPL specialized toolkits. The dependency checker script does not identify RPMs
that are required for these toolkits. For more information, see “Required RPMs for the Streams
specialized toolkits”.

For more detailed information about required RPMs for the Streams product, see the table for your
operating system version and hardware system:

e x86 64 systems

o Required RPMs for RHEL 7
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Required RPMs for RHEL 8.9 on x86-64 systems

The following table lists the RPMs that are required for running Streams applications on RHEL 8.9.

RPM name RPM name RPM name RPM name
bash glibc numactl-libs procps-ng
bzip2-libs glibc-common openldap rpm
chkconfig grep openssh-clients sed
cornpat-openssllO1 initscripts openssl3 tar

coreutils libcap pam util-linux
diffutils libns!! perl which
gawk libstdc++ perl-Time-HiRes xdg-utils
gcc2 make perl-XML-Simple

gcc—c++2 ncurses—cornpat—libs1 pkgconf

Table notes:

1. These RPMs are required to run Streams RHEL 7 applications on RHEL 8.

2. For the gcc and gec-c++ RPMs, Streams requires the minimum and maximum versions in the

following table.

RPM name Operating system Minimum RPM Maximum RPM
version version version

gce and gec-c++ 8.9 8.5.0-20 8.5.9999

3. For the openssl RPM, Streams requires a minimum version of 1.0.1e.
Required RPMs for RHEL 7 on x86-64 systems

The following table lists the RPMs that are required if you are running RHEL Version 7.0 or later on

an x86-64 system.

Notes:

e All required RPMs in the following table are available in the operating system installation

package.

e Unless otherwise indicated, the minimum RPM version that is required for Streams is the default

operating system version.

e Unless otherwise indicated, there is no maximum RPM version that is required for Streams.

RPM name RPM name RPM name RPM name
bash glibc openssh-clients rpm
bzip2-libs glibc-common openssl? sed
chkconfig grep pam tar

coreutils initscripts perl util-linux
diffutils libcap perl-Time-HiRes which
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RPM name RPM name RPM name RPM name
gawk libstdc++ perl-XML-Simple xdg-utils
gee! make pkgconfig

gcc-c++1 openldap procps-ng

Table notes:

1. For the gcec and gee-c++ RPMs, Streams requires the minimum and maximum versions in the

following table.
RPM name Operating system Minimum RPM Maximum RPM
version version version
gce and gec-c++ 7.0 4.8.2-16.el7 4.8.9999
7.1 4.8.3-9.el7
7.2 4.8.5-4.el7
7.3 4.8.5-11.el7
7.4 4.8.5-16.el7
7.5 4.8.5-28.el7
7.9 4.8.5-44

2. For the openssl RPM, Streams requires a minimum version of 1.0.1e.

2.5. Options for setting up the domain
controller service on Streams resources

A domain controller service runs on every resource in a Streams domain and manages all of the other
services on that resource. You can set up the domain controller service as a registered Linux system
service or an unregistered service.

A Streams domain can include resources that run the domain controller service as a registered Linux
system service and an unregistered service. Both options can be used together in a domain. However,
you cannot use both options on a resource in the domain. You must run the controller on each resource
as either a system service or an unregistered service.

Options

Streams provides the following options for setting up the domain controller service:

e For high availability with automatic recovery from failures, a root user must set up the domain
controller service as a registered Linux system service on the resource. If a system crash or failure
occurs, the controller is automatically restarted on the resource when the system is restarted.

Notes:

o If the domain is stopped, the controller continues to run.

o Running the domain controller service as a system service is required if you plan to use the
security. runAsRoot domain property.
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For high availability with limited automatic recovery from failures, a root or non-root user can
set up the domain controller service as an unregistered service on the resource. If a system crash
or failure occurs, the controller must be manually restarted on the resource after the system is
restarted.

Notes:

o If the domain is stopped and the controller is running as user root, the controller continues to
run.

o If'the domain is stopped and the controller is running as non-root, the controller shuts down.
e If SSH is enabled, the controller is automatically restarted when the domain is restarted.

e If SSH is not enabled, the user who restarts the domain must manually restart the
controller on the resource.

By default, the domai n. sshAl | owed property is set to true, and Streams attempts to use
SSH for communication between resources in the domain. If you are not using SSH for your
communication mechanism, setting this property to false prevents unnecessary communication
attempts between resources and SSH error messages. You can set this property when you create
the domain or after the domain is created by using the St r eant ool command-line interface.

Commands

The following table lists the St r eant ool commands that you use to set up the domain controller
service on Streams resources.

Command Description

st reant ool nkhost pkg This command generates a domain host installation

package that you can use to add Streams resources to a
domain.

If you do not want the controller to run as a registered
Linux system service, specify the - - unr egi st er ed
option on the command. If a non-root user runs the
command with this option, the domain must exist and
be started.

The st r eansdonmai nhost set up. sh script file
is in the domain host installation package. This script
installs Streams on the resource, registers the resource
in the domain, and starts the domain controller service
on the resource.

If you specify the - - unr egi st er ed option on the
streant ool nkhost pkg command, the controller
starts as an unregistered service. Otherwise, the
controller starts as a registered Linux system service.

streant ool registerdonmai nhost |This command registers the Streams resource in

the domain, sets up the domain controller service
as a registered Linux system service, and starts the
controller on the resource.
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Command

Description

You can run the
streant ool registerdomai nhost command
before or after you create a Streams enterprise domain.

Example:

streant ool registerdomai nhost -d donai n-
id --zkconnect host: port

Notes:

e You must have root authority to run this command.

e You must specify a domain name and the
- -zkconnect option on this command. The
domain name that you specify does not need
to exist before running the command. The
- -zkconnect option specifies the name of one
or more host and port pairs for the configured
external ZooKeeper ensemble. If you specify
multiple host and port pairs, separate each
pair with a comma. This value is the external
ZooKeeper connection string. To obtain this value,
you can use the st r eant ool get zk command.

streant ool startdomai nhost

This command starts the domain controller service on
a Streams resource.

e Ifyou set up the domain controller service to run
as a registered Linux system service by running
the st r eant ool regi st erdomai nhost
command, the controller starts as a registered
system service.

e To start the domain controller service
as an unregistered service, specify the
- - unr egi st er ed option on the command. If a
non-root user runs the command with this option,
the domain must exist and be started.

Related concepts:

“Considerations for Streams environments with multiple resources”

Review these options and requirements for Streams environments before you install the product.

Domain and instance services

See this information for descriptions of the Streams domain and instance services.

Related reference:

Streamtool commands
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This reference section provides a description of each st r eamt 0ol command, which includes details
about command syntax and options. To obtain the help information for a specific command, enter
streant ool man command- nane.

2.6. Firewall configuration guidelines for
Streams

If firewall usage is required, the preferred configuration is to set up a firewall at the perimeter of the
Streams cluster to restrict network access to resources in the cluster but not communication between
the resources. When any communication passes through a firewall, latency is introduced. These
guidelines apply to clients that are in the Streams cluster as well as clients that are external to the
cluster.

Tip:

When you configure a port for a service, the placement of the service can be controlled by host tags
so that the ports are open only on the resources that are configured to run that service. For information
about using host tags, see Assigning tags to resources in a domain.

Guidelines for clients that are in the Streams cluster

If your security plan requires a firewall on the resource or between resources, the following
communications must be enabled between resources and must be blocked from unauthorized external
access:

e Ifyou are using a Secure Shell (SSH) environment for Streams, SSH communication between
runtime resources.

e Communication between Streams management services, which is limited to ports in the local port
range (TCP/IP port numbers automatically assigned by the host machine). You can use the port
range configuration property for the domain to control the range.

e TCP communication between processing elements, which is limited to ports in the local port
range.

e HTTPS connections between the web management service (SWS) and Streams interfaces such
as the Streams Console. Each Streams domain that is running the SWS service requires a user-
assigned HTTPS port.

e Connections between the management API service (JMX) and Streams interfaces such as the
Streams Java Monitoring and Management Console, the Streams Console, and Streams Studio.
Each Streams domain that is running the JMX service requires a user-assigned port.

e All communication protocols between applications and any systems, such as an external Apache
ZooKeeper server or external analytics services.

Guidelines for clients that are external to the Streams cluster
The following communications must be enabled:

e The Streams Console and clients of the REST API require HTTPS connections to the web
management service (SWS). The SWS service requires a user-assigned HTTPS port.

o The SWS service (sws.port)
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e Streams Studio and clients of the management API service (JMX) require SSL/TCP connections
to the following services. These services require a user-assigned port. A static port selection is
preferred.

o The domain JMX service (jmx.port). For information about setting the jmx.port property, see
Changing the secure port number for the management API service.

o The instance JMX service (sam.jmxPort)
o The instance view service (view.port)

e Streams Studio and clients of the management API service (JMX) require HTTPS connections to
the following services. All of these services dynamically allocate HTTPS ports in the port range
configuration property for the domain. You can also set them to a static value.

o The domain JMX service (jmx.httpPort)
o The instance JMX service (sam.jmxHttpPort)
o The instance view service (view.httpPort)

e Streams Studio requires a Remote System Explorer (RSE) connection to the system where
Streams is installed. For information about the specific ports that are used, see Configuring
Streams Studio for remote development.

Related concepts:

Domain and instance services

See this information for descriptions of the Streams domain and instance services.
Related tasks:

Changing the secure port number for the Streams Web Service

By default, the SWS service runs on port 8443. You can specify a different port number when you
create or update a domain.

Changing the secure port number for the management API service (JMX)

By default, the JMX service runs on port 9975. You can specify a port number when you create or
update a domain.

Related reference:

Assigning tags to resources in a domain

You can specify the tags for a resource at domain creation time, when a resource is added to a domain,
or any time thereafter.

Related information:

Conflicts requesting ports from the local port range

This Troubleshooting procedure provides information about how to review and update local port
ranges.
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2.7. Guidelines for configuring Linux ulimit
settings for Streams

The default Linux user limit (ul i m t ) values might be too small for some Streams environments.
Use these guidelines to ensure that your ul i m t settings are sufficient for Streams.

If the ul i M t values are too small for your Streams environment, issues can occur such as system
startup, processing element (PE), and application development and submission failures. You can use
ul i mt settings to control the use of system resources.

There are two types of ul i m t settings:

e The hard limit is the maximum value that is allowed for the soft limit. Any changes to the hard
limit require root access.

e The soft limit is the value that Linux uses to limit the system resources for running processes. The
soft limit cannot be greater than the hard limit.

The following hard and soft u/imit settings were used when testing Streams on RHEL:
e maX user processes value = 100000
e open fil es value =100000

e pendi ng signal s value = 100000

2.7.1. Streams users that require ulimit settings

Depending on your environment, u/imit values must be set for specific users on the systems that run
Streams services.

Ensure that you set ulimit values for the Streams users that are listed in the following table and that
those values satisfy the Streams ulimit requirements.

Table 2.3. Users that require ulimit settings

Environment Set ulimit value for:

The domain controller service is running as a e Root user
registered Linux system service.
e User who owns the installation files
The domain controller service is running
unregistered as root. e User on the instance.runAsUser property, if
specified

External resource manager is used to manage

résources. Note

By default, non-root users inherit the ul i m t
settings of the root user because Streams
processes are launched by the root user. If a
non-root user needs different ul i m t settings,
the administrator must explicitly specify those
settings in the Linux security file, for example:

38



Chapter 2. Planning to install Streams

Environment Set ulimit value for:

root soft nofile 100000

root hard nofile 100000
streansuser soft nofile 111113
streansuser hard nofile 111113

The domain controller service is running User who starts the domain
unregistered as non-root.

SSH is used as the communication mechanism.

2.7.2. Verifying ulimit requirements for Streams

Streams requires that the hard and soft ul i m t values for the maximum number of processes and
open files are set to 100000 or higher. Streams provides tools that you can use to verify that these
ul i mt settings meet the product requirements.

Notes:

e Ifyou run the domain controller service as a registered Linux system service or unregistered as
user root, the controller automatically sets the hard and soft limit values to 100000, if required.
No change is made if your current values are 100000 or higher.

e If you run the domain controller service unregistered as non-root or use SSH as your
communication mechanism, the controller sets the soft limit value to the hard limit value.

e If the hard and soft limits for the max user processes and open fil es values are less
than 100000, the Streams dependency checker script and the st r eant ool checkhost s,
checkdomai nhost s, and checki nst ancehost s commands issue warning messages.

Procedure

To verify that the hard and soft ul i ni t settings for the maximum number of processes and

open files are sufficient for Streams, you can use the Streams dependency checker script or the
streamt ool checkhosts, checkdonai nhost s, and checki nst ancehost s commands.
If your ul i mi t settings are not sufficient, messages are displayed in the command output.

Notes:

e The checkdonmi nhost s and checki nst ancehost s commands return ul i m t settings
for the user who is running the domain controller service, which is either user root or the user who
starts the domain. The dependency checker script and the checkhost s command return the
ul i mt settings for the user who runs the command.

e For a dependency checker script example, see “Dependency checker script output example for an
x86_64 system running RHEL 6.8”.

e To obtain the help information for a specific St r eant ool command, enter
streant ool man comrand- nane.
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Related concepts:

“Onptions for setting up the domain controller service on Streams resources”

A domain controller service runs on every resource in a Streams domain and manages all of the other
services on that resource. You can set up the domain controller service as a registered Linux system
service or an unregistered service.

Related tasks:

3

‘Running the Streams dependency checker script”

Run the dependency checker script before you install Streams to ensure that you satisfy all product
requirements. You can also run this script after installation. In an environment that includes multiple
resources, run this script on all resources and correct any incompatibilities before you use Streams.

Related reference:

Streamtool commands

This reference section provides a description of each st r eant ool command, which includes details
about command syntax and options. To obtain the help information for a specific command, enter
streant ool man conmand- nane.

2.7.3. Reviewing ulimit settings for Streams

Use these commands to review Ul i ni t settings for Streams users and services.

Note

The ul i m t command output shows the ul i m t settings for the user who runs the commands.
For Streams users that require ulimit settings, ensure that their settings satisfy the Streams ul i m t
requirements.

Procedure

Review ul i m t settings.

e Toreview the hard ul i mi t settings, enter the following command:
ulimt -aH

Command output similar to the following example is displayed:

core file size (blocks, -c) unlimted
data seg size (kbytes, -d) unlimted
scheduling priority (-e) O

file size (blocks, -f) unlimted
pendi ng signals (-i) 100000
max | ocked nenory (kbytes, -1) unlimted
nmax menory size (kbytes, -n) unlimted
open files (-n) 100000

pi pe size (512 bytes, -p) 8

PCSI X nessage queues (bytes, -q) 819200
real -tinme priority (-r) O
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stack size

cpu tine

Max user processes
virtual nenory
file | ocks

To review the soft ul i mi t settings, enter the following command:

ulimt -aS

(kbytes,

(seconds,

(
(kbytes,

(

'S)
_t)
_u)
'V)
'X)

unlimted
unlimted
257262

unlimted
unlimted

Command output similar to the following example is displayed:

core file size (bl ocks,
data seg size (kbytes,
scheduling priority (
file size (bl ocks,
pendi ng signals (
max | ocked menory (kbytes,
max menory size (kbytes,
open files (
pi pe size (512 bytes,
PCSI X nessage queues (bytes,
real -tine priority (
stack size (kbytes,
cpu tine (seconds,
Max user processes (
virtual nenory (kbytes,
file | ocks (

'C)
_d)
_e)
_f)
_|)
_|)
-m
_n)
-p)
-q)
_r)
'S)
_t)
_u)
-V)
-X)

0
unlimted
0
unlimted
100000
unlimted
unlimted
100000

8

819200

0

10240
unlimted
257262
unlimted
unlimted

To review the ul i m t settings for a Streams service, enter the following command as user root:

cat /proc/PIDlimts

Run this command for each process on the resource. For example, you can find the domain
controller service process ID (PID) by using the st r eant ool

In the following example, the PID for the controller on host2.ibm.com is 28350.

$ streantool getdomainstate -d StreamsDomain

domai n: StreansDonmain State: STARTED

Resource: host1.ibmcom Status: RUNNI NG Services: WAITING controller(22133) RUNNI NG sws(22444)

Version: *4.2.0.0

--long --fnt 9%\

get domai nst at e command.

Tags:

Resource: host2.ibmcom Status: RUNNI NG Services: RUNNI NG aas(28511), audi t| og(28511), control | er (28350), j nx(13944) Tags:

Version: *4.2.0.0

The following example shows the ul i m t values for the controller process:

$ sudo cat /proc/28350/linits

Limit Soft Limit Hard Limit Units
Max cpu time unlimited unlimited seconds
Max file size unlimited unlimited bytes
Max data size unlimited unlimited bytes
Max stack size 8388608 unlimited bytes
Max core file size 0 unlimited bytes
Max resident set unlimited unlimited bytes
Max processes 100000 100000 processes
Max open files 100000 100000 files
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Limit Soft Limit Hard Limit Units
Max locked memory 65536 65536 bytes
Max address space unlimited unlimited bytes
Max file locks unlimited unlimited locks
Max pending signals 7239 7239 signals
Max msgqueue size 819200 819200 bytes
Max nice priority 0 0

Max realtime priority 0 0

Max realtime timeout unlimited unlimited us

2.7.4. Updating ulimit settings for Streams

There are several ways to change ulimit settings. The examples in this procedure show one way to
change the hard and soft ulimit settings for Streams.

Before you begin

Before you change ulimit settings, contact your system administrator.

Procedure

1. Update the ul i mi t settings as user root.

The following examples show one way to change the hard and soft settings for all users of a
Streams resource.

Notes:

e Ifa. conf filein the following examples does not exist on your system, create the file using
the same name in the example and then edit the file as shown in the example.

e For RHEL, the files inthe / et ¢/ security/linits. d directory override the properties
inthe/ etc/security/limts.conf configuration file.

o By default, RHEL sets some ul i mi t values in the limits.d file and a default file in the /
etc/security/limits.d directory for the maximum user processes.

o Thefil enunber in the file names in the / et ¢/ security/limts. d directory
indicates which file takes effect. The values in the file with the highest number in the
name of the file are used. For example, if the / et ¢/ security/limts. d directory
contains the 21- nof i | e. conf and 22- nof i | e. conf files, the values in the
22-nofil e. conf file are used.

Examples:
To change the open fi | es value, use the procedure for your operating system.

e On RHEL, add the following line to the
[etc/security/ limts.d/filenunber-nofile.conf fileasshown in the
following example:
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* - nofile open-files-val ue
To change the max user processes value, use the procedure for your operating system.

e On RHEL, add the following line to the
letc/security/ limts.d/filenunber-nproc. conf fileas shown in the
following example:

* - nproc max-user-processes-val ue

To set the hard stack and soft stack values, use the procedure for your operating system.

Note

The soft stack size might be too low for your Streams applications, especially if your applications
require a large stack size. If the soft stack size is too low, PE issues can occur. Common symptoms
are that the PE starts and then terminates, the PE fails to start, the PE starts but fails to reach a
healthy state, or the PE starts and reaches an unknown state.

e On RHEL, add the following lines to the /etc/security/ limits.d/filenumber-stack.conf file as
shown in the following example:

* hard stack unlimted
* soft stack 20480

2. For the changes to take effect:

e If Streams services and applications are not running, the Streams user logs out and then logs
into the system.

e If Streams services and applications are running, use the procedure for your environment:

o Ifusing SSH for your communication mechanism, or running the domain controller
service unregistered as non-root:

a. Stop the domain.
b. Start the domain.

o Ifrunning the domain controller service as a registered Linux system service, or
unregistered as user root:

a. On each resource in the domain, run the st r eant ool st opdorai nhost
command.

b. Stop the domain.

¢. On each resource in the domain, run the st r eant ool st art domai nhost
command. If running the controller unregistered, specify the
--unregi stered option.

d. Start the domain.

3. To verify that the ul i i t settings are updated, use the procedure in “Reviewing ulimit settings
for Streams”.
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Related concepts:

[3

‘Options for setting up the domain controller service on Streams resources”

A domain controller service runs on every resource in a Streams domain and manages all of the other
services on that resource. You can set up the domain controller service as a registered Linux system
service or an unregistered service.

Related reference:

Streamtool commands

This reference section provides a description of each st r eant ool command, which includes details
about command syntax and options. To obtain the help information for a specific command, enter
streant ool man conmand- nane.

Related information:

Troubleshooting PE startup and connection problems

If updating the ulimit settings does not fix your PE startup or connection problem, this information
provides other suggested actions that might resolve the problem.

2.8. Performance considerations and options
for Streams

There are several features and configuration options that might improve the performance of Streams.
Related concepts:

Performance improvements for streams processing applications

These guidelines and tips might improve the performance of your streams processing applications.

2.8.1. Java cache for Streams streamtool command
operations

By default, Streams uses a 16 MB Java cache to speed up the performance of St r eant ool
command operations.

This Java cache is located in the / t np/ j avashar edr esour ces directory. The cache name is
C270M3FOA64P_com i bm streans. streantool user-id G31.

Important

To improve streamtool performance, clear the streamtool Java cache whenever you install a new
Streams release or fix pack.

To clear the cache, enter the following command:
product-installation-root-directory/7.1.0.0/bin/clearstreant ool cache

Related reference:
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“Configuration settings for Java memory issues”

See this information to learn more about the Streams configuration settings that you can use to
allocate more memory to the Java environment.

2.8.2. Linux channel bonding option for Streams

Channel bonding is a Linux configuration option that might improve the performance of Streams by
increasing bandwidth and providing redundancy.

To configure channel bonding, the administrator binds the network interface cards (NICs) together
into a single channel using the bonding kernel module and a special network interface, called a
channel bonding interface. You can configure channel bonding on all of the Red Hat Enterprise Linux
(RHEL) versions that are supported by Streams.

For more information, see the documentation for your operating system.
Related information:

RHEL documentation website

See the information about channel bonding for your RHEL version.

SUSE documentation website

See the SLES information about network device bonding.

Boost Streams performance with Linux channel bonding

2.9. Streams name resolution requirements
for resources

All resources must satisfy the product network configuration requirements or Streams fails to start on
the resource.

Restriction

When you create a Streams instance or add resources to an instance, you cannot use localhost or any
other host name or address that resolves to a loopback address (127.%.*.%),

Configured with the Streams application network properties

Each resource can have several interfaces. You can separate the application and management
services network usage for Streams by using the dorai n. appl i cat i onNet wor k and
i nst ance. appl i cati onNet wor k properties.

For more information, see Application network properties for Streams domains and instances.

Configured without the Streams application network properties

Each resource can have several interfaces, as long as the IP address of one interface matches an entry
in the Linux name resolver. Streams uses the matching interface for all communication and ignores
the other interfaces.
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Ensure that all resources satisfy the following network configuration requirements:

e The name of the configured resource must match an entry in the Linux name resolver, for
example: DNS, LDAP, Network Information Service (NIS), or / et ¢/ host s. The Linux name
resolver entry is configured in the / et ¢/ nsswi t ch. conf file. For configuration information,
see your Linux documentation.

e The Linux name resolver result must match an ipv4 IP address of one of the local non-loopback
interfaces.

e The host name to IP address resolution must be global. That is, for each resource in a domain, the
Linux name resolver on the other domain resources must return the same host name to IP address
mapping for the resource. For example, the host name hostA must map to the same IP address
from every resource in a domain..

Note

With these requirements met, the Streams runtime system exclusively uses the IP address from the
instance configuration for all communication. The runtime system's TCP and LLM_RUM _TCP PE
transports also use that same [P address.

Verifying local host name to IP address requirements

Streams provides tools that help you to verify this requirement on single and multiple resources:

e Before installation, run the dependency checker script to verify requirements on the resources that
you plan to install Streams on. If you are installing the product on a cluster of resources, run the
dependency checker script on each resource in the cluster. For more information about this tool,
see Streams dependency checker script.

e After installation, you can use the st r eant ool checkhost s, checkdonai nhost s, and
checki nst ancehost s commands to verify requirements on single or multiple resources. For
more information about these commands, see Verifying requirements for Streams resources.

Related information:

Configuring transport mechanisms

You can configure the transport mechanism by updating the application network properties for
domains and instances, or by specifying options in stream processing applications.

2.9.1. Running Streams on a standalone system with
no network connectivity

Use this procedure to run Streams on a standalone system with no network connectivity.
Before you begin

You must have root authority to complete this procedure.

Procedure

1. Load the network interface dummy, for example:
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5.

6.

/ sbi n/ nodpr obe dummy
The dummy network interface is a fake network adapter similar to loopback.

Assign dunmmy O a private address, for example:
/sbin/ifconfig dumy0 192.168.0.1

Obtain the host name and fully qualified host name by entering the following commands:

host nane
host nane -f

Add the following line to the /etc/hosts file by using your editor (for example, vi / et ¢/ host s):

192.168. 0.1 host-nane fully-qualified-host-name
As a non-root user, verify network connectivity by using the pi ng and ssh commands.

Create an instance that uses 192.168.0.1 as the only host.

2.10. Requirements and restrictions for the
Streams specialized toolkits

Several of the specialized toolkits require RPMs that are not required by the Streams product. There
are also toolkit restrictions on some platforms.

If you are upgrading to Version 7.1.0, there are also migration requirements for applications that affect
several of the specialized toolkits.

2.10.1. Required RPMs for the Streams specialized
toolkits

Before using the Streams specialized toolkits, ensure that you satisfy any additional RPM
requirements for the toolkits.

The Streams dependency checker script identifies any software dependencies that are required
to run the Streams product. This script does not currently identify RPMs that are required for the
specialized toolkits.

Several toolkits require RPMs that are also required by the Streams product. If an RPM is required
by the product, it is not listed for the toolkit.

If you satisfy the RPM requirements for the Streams product, there are no additional required
RPMs for many of the toolkits. There are additional required RPMs for the following toolkits:

o Cybersecurity Toolkit
o DPS Toolkit
o Geospatial Toolkit

o Internet Toolkit
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o Network Toolkit
o TimeSeries Toolkit

e All required RPMs are available in the operating system installation package. The minimum
required RPM version is the default operating system version. There is no maximum RPM version
required.

Cybersecurity Toolkit

This section lists additional RPMs that are required for the Cybersecurity Toolkit. The following
RPMs are required on all systems:

e bison

o flex

e libpcap
DPS Toolkit

This section lists additional RPMs that are required for the DPS Toolkit. The following RPMs are
required on all systems:

e curl

e curl-devel

e lua

e lua-devel

e openldap-devel

e openssl-devel
Geospatial Toolkit

This section lists additional RPMs that are required for the Geospatial Toolkit PointMapMatcher
operator.

To use the shared map feature of the PointMapMatcher operator, the following RPMs are required on
all systems:

e Dboost

e Dboost-devel

Install version 1.55, or later.
Internet Toolkit

This section lists additional RPMs that are required for the Internet Toolkit. The following RPMs are
required on all systems:

e libcurl
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e libcurl-devel

Network Toolkit

This section lists an additional RPM that is required for the Network Toolkit.
The following RPM is required on all systems:

e libpcap

TimeSeries Toolkit

This section lists additional RPMs that are required for the TimeSeries Toolkit. The following RPMs
are required on all systems:

e boost

e boost-devel

e libxml2

e libxml2-devel

Related reference:

“Restrictions for the Streams specialized toolkits”

Before using the Streams specialized toolkits, review these restrictions for Red Hat Enterprise Linux
(RHEL).

“Streams dependency checker script”

See this information to learn more about the RPM checking performed by the dependency checker
script.

“Required RPMs for Streams”

See this information to learn more about the required RPMs for the Streams product.

SPL specialized toolkits

This reference section includes documentation for all of the Streams specialized toolkits.

2.10.2. Restrictions for the Streams specialized
toolkits

Before using the Streams specialized toolkits, review these restrictions for Red Hat Enterprise Linux
(RHEL).

Table 2.4. Restrictions for the Streams specialized toolkits

Toolkit Restriction

DPS Toolkit This toolkit supports the following external data stores only:

e Redis Version 2.8.2; Version 3.0, or later; Version 3.2, or later;
and Version 4.0 or later
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Related concepts:

“Supported operating system versions for Streams”

All Streams hosts must run a supported version of Red Hat Enterprise Linux (RHEL).
Related reference:

“Required RPMs for the Streams specialized toolkits”

Before using the Streams specialized toolkits, ensure that you satisfy any additional RPM
requirements for the toolkits.

SPL specialized toolkits

This reference section includes documentation for all of the Streams specialized toolkits.
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Use these procedures to install Streams Version 7.1.0. If a previous version of Streams is already
installed, use the procedures in Upgrading to Streams Version 7.1.0.

3.1. Streams installation packages

Use the main installation package to install all of the product files on the resources in your Streams
domain. To reduce the product size requirement on resources, the domain host installation package
and resource installation package contain only a subset of the product files. For example, these
installation packages do not include the toolkits.

If your Streams environment includes multiple resources, you must install the main installation
package on at least one resource by using one of the following installation methods:

e Interactive graphical user interface (GUI) installation
e Interactive console installation
e Silent, response-file driven installation

After you install Streams on at least one resource, you can install a subset of the product files on the
other resources in your enterprise domain by using the domain host installation package or resource
installation package.

e Ifyou plan to use the default Streams resource manager, install the domain host installation
package. You can install this package on resources by using the automated installation method or
when you set up an enterprise domain.

e I[fyou plan to use an external resource manager, install the resource installation package. You can
install this package on the externally managed resources when you set up an enterprise domain.

Alternatively, you can install the main installation package on each resource in the domain, or on a
shared file system that is accessible by each resource in the domain.

Root or non-root users can install the main installation package and the domain host installation
package. A root user must install the resource installation package.

If a Streams installation is shared by multiple users, you must install the product in a directory that
can be accessed by all users. For installations that are shared by multiple users, the preferred method
is to install as the root user and specify a non-personal administrator ID, or install by using a non-
personal administrator ID such as streamsadmin.

The main differences between a root and non-root user installation are file ownership and the default
location of the installation files. If you are running the installation program as a non-root user, you
are the owner of the Streams installation. If you are running the installation program as a root user,
the program prompts you to specify the user and group that will own the installed files. The root user
cannot own the installed files.
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Important

For both root and non-root installations, the user ID and group that own the installation must exist
before running the Streams installation program.

During the installation, you are prompted to specify the root installation directory for the installed
Streams files. The installation program appends a product version directory to the root directory. The
default installation root directory depends on your authority:

e If you have root authority, the default root directory is / opt / i bni | nf oSpher e_St r eans.

e [fyou do not have root authority, the default root directory is
honme- di rectory/ | nf oSphere_Streans.

For example, if you are installing the product with root authority and accept the default installation
directory, the product is installed in the / opt /i bm | nf oSphere_Streans/ 7. 1. 0. O directory.

Related tasks:

“Installing Streams by using the interactive or silent method” Use these procedures to install the
Streams main installation package on a resource. This package includes all of the product files.

3

‘Installing Streams by using the automated method”

The automated installation method enables you to build an installation package that you can
use to install the Streams product on a large number of networked resources that share the same
configuration.

Related reference:

Resources

3.2. Multiple installations of Streams on the
same resource

To run multiple installations of Streams on the same resource, each installation must be installed in a
unique location.

Restriction

If you install different versions of Streams on the same resource, separate versions of Streams
Studio are required for each product version. If you install multiple installations of the same product
version in different locations on a resource, you can use the same version of Streams Studio for all
installations.

You can access multiple installations of Streams at the same time by using the
st reanspr of i | e. sh script. This script determines which installation of Streams you are using.

When you run the source pr oduct -i nstal | ati on-root-directory/7.1.0.0/bin/
streamsprofile.sh command, your shell session uses that installation of Streams. To use another
installation, you can source a different St r eanspr of i | e. sh script from your shell session.

If you are using a shell initialization file such as home- di r ect ory/ . bashr c to source the
st reanspr of i | e. sh script, you can change the default installation that you use by editing the
initialization file before you run the sour ce command.
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The configuration files for a Streams installation are stored in the

i nstal | ati on-owner - hone-di rectory/. streans directory. Included in this directory
are license files, global configuration data, and instance data. Be careful with the global configuration
data because its location is shared by all the Streams installations.

Installing a later version of Streams in the same location as a previous installation upgrades only that
particular installation. No other installations on the same resource are affected.

Uninstalling Streams only affects that particular installation. This action does not affect other
installations on the same resource.

Related concepts:

“Version management for Streams”
Related tasks:

3

‘Configuring the Streams environment by running streamsprofile.sh”

3.3. Installing Streams by using the
interactive or silent method

Use these procedures to install the Streams main installation package on a resource. This package
includes all of the product files.

Before you begin

A response file is required for a silent installation. You can optionally use a response file for an
interactive GUI or console installation.

About this task

The interactive installation methods guide you through the installation. The main difference
between the interactive GUI and console methods is that an X Window System is required for a GUI
installation. If an X Window System is installed, the default installation mode is interactive GUI.
Otherwise, the default installation mode is interactive console.

The silent installation method enables standardized, repeatable installations across a number of
resources. This method also enables you to install Streams as part of a larger suite or solution, or
deploy the product using system management processes.

3.3.1. Preinstallation roadmap for the Streams
interactive and silent installation methods

This roadmap summarizes preinstallation requirements and tasks for the Streams interactive and silent
installation methods.

Table 3.1. Preinstallation roadmap for the interactive and silent installation methods

Task Description

Review the installation considerations |The preferred and most reliable environment for multiple
for Streams environments with multiple |resources is a production environment. Streams also
resources supports a highly available hybrid environment that uses
Secure Shell (SSH). If you do not need high availability, a
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Task

Description

development or test environment might be your preferred
option.

Create the user ID and group that will
own the installation.

For both root and non-root installations, the user ID and
group that own the installation must exist before running
the Streams installation program. For installations that are
shared by multiple users, the preferred method is to install
as the root user and specify a non-personal administrator
ID, or install by using a non-personal administrator ID such
as st reansadmi n.

If you are running the installation program as a non-root
user, you are the owner of the Streams installation. If you
are running the installation program as a root user, the
program prompts you to specify the user and group that
will own the installed files. The root user cannot own the
installed files.

Create a response file, if required.

A response file is required for a silent installation.

Update installation script files, if
required

In Version 4.2, there are changes to several Streams
installation file names.

Optional: Configure a different
temporary directory for installation
processing.

By default, the temporary directory used by the Streams
installation program is the /tmp directory. To configure a
different directory, update the JATEMPDIR environment
variable by entering the following command:

export | ATEMPDI R=t enporary-directory

where t enpor ary-di rect ory is the
path to the temporary directory, for example,
/ hone/ st reanmsadm n.

Note

If you do not have permission to execute files in the /tmp
directory, the installation program might not run. To work
around this issue, configure a different temporary directory.

Related reference:

3

‘Sample response file for installing Streams”

—sample response 111€ 101 mnstalling Streams -

The Streams sample response file contains values for all interactive and silent installation options.

3.3.2. Installing Streams by using the interactive GUI

method

Use this procedure to install Streams by using the interactive GUI method.

Before you begin

Ensure that you satisfy the requirements in the Preinstallation roadmap.
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Important

An X Window System is required for the interactive GUI installation.

Tip

If you reinstall your current release of Streams, you do not need to back up your user data because the
installation location and the user data are in different locations.

Procedure

1.

To extract the contents of the Streams installation package, enter the following command:

tar -zxvf product-installation-package-nane.tar. gz

The t ar command creates the St r eansl nst al | Fi | es directory, which contains the self-
extracting binary file (StreamsSetup.bin) and other installation files.

To start the installation, run the Streams self-extracting binary file by entering the following
commands:

cd product-install ation-package-directory/ StreanslnstallFiles
./ St reanmsSet up. bi n

Select the Streams edition that you are installing, and then click Next.
Review the information on the Introduction page, and then click Next.
Review the license agreement.

e To continue the installation, click I accept the terms in the license agreement and click
Next.

e Ifyou do not accept the license agreement, click I do not accept the terms in the license
agreement and click Cancel to exit the installation program.

Important

You must accept the license agreement to continue the installation.

The installation program checks your system configuration for any incompatibilities with Streams
and displays the results on the Software Dependencies page.

Important

e If an incompatibility is found, the installation program displays an error or warning message:

o Ifan error is displayed, you cannot continue the installation until the error is fixed. For
example, if you try to install 64-bit Streams on a 32-bit system, the installation cannot
continue.

o Ifawarning is displayed, you can continue or cancel the installation. If you continue, the
installation completes successfully, but the incompatibilities must be corrected before you
use Streams.
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7.

10.

I1.

12.

e The installation program displays information about required RPMs and their status on your
system. The program also logs this information in the installation summary log.

If any required RPM dependencies are not met, you have the following options:

o Install or update the required RPM dependencies in another terminal window, select the
installation program refresh option to verify that the required dependencies are now met,
and then continue the installation.

o Continue the installation without installing or updating the required RPM dependencies.
You can complete the installation without correcting any RPM dependencies, but you must
correct any issues before you use Streams.

o Cancel and exit the installation.

To save the dependency check results in a file, click Save result to file. To continue the
installation, click Next.

If you are running the installation program as a root user, the program prompts you to specify the
user and group that will own the installed files. The root user cannot own the installed files.

If you are running the installation program as a non-root user, the Specify File Owner page is not
displayed because you are the owner of the Streams installation.

On the Installation Directory page, click Next to accept the default root installation directory or
enter the absolute path of another root directory.

Important

The installation directory cannot contain spaces or the following characters: '" * § | & ? * <>
\. If you include spaces or non-supported characters, the installation program displays an error
message and requires you to enter a valid directory or cancel the installation.

The installation program displays the Preinstallation Summary page for your review before
starting the installation. After reviewing this information, click /nstall to start the installation. The
program displays the status of the installation.

Review the following options on the Postinstallation Tasks page:

e To open a browser window that displays the Release Notes in HTML format, select View
release notes.

e To continue, click Next.

The Release Notes are displayed in a browser window.

Click Done to exit the installation program.

If the installation program displayed warnings or errors during the installation, check the

installation summary log file and resolve any issues before continuing. This log file is in the
product-installation-root- directory/7.1.0.0/1ogs directory.
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What to do next

For a new installation of Streams, review the Postinstallation roadmap. This roadmap summarizes

required and optional postinstallation tasks and options for Streams.

If you installed the new version and have earlier versions installed, complete the procedure in
Upgrading to Streams Version 7.1.0.

If you installed a Version 7.1.0 fix pack or interim fix, complete the procedure in Upgrading
Version 7.1.0.

3.3.3. Installing Streams by using the interactive
console method

Use this procedure to install Streams by using the interactive console method.

Before you begin

Ensure that you satisfy the requirements in the Preinstallation roadmap.

Tip

If you reinstall your current release of Streams, you do not need to back up your user data because the
installation location and the user data are in different locations.

Procedure

1.

To extract the contents of the Streams installation package, enter the following command:
tar -zxvf product-installation-package-nane.tar. gz

The t ar command creates the St r eans| nst al | Fi | es directory, which contains the self-
extracting binary file (St r eanms Set up. bi n) and other installation files.

To start the installation, run the Streams self-extracting binary file by entering the following
commands:

cd product-install ation-package-directory/ StreanslnstallFiles
./ StreansSet up. bin -i consol e

Tips:
e When you are instructed to enter a response, enter the response and then press Enter.
e To change your response on a previous step, enter back.

e To cancel the installation at any time, enter qui t .

Select the Streams edition that you are installing, and then press Enter.
Review the information on the Introduction page, and then press Enter.

On the License Agreement page:
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7.

e To continue viewing the license agreement, press Enter.
e To accept the license agreement, enter 1.

e To decline the license agreement, enter 2.

e To print the license agreement, enter 3.

e To return to the previous license agreement page, enter 99.

Important

You must accept the license agreement to continue the installation. After you accept the license
agreement, the installation starts.

The installation program checks your system configuration for any incompatibilities with Streams.

Important
e If an incompatibility is found, the installation program displays an error or warning message:

o Ifan error is displayed, you cannot continue the installation until the error is fixed. For
example, if you try to install 64-bit Streams on a 32-bit system, the installation cannot
continue.

o If a warning is displayed, you can continue or cancel the installation. If you continue, the
installation completes successfully, but the incompatibilities must be corrected before you
use Streams.

e Ifany required RPM dependencies are not met, the installation program displays this
information. Information about all required RPMs and their status is logged in the summary
log.

If any required RPM dependencies are not met, you have the following options:

o Install or update the required RPM dependencies in another terminal window, select the
installation program refresh option to verify that the required dependencies are now met,
and then continue the installation.

o Continue the installation without installing or updating the required RPM dependencies.
You can complete the installation without correcting any RPM dependencies, but you must

correct any issues before you use Streams.

o Cancel and exit the installation.

If you are running the installation program as a root user, the program prompts you to specify the
user and group that will own the installed files. The root user cannot own the installed files.

If you are running the installation program as a non-root user, the Specify File Owner page is not
displayed because you are the owner of the Streams installation.

On the Installation Directory page, press Enter to accept the default root installation directory or
enter the absolute path of another root directory.

58



Chapter 3. Installing the Streams product

Important

The installation directory cannot contain spaces or the following characters: '" " $ | & ? * <>
\. If you include spaces or non-supported characters, the installation program displays an error
message and requires you to enter a valid directory or cancel the installation.

9. The installation program displays the Preinstallation Summary page for your review before
starting the installation. After reviewing this information, press Enter to continue.

10. When you are prompted to confirm the installation directory, press Enter to start the installation.
The last line of the Installing message shows the status of the installation. When the installation
completes, the Installation Complete page is displayed.

11. If the Installation Complete page indicates that the installation program detected errors or
warnings, review the installation summary log file and resolve any issues. This log file is in the
product-install ation-root- directory/7.1.0.0/| o0gs directory.

What to do next

e For a new installation of Streams, review the Postinstallation roadmap. This roadmap summarizes
required and optional postinstallation tasks and options for Streams.

e Ifyou installed the new version and have earlier versions installed, complete the procedure in
Upgrading to Streams Version 7.1.0.

e Ifyou installed a Version 7.1.0 fix pack or interim fix, complete the procedure in Upgrading
Version 7.1.0.

3.3.4. Installing Streams by using the silent method

Use this procedure to install Streams by using the silent, response file-driven method.

Before you begin

Ensure that you satisfy the requirements in the Preinstallation roadmap.

Important

A response file is required for a silent installation. You must set the silent installation response file
properties before you install Streams. For more information about creating a response file and setting
the required properties, see Sample response file for installing Streams.

Tip

If you reinstall your current release of Streams, you do not need to back up your user data because the
installation location and the user data are in different locations.

Procedure

1. To extract the contents of the Streams installation package, enter the following command:
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tar -zxvf product-installation-package-name.tar.gz

Thet ar command creates the St r eansl nst al | Fi | es directory, which contains the self-
extracting binary file (StreamsSetup.bin) and other installation files.

2. To start the installation, run the Streams self-extracting binary file by entering the following
commands:

cd product-install ation-package-directory/ StreanslnstallFiles
./ StreanmsSetup.bin -i silent -f response-file

3. After the silent installation completes, check the installation summary log file to
determine if the installation completed successfully. If any errors or warnings were
issued during the installation, resolve any issues before continuing. This log file is in the
product-installation-root-directory/7.1.0.0/I ogs directory.

What to do next

e For a new installation of Streams, review the Postinstallation roadmap. This roadmap summarizes
required and optional postinstallation tasks and options for Streams.

e Ifyou installed the new version and have earlier versions installed, complete the procedure in
Upgrading to Streams Version 7.1.0.

e Ifyou installed a Version 7.1.0 fix pack or interim fix, complete the procedure in Upgrading
Version 7.1.0.

3.3.5. Sample response file for installing Streams

The Streams sample response file contains values for all interactive and silent installation options.

Attention:
e A response file is required if you use the silent installation method.
e A response file is optional if you use the interactive GUI or console installation method.

e You cannot use a response file to uninstall Streams.

The sample response file, St r eans_Sanpl eResponseFi | e. properti es, is included in the
Streams installation package. You can create a response file by copying the sample response file and
adding your own settings to the property values. After Streams is installed, the sample response file is
also in the product -i nstal | ati on-root-directory/7.1.0.0/instal | directory.

After you start the installation, the Streams installation program checks the product-installation-
package-directory/StreamslnstallFiles directory for a response file with either of the following names:

e Streans_Sanpl eResponseFi |l e. properties
e StreansSetup. properties

You can use a different name for your response file. If you use a different name, you must include the
response file name on the installation command by using the - f option, for example:
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./ StreanmsSetup.bin -i silent -f M/ResponseFil e. properties

Notes:

e Ifyou created a response file in a previous Streams release, re-create the file by using the sample
file in the installation package for the current release to ensure that you use the most current
properties.

e In the following situations, the Streams installation program reads the response file even if the
program is not running in silent mode:

o The installation program finds a response file named
installer.propertiesorStreansSet up. properti es inthe
product-installation-package- directory/StreanslnstallFiles
directory.

o Youspecify -f response-fil e-name. properti es when you run the Streams
installation command.

If the installation program is running in interactive GUI or console mode, the program uses the
values in the response file that apply to an interactive installation.

e [faresponse file property is not listed in the response file, the Streams installation program uses
the default value, if applicable.

Response file properties

Note

Note: For more information about the response file properties, see the
Streans_Sanpl eResponseFi | e. properti es file.

RESPONSE_FILE_VERSION

The value of this property is set by Streams and used by the installation program. If you change
the value of this property, the installation might fail.

INSTALLER_LOCALE

Specifies the locale that Streams uses to run the installation and write to the installation log. In the
current release, the only supported locale is en (English).

INSTALLER _UI

Specifies the installation mode and interface. If an X Window System is installed, the default
mode for installing Streams is interactive, and the default interface is an interactive graphical user
interface. Otherwise, the default mode is interactive console.

FILE_OWNER_GROUP

Identifies the group for the installed files. The default group is St r eansadmi n. This property
applies only to installations that are run by a user with root authority.
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FILE_OWNER_USER_ID

Identifies the user who owns the installed files. The default user ID is st r eansadmni n. This
property applies only to installations that are run by a user with root authority.

USER_INSTALL_DIR (Optional)

Specifies the root installation directory for Streams. To override the default installation directory,
uncomment this property and enter an absolute path of your choice. Read, write, and execute
permissions are required for all existing directories in the specified path.

Important

The installation directory cannot contain spaces or the following characters: '" " § | & ? * <>\,
If the installation directory contains spaces or non-supported characters, the installation program
cancels the silent installation.

IS_EDITION_TYPE (Silent installation only)
Specifies the Streams edition that you are installing. This property is required.
e To install the Streams product, specify Product.
e To install the Streams Developer Edition, specify Developer.
LICENSE_ACCEPTED (Silent installation only)

Verifies that the user who is installing Streams read and agreed to the license agreement.

Important

If this property is not set to TRUE, the silent installation fails. For instructions about how to
access and review the license terms, see “Reviewing the license agreement for Streams”.

VERSION_EXIST ACTION (Silent installation only)

If you install the product in the same root installation directory, Streams installs each new product
version or release in a unique directory. This property specifies the action to be taken if the
installation program detects that you are installing the same version or release in the same root
installation directory. By default, the installation program uninstalls the existing version and
continues the installation.

MISSING _DEPENDENCY_ACTION (Silent installation only)

Specifies the action to be taken when the installation program detects missing dependencies. By
default, the installation program continues the installation.

3.4. Postinstallation roadmap for Streams

The postinstallation roadmap summarizes required and optional postinstallation tasks and options for
Streams.
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Table 3.2. Postinstallation tasks for Streams

Task

Description

Configure the Streams environment
variables.

Before you can use Streams, you must configure the product
environment variables. For more information, see “Configuring

the Streams environment by running streamsprofile.sh”.

If you are upgrading to Streams
Version 7.1.0 and have a previous
version of the product installed,
review the migration guidelines.

To review the migration guidelines, see this section.

Optional: Configure SSH for
Streams.

In previous releases, Streams used Secure Shell (SSH) to run
product applications, commands, and scripts. Beginning in
Version 4.0, using SSH is optional. If you are using SSH, see
Configuring a Secure Shell environment for Streams.

If you are not using SSH for your
communication mechanism, you
must set up the domain controller
service on resources with the main
installation package installed.

A domain controller service runs on every resource in a Streams
domain and manages all of the other services on that resource.
You can set up the domain controller service as a registered
Linux system service or an unregistered service. For more

information, see Options for setting up the domain controller
service.

Set up a Streams domain.

Before you use Streams, you must create at least one domain.
A Streams domain is a container for Streams instances which
provides a single point for configuring and managing common
resources, security, and instances.

A basic domain has a single Streams resource and user. This
type of domain is typically used for test or development
environments.

An enterprise domain can have multiple resources and

users. This type of domain is typically used for production
environments. You can configure high availability to ensure
that Streams can continue to run even if resources fail or are not
available.

For more information, see the following procedures:

e Setting up a Streams basic domain on a single resource

e Setting up a Streams enterprise domain on multiple
resources

Optional: Install Streams Studio.

Streams Studio is an integrated development environment

that enables you to create, edit, visualize, test, debug, and run
streams processing applications. You can install Streams Studio
on a Linux or Microsoft Windows system. For information
about installation requirements and procedures for Streams

Studio, see Installing Streams Studio.

Optional: Install the Uncrustify
source code formatter.

When you generate C++ code using the SC command or
Streams Studio, Streams can use the Uncrustify source code
formatter to ensure that the generated code is indented and
formatted correctly. Installing and using the Uncrustify source
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Task

Description

code formatter with Streams is optional. For more information,
see “Installing the Uncrustify source code formatter for
Streams”.

Optional: Change the default
location for Streams class cache,
log, and trace files.

The default root directory for class cache, log, and trace files
that are generated by Streams is the / t p directory. If you use
a system maintenance utility such as t npwat ch, either modify
the utility to exclude these files or configure a different root
directory by using the following Streams domain properties:

domain.fileStoragePath

This property specifies the root directory where Streams
class cache and other temporary files are stored. If the
class cache files are removed, the web management service
might fail and not recover correctly.

domainLog.path

This property specifies the root directory where Streams log
and trace files are stored. If these files are removed, it might
be difficult to resolve Streams problems.

You can update these properties when you create the domain or
after the domain is created.

Optional: Review your options for
extending Streams.

You can expand the capability of Streams by using additional
features. For more information, see Extending Streams.

3.4.1. Configuring the Streams environment by
running streamsprofile.sh

Before you can use Streams, you must configure the product environment variables by running
the st reanspr of i | e. sh script that is included in the installation directory. This script is not
automatically run by the installation program.

Procedure

To configure your local shell environment for Streams, enter the following command:

source product-installation-root-directory/7.1.0.0/bin/streamsprofile.sh

Notes:

e Add the sour ce command to your honme- di r ect ory/ . bashr c shell initialization file.
Otherwise, you must enter the command every time you start Streams. For example, if the product
is installed in the / hone/ st r eansadm n/ | nf oSphere_Streans/ 7. 1. 0. O directory,
add the following line to your . bashr c file:

source /home/ st reansadni n/ | nf oSphere_Streans/ 7. 1. 0. 0/ bi n/

streanmsprofile.sh
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e For shared installations, you can add the sour ce command to the / et ¢/ pr ofi | e. d script so
that all users do not need to edit their own shell initialization files. Users can modify their own
shell initialization files if they need to use a different installation of Streams.

e If you install a new product version or a Version 7.1.0 fix pack or interim fix, you must update
the . bashrc or/ et ¢/ profil e. d file. Streams appends a unique version directory for a new
product version, fix pack, or interim fix to the installation root directory.

Results
This script configures the following Streams environment variables:
e STREAMS INSTALL=product-installation-root-directory/7.1.0.0

e STREAMS INSTANCE ID=Streamslnstance

Note

For compatibility with previous releases, if the STREAMS DEFAULT _IID environment variable
is already configured when you run the script, STREAMS INSTANCE ID is set to the value of
STREAMS DEFAULT IID.

e STREAMS DOMAIN_ID=StreamsDomain

This script also adds the pr oduct -i nstal l ati on-root-directory/7.1.0.0/bin
directory to the PATH environment variable so that you can run St r eant ool commands without
specifying a fully qualified path.

3.4.2. Configuring a Secure Shell environment for

Streams

In previous releases, Streams used Secure Shell (SSH) to run product applications, commands, and
scripts. Beginning in Version 4.0, using SSH is optional. If you are using SSH, you must configure a
Secure Shell environment for Streams before you use the product.

Procedure
1. Setup your SSH keys.
a. Enter ssh-keygen -t dsa.

b. When prompted, enter a key file name or press Enter to accept the default name. See @ in the
sample command output below.

c. When prompted for a passphrase, press Enter twice without entering the passphrase. See @ and
© in the sample command output.

The following example shows the ssh-keygen command output:

[bsm th@erver44 ~]$ ssh-keygen -t dsa
Generating public/private dsa key pair.
Enter file in which to save the key (/honme/bsmith/.ssh/id dsa): ©
Created directory '/ hone/bsmth/.ssh’.

65



Chapter 3. Installing the Streams product

Ent er passphrase (enpty for no passphrase): ©

Enter sanme passphrase again: ©

Your identification has been saved in /hone/bsmth/.ssh/id_dsa.

Your public key has been saved in /hone/bsmth/.ssh/id dsa. pub

The key fingerprint is:

6e: 72: 23: 80: 55: ec: 73: d1: 7f: 10: 09: 16: a7: 71: 61: 0d bsmi th@erver44.i bm com

The ssh- keygen command creates an .ssh directory (home- di r ect ory/ . ssh), if it does
not exist, and two key files (i d_dsa. pub for the public key and i d_dsa for the private key).

2. Switch to the .ssh directory by typing the following command:
cd ~/.ssh
3. Append the public key file to the authorized keys file by typing the following command:
cat id_dsa.pub >> authorized keys

4. SSH requires that only the owner has access to the key files. Change the permission on the files in
the .ssh directory by typing the following command:

chnod 600 *

SSH also requires that only the owner has write access to the .ssh directory. The ssh- keygen
command creates this directory with the appropriate mode.

5. SSH requires that only the owner has write access to their home directory. To satisfy this
requirement, type the following command:

chnod go-w ~

6. Test your SSH settings by using the st r eant ool checkhost s command.

3.4.3. Installing the Uncrustify source code formatter
for Streams

When you generate C++ code using the sc command or Streams Studio, Streams can use the
Uncrustify source code formatter to ensure that the generated code is indented and formatted correctly.
Installing and using the Uncrustify source code formatter with Streams is optional.

If you specify the code beautification option (- 2) when you compile your code, and the Uncrustify
software is not installed, the following message is displayed:

CDI SP9094W WARNI NG The "uncrustify’ code formatter could not be found.
Conpilation is continuing without formatting.

Procedure

1. Download the Uncrustify source code formatter from the Uncrustify website (http://
uncrustify.sourceforge.net/).

2. Install the source code formatter by using the instructions on the Uncrustify website.
3. Edit the Uncrustify configuration file that is provided by Streams.

The uncrusti fy. ver bose. cf g file is included in the Streams
installation. You can edit this file to customize the formatting. This file is in the
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product-installation-root-directory/7.1.0.0/etc/uncrustify directory. For
more information about modifying the configuration file, go to the Uncrustify website.

Note

Source code formatting can introduce an error in the generated C++ code. If you specify the code
beautification option (- z) when you compile your code and an error is displayed when you compile
the generated C++ code, try compiling your code without the - z option to ensure that the error is not
introduced by the source code formatter.

3.4.4. Installing Streams by using the automated
method

The automated installation method enables you to build an installation package that you can
use to install the Streams product on a large number of networked resources that share the same
configuration.

Before you begin

Install a configuration management tool such as Puppet or Chef.

Procedure

1. Install the Streams main installation package on at least one resource. For instructions, see

3

‘Installing Streams by using the interactive or silent method. The main installation package
includes all of the product files.

2. For additional Streams resources in the domain, create a domain host installation package file that
includes a subset of the product files.

To generate a package file that runs the installation in silent mode and uses the default installation
location, enter the following command:

st ream ool nkhostpkg -d domai n-id --zkconnect host: port

Notes:

e The domain-id that you specify does not need to exist when you enter the
streant ool nkhost pkg command. If you do not specify a domain-id, Streams uses the
default domain ID of St r eans Domai n.

e The--zkconnect option specifies the name of one or more host and port pairs for the
configured external ZooKeeper ensemble. If you specify multiple host and port pairs, separate
each pair with a comma. This value is the external ZooKeeper connection string. To obtain this
value, you can use the st r eant ool get zk command.

e The generated package is located in the current directory. To use a different directory, specify
the - - pkg- di r pat hnane option on the command.

e By default, the domain controller service is set up as a registered Linux system service when
you install the domain host installation package. To run the controller as an unregistered
service, specify the --unregistered option on the command. For more information, see Options
for setting up the domain controller service.
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The nkhost pkg command generates an uncompressed tar file. The contents of the files in
the installation tar file are compressed. The installation package file includes a response file
(responsefil e. properti es)thatis used to perform the installation. By default, the
nkhost pkg command creates a domain host installation package, which includes a subset of
the product files. For example, this package does not contain the toolkits.

3. Optional: Customize the r esponsefi | e. properti es file that was created by the
nmkhost pkg command.

a.

b.

Extract the contents of the installation package.

Use an editor of your choice to customize the response file.

4. Use a configuration management tool, such as Puppet or Chef, to install Streams on each resource.
The configuration management tool performs the following operations on the resource:

e Copies and extracts the contents of the installation package file that you created in Step 2 by
using the st r eant ool nkhost pkg command.

e Optionally runs the Streams dependency_checker . sh script. This script must run from
the directory where the extracted files are located.

e As user root installs Streams on the resource by running the streamsdomainhostsetup.sh script.
This script must run from the directory where the extracted files are located.

Notes:

e Ifthe installation is successful, Streams creates the
product- installation-root-directory/7.1.0.0/.success file. The
creation of this file can be used as a repeatable test in the configuration management tool to
determine if the installation is successful.

e The response file contains a property to set the language, country, and character encoding.

By default, the value of this property is the language, country, and character encoding of the
system on which the installation package was created. This property must have the character
encoding set to UTF-8. For example a valid value is en_US. UTF- 8.

What to do next

Create an enterprise domain. For instructions, see Setting up an enterprise domain.

Related concepts:

“Streams installation packages”

Use the main installation package to install all of the product files on the resources in your Streams
domain. To reduce the product size requirement on resources, the domain host installation package
and resource installation package contain only a subset of the product files. For example, these
installation packages do not include the toolkits.

Related reference:

Streamtool commands
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This reference section provides a description of each st r eanmt 0ol command, which includes details
about command syntax and options. To obtain the help information for a specific command, enter
streant ool man command- nane.

3.5. Reviewing the license agreement for
Streams

To review the Streams license information, use the interactive installation graphical user interface or a
browser.

Procedure

e To access the product license information by using the interactive installation graphical user
interface:

1. Run the Streams self-extracting installation binary file by entering the following commands
from an xterm window:

cd product-install ation-package-directory/ StreanslnstallFiles
./ StreanmsSet up. bin

2. Continue through the interactive installation panels until the license information is displayed.
3. Read the license information.
4. Cancel the installation.

Related tasks:

Tracking license usage
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Use these procedures to install Streams Studio on a Linux or Microsoft Windows system.

Important

e To update Streams Studio Version 7.1.0 after installing a Version 7.1.0 fix pack or interim fix, use

the procedure in “Updating Streams Studio Version 7.1.0”.

e To update Streams Studio Version 4.3.x, or later to Version 7.1.0, use the procedure in “Updating
Streams Studio to Version 7.1.0”.

Before installing Streams Studio, review the software prerequisites.

4.1. Software prerequisites for Streams

Studio

Before you install Streams Studio, ensure that you satisfy the prerequisite software requirements.

Table 4.1. Required software for Streams Studio

Required software

Required version

Additional information

Streams Version 7.1.0 For instructions, see Chapter 3,
“Installing the Streams product”.
X Window System Version that is compatible with | To verify that an X Window System
your operating system. is installed, see your operating system
documentation.
Eclipse SDK Streams Studio supports Eclipse |Streams Studio has been tested with
SDK Version 4.5.2. Version 4.5.2. This version is included
in the Streams installation package and
is installed when you install Streams
Studio.
GTK GTK+ 2 and its dependencies. This version is required by the

Standard Widget Toolkit (SWT) that is
included in the Eclipse SDK.

GTK+ 3 is not supported.

Java development
environment

For application development,
Streams supports the IBM SDK
Java Technology Edition Version
8 and the Java SE Development
Kit 8 from Oracle.

The IBM SDK is installed with
Streams Studio.

For additional information about
using Java with the product, see “Java

requirements, options, and settings for
Streams”.

Microsoft Windows
operating system

If you install Streams Studio on
a Windows system for remote
development, the required

For installation instructions, see
“Installing Streams Studio on a local
Microsoft Windows system”.
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Required software Required version Additional information

operating system version is
Windows 10.

4.2. Installing Streams Studio for local or
remote development

You can install Streams Studio on the Linux system where you install Streams, or on a local Linux or
Microsoft Windows system that accesses a remote Linux system where Streams is installed.

Before you begin

Install Streams. For instructions, see Chapter 3, “Installing the Streams product”.

4.2.1. Installing Streams Studio for local development

Use this procedure to install Streams Studio on the same Linux system as the Streams product.

Procedure
Root user or Streams installation owner:

1. Download the Streams Studio package from https://21cs.com/streams to the Linux system where
Streams is installed.

2. Extract the contents of the Streams Studio package to the following location:
streanms-installation-root-directory/7.1.0.0/etc
This will create the ecl i pse, rseserver, and St r eans St udi 0 subdirectories.

3. Change the ownership of the three new directories and their contents to the Streams installation
owner and group.

4. Make the following file available to all users who will run Streams Studio on the Linux system
where Streams is installed:

streanms-installation-root-directory/7.1.0.0/etc/StreansSt udi o/
StreansStudi o.tar. gz

User who will run Streams Studio on the Linux system where Streams is installed:

1. Extract the contents of StreamsStudio.tar.gz to your Streams Studio installation directory on the
Linux system where Streams is installed.

2. Enter the following command to start Streams Studio:

studi o-installation-directory/StreansStudi o/ streansStudi o -cl ean

4.2.2. Installing Streams Studio for remote
development

Use this procedure to install Streams Studio Version 7.1.0 on a local Linux or Microsoft Windows
system.
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Streams Studio uses the client-server architecture to provide a seamless remote development
environment. To use remote development, you install Streams Studio on a local Linux or Windows
system that acts as a client and install Streams on a remote Linux system that acts as a server. After
you establish a connection with the remote Linux system, you can use Streams Studio on your local
system to develop streams processing applications remotely.

The Streams runtime environment, Streams Processing Language (SPL) compiler, and SPL toolkits
are located on the remote Linux system. Streams Studio uses Remote System Explorer (RSE) to

provide connectivity to the remote Linux system for building stream processing applications. RSE is
included in the Streams Studio installation.

4.2.2.1. Installing Streams Studio on a local Linux system

Use this procedure to install Streams Studio on a local Linux system that will be used for remote
development.

Before you begin
Ensure that your local Linux system satisfies the following requirements:

e Linux operating system version that is supported by Streams. For more information, see
“Supported operating system versions for Streams”.

e Streams Studio prerequisites. For more information, see “Software prerequisites for Streams
Studio”.

Procedure
Root user or Streams installation owner:

1. Download the Streams Studio package from https://21¢cs.com/streams to the Linux system where
Streams is installed.

2. Extract the contents of the Streams Studio package to the following location:

streams-installation-root-directory/7.1.0.0/etc
This will create the ecl i pse, rseserver, and St r eans St udi 0 subdirectories.

3. Change the ownership of the three new directories and their contents to the Streams installation
owner and group.

4. Make the following file available to all users who will run Streams Studio on a local Linux
system:

streans-installation-root-directory/7.1.0.0/etc/StreansSt udi o/
StreanmsSt udi 0. tar. gz

User who will run Streams Studio on a local Linux system:

1. Extract the contents of StreamsStudio.tar.gz to your Streams Studio installation directory on your
local Linux system.

2. Enter the following command to start Streams Studio:
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studio-installation-directory/StreansSt udi o/ streansStudi o -cl ean

3. Configure a connection to the remote Linux system where Streams is installed. For instructions,
see Configuring the connection for remote development with Streams Studio.

4.2.2.2. Installing Streams Studio on a local Microsoft Windows
system

Use this procedure to install Streams Studio on a local Microsoft Windows system that will be used
for remote development.

Before you begin

Note that Windows 10 (64-bit) is required for remote development.

Important

Specify a short installation file path for Streams Studio, for example, C: \ St r eans. If the Streams
Studio installation file path is too long, it causes the file paths of some extracted files to exceed the

length that is allowed by Windows. If this occurs, Windows issues an error message that the path is
too long.

Procedure
Root user or Streams installation owner:

1. Download the Streams Studio package from https://21cs.com/streams to the Linux system where
Streams is installed.

2. Extract the contents of the Streams Studio package to the following location:
streams-installation-root-directory/7.1.0.0/etc
This will create the ecl i pse, rseserver, and St r eans St udi 0 subdirectories.

3. Change the ownership of the three new directories and their contents to the Streams installation
owner and group.

4. Make the following file available to all users who will run Streams Studio on a local Windows
system:

streans-installation-root-directory/7.1.0.0/etc/StreansSt udi o/
StreansSt udi o-Wn. zi p

User who will run Streams Studio on a local Windows system:

1. Extract the contents of StreamsStudio-Win.zip to your Streams Studio installation directory on
your Windows system.

2. Enter the following command to start Streams Studio:
studi o-installation-directory\StreansStudi o\streansStudi o -cl ean

3. Configure a connection to the remote Linux system where Streams is installed. For instructions,
see Configuring the connection for remote development with Streams Studio.
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4.3. Running Streams Studio from a shared
installation

You can install Streams Studio in a shared directory location so that multiple users can share the
installation.

Procedure

1. Install Streams Studio in a shared location on the file system.

2. If you install any additional software, ensure that you restart Streams Studio with the - ¢l ean
option after each installation.

3. Allow only read permission for the St r eans St udi o0 directory and all of its subdirectories.

4. Ensure that the St r eanSt udi o/ conf i gur at i on directory has only read permission for all
users.

5. When starting Streams Studio, each user must specify the - conf i gur at i on option as shown in
the following example:

Studio-install ation-directory/streansStudio -clean -configuration user-wite-
access-directory

4.4. Uninstalling Streams Studio

Use this procedure to remove the Streams Studio development environment from your system.

Procedure

Use either of the following methods to uninstall Streams Studio:

e Remove the Streams Studio development environment by deleting the directory where you
installed it.

e Remove the Streams Studio plug-ins from an existing Eclipse environment.
1. From the menu br, click Help > About Streams Studio.

2. Click Installation Details and uninstall the Streams Studio plug-ins.
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Use these procedures to install a new version of Streams when a previous version of the product is
already installed.

5.1. Version management and rolling upgrade
options for Streams

Starting from Version 7.1, Streams supports version management and rolling upgrade, which provide
the following benefits:

e Managed version support enables you to upgrade a domain and its instances independent of each
other. When you upgrade a domain, its instances continue to run at their current version. With
managed version support, you can upgrade the instances immediately after the domain is upgraded
or at a later time. Instances can also be upgraded independent of each other.

e Rolling upgrade support enables you to upgrade a domain or instance to a new version of Streams
while the domain or instance is running.

Warning

Information in this section does not apply if you are upgrading from an earlier version of Streams.

Upgrade options

When you upgrade Version 7.1, you can perform a standard or rolling upgrade.

e Standard upgrade: 1f a domain or instance is stopped, you can upgrade the domain or instance by
simply starting it with the new version.

1. To start a domain with the new version, you can use the st r eant ool startdomai n
command.

2. To start an instance with the new version, you can use the Streams Console, Streams Studio,
or the st reant ool startinstance command.

You can use this same procedure to switch back to an earlier installed Streams version.
e Rolling upgrade: You can perform an upgrade while the domain or instance is running.

o To upgrade a domain to the new version, you can use the st r eant ool upgr adedonai n
command.

o To upgrade an instance to the new version, you can use the Streams Console or the
st reant ool upgradei nst ance command.

Domain and instance version considerations

In some cases, you might want to upgrade a domain without upgrading all of its instances. For
example:
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e You might have applications that require an earlier version than the version that is running on the
domain.

e You might want to run the new version on a test instance and run the earlier version on the
production instances for a period of time.

If a domain and its instances are running different versions, all versions must be installed in the same
root directory. In addition, the domain must run at the same or a later version than all of the instances.

When a domain is upgraded, its instances continue to run at their current version. By

default, when you restart an instance after the domain is upgraded, Streams upgrades the

instance to the domain version. You can use the i nst ance. st art AsVer si on and

domai n. det er ni nel nst anceSt ar t AsVer si on properties to override the default behavior.

instance.startAsVersion

Indicates the Streams version that is used to start the instance. This version must be installed on
the resource where the instance is started, and it must be installed in the same installation root
directory that is used to start the domain.

For more information about this property, enter St r eant ool man properti es. To update
this property, use the st r eant ool set property command.

Notes

e Ifyouusethe streant ool startinstance command to start an instance, you can use
the - - ver si on command option to specify the version to run on the instance. This option
takes precedence over the i nst ance. st art AsVer si on property value.

e If you use the Streams Console or Streams Studio to start an instance, the versions available to
start the instance are provided in a selection list. The default selection value is the value of the
i nst ance. st art AsVer si on property.

domain.determineIlnstanceStartAsVersion

Indicates whether the i nst ance. st art AsVer si on property is automatically set when an
instance is created or upgraded.

e Ifthe default value of false is used, the i nst ance. st art AsVer si on property value is
not changed when an instance is created or upgraded.

e Ifthe value is set to true, the version that is set for the i nst ance. st art AsVer si on
property is the version of the Streams interface that is used to create or upgrade the instance.

For more information about this property, enter st r eant ool man domai nproperties. To
update this property, use the st r eant ool set domai nproperty command.

In a mixed version environment, you must manage the domain by using the Streams version that is
running on the domain. For example, if you use the St r eant 0ol command-line interface, you must
run commands from the installation directory for the domain version and not a different version that is
running on an instance in the domain.

Job and PE version considerations

Let's assume for example, you have a Streams domain with instances and jobs running in a previous
Streams release, such as Version 4.2, and you install Version 7.1 on at least one domain resource:
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e You can perform a rolling upgrade on your domain and instances without stopping and restarting
all jobs and PEs.

e All PEs continue to run in a healthy state while the instance is upgrading and after the upgrade is
completed.

e All existing PEs that were running before the upgrade is completed continue to run with their
original release version, in this example, Streams Version 4.3.x or 4.3 or later.

e Any new job that you submit to the upgraded instance runs with the release version of the running
instance, in this example, Streams Version 7.1.

e You can use the st r eant ool | sj obs --1 ong command option to track the release version
used by each running job or PE. The ProductVersion column in the st r eant ool | sj obs
command result indicates the release version of running jobs and PEs.

5.2. Upgrading to Streams Version 7.1.0

Use these procedures to install Version 7.1.0 when Versions 4.0 or later is already installed. You must
perform a new product installation by using the procedure in Installing the Streams product.

5.2.1. Upgrading to Version 7.1.0 when the default
Streams resource manager is used

If you are using resources that are managed by the default Streams resource manager only, use these
procedures to install Streams Version 7.1.0.

5.2.1.1. Upgrading when Version 4.3.x is installed

If Version 4.3 .x is already installed and you are using resources that are managed by the default
Streams resource manager only, use this procedure to install Streams Version 7.1.0.

This procedure installs Streams on resources that are managed by the default Streams resource
manager. These resources have the main installation package or the domain host installation package
installed.

Before you begin
Ensure that you satisfy the following requirements:

e To upgrade the product, you must be the installation owner or have root authority. If you are
installing the product as a root user, you must select the same installation owner as the previous
version when prompted.

e You must complete this procedure on all resources that have the main installation package
installed. This package includes all of the product files. Additional resources with the domain host
installation package installed are automatically updated. Streams provisions all updates to these
additional resources in the domain.

Important: For the upgrade and automatic resource updates to work correctly, you must install the
new version in the same root directory as the previous version.
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About this task

When you install the product in the same root directory as the previous version, Streams creates a
new version directory for the installation. The version directory for the previous installation is not
removed.

If an X Window System is installed, the default mode for upgrading Streams is interactive GUL
Otherwise, the default mode is interactive console.

Procedure
1. Download the Version 7.1.0 installation package.
2. Install Streams on all resources that have the main installation package installed by using one of
the following procedures:
e Interactive GUI installation
e Interactive console installation
e Silent installation
If you are using the automated installation method to upgrade Streams, install the product on each
resource by using a configuration management tool such as Puppet or Chef.
3. After installing Streams, complete the following steps:
a. Configure the Streams environment variables for the new version by entering the following
command:
source product-installation-root-directory/product-version/bin/
streansprofile.sh
Note
If you added the sour ce command for the previous version to the . bashr ¢ or
[ etc/profile.d file, update the version directory in those files.
4. For better st r eant ool performance, clear the st r eant ool Java cache. For more
information, see Java cache for Streams streamtool command operations.
5. Stop all applications, instances, and domains. For more details, refer to Section 6.1
6. Upgrade the domain by using the standard upgrade procedure:

e If the domain is stopped, you can upgrade the domain by simply starting it with the new
version. To start the domain with the new version, you can enter the following command:

streantool startdomain -d donmin-id

e Ifthe domain is not stopped, you must stop all instances and the domain before running the
standard upgrade procedure.

Streams completes the following operations:

a. Provisions all updates to additional resources in the domain that have the domain host
installation package installed.
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b. Starts the domain controller service.
c. Starts the domain services with the new version.

7. Upgrade the instances in the domain by using the standard upgrade procedure. To start the
instance with the new version, you can use the Streams Console, Streams Studio, or the following
command:

streantool startinstance -d domain-id -i instance-id
8. Verify that the upgrade is successful by entering the following commands:
streant ool getdomainstate --1ong

If the installation is successful, the new version is the active version. In the version column of the
command output, an asterisk (*) indicates which version is active.

stream ool |sinstance --1ong
If the upgrade is successful, the new version is listed in the Version column.

9. Resubmit all applications by using entering the following command:

streant ool subnmitjob -d domain-id -i instance-id application-bundle-
name. sab

Related concepts:

“Streams installation packages”

Use the main installation package to install all of the product files on the resources in your Streams
domain. To reduce the product size requirement on resources, the domain host installation package
and resource installation package contain only a subset of the product files. For example, these
installation packages do not include the toolKkits.

Related tasks:

“Configuring the Streams environment by running streamsprofile.sh”

Before you can use Streams, you must configure the product environment variables by running
the st reanspr of i | e. sh script that is included in the installation directory. This script is not
automatically run by the installation program.

Related reference:

“Migration guidelines for Version 4.3 releases”

If you are upgrading Streams and a Version 4.3.x or 4.3 or later release is already installed, review
these migration guidelines.

Resource managers

Streamtool commands

This reference section provides a description of each st r eant ool command, which includes details
about command syntax and options. To obtain the help information for a specific command, enter
streant ool man command- nane.
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5.2.2. Upgrading to Version 7.1.0 when an external
resource manager is used

If you are using resources that are managed by a supported external resource manager, use these
procedures to install Streams Version 7.1.0. Any resources that are managed by the default Streams
resource manager are also upgraded.

These procedures install Streams on the following resources:

e Resources that are managed by a supported external resource manager or a user-defined resource
manager. These resources have the main installation package or resource installation package
installed.

e Any resources that are managed by the default Streams resource manager. These resources have
the main installation package or domain host installation package installed.

5.2.2.1. Upgrading when a user-defined resource manager is used

If you are using resources that are managed by a user-defined resource manager, use these procedures
to install Streams Version 7.1.0.

Any resources that are managed by the default Streams resource manager are also upgraded.
Upgrading when Version 4.3.x is installed

If Version 4.3 x is already installed and you are using resources that are managed by a user-defined
resource manager, use this procedure to install Streams Version 7.1.0.

Before you begin
Ensure that you satisfy the following requirements:

e To upgrade the product, you must be the installation owner or have root authority. If you are
installing the product as a root user, you must select the same installation owner as the previous
version when prompted.

e You must complete this procedure on all resources that have the main installation package
installed. This package includes all of the product files. Additional resources with the resource
installation package or domain host installation package installed are automatically updated.
Streams provisions all updates to these additional resources in the domain.

Important

For the upgrade and automatic resource updates to work correctly, you must install the new
version in the same root directory as the previous version.

About this task

When you install the product in the same root directory as the previous version, Streams creates a
new version directory for the installation. The version directory for the previous installation is not
removed.

If an X Window System is installed, the default mode for upgrading Streams is interactive GUL
Otherwise, the default mode is interactive console.
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Procedure
1. Download the installation package.

2. Install Streams on all resources that have the main installation package installed by using one of
the following procedures:

e Interactive GUI installation

e Interactive console installation

e Silent installation

3. After installing Streams, configure the Streams environment variables for the new version by
entering the following command:

source product-installation-root-directory/product-version/bin/
streansprofile.sh

Note

If you added the source command for the previous version to the . bashr ¢ or
/etcl/profil e.d file, update the version directory in those files.

4. Install the resource installation package on the externally managed resources.
a. Stop the user-defined resource manager.

b. Create and deploy a resource installation package.

c. Start the user-defined resource manager.
5. Stop all applications, instances, and domains. For more details, refer to Section 6.1
6. Upgrade the domain by using the standard upgrade procedure:

e [f the domain is stopped, you can upgrade the domain by simply starting it with the new
version. To start the domain with the new version, you can enter the following command:

streantool startdomain -d domain-id

e [f the domain is not stopped, you must stop all instances and the domain before running the
standard upgrade procedure.

Streams completes the following operations:

a. Provisions all updates to additional resources in the domain that have the domain host
installation package installed.

b. Starts the domain controller service.
c. Starts the domain services with the new version.
7. Upgrade the instances in the domain by using the standard upgrade procedure.

To start the instance with the new version, you can use the Streams Console, Streams Studio, or
the following command:
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streantool startinstance -d domain-id -i instance-id

8. Verify that the upgrade is successful by entering the following commands:

streant ool getdomainstate --1ong

If the installation is successful, the new version is the active version. In the version column of the
command output, an asterisk (*) indicates which version is active.

stream ool | sinstance --1long
If the upgrade is successful, the new version is listed in the Version column.

9. Resubmit all applications by entering the following command:

streantool subnmitjob -d domain-id -i instance-id application-bundle-
namne. sab

Related concepts:

“Streams installation packages”

Use the main installation package to install all of the product files on the resources in your Streams
domain. To reduce the product size requirement on resources, the domain host installation package
and resource installation package contain only a subset of the product files. For example, these
installation packages do not include the toolkits.

Related tasks:

3

‘Configuring the Streams environment by running streamsprofile.sh”

Before you can use Streams, you must configure the product environment variables by running
the st reanspr of i | e. sh script that is included in the installation directory. This script is not
automatically run by the installation program.

Related reference:

“Migration guidelines for Version 4.3.x releases”

If you are upgrading Streams and a Version 4.3.x release is already installed, review these migration
guidelines.

Resource managers

Streamtool commands

This reference section provides a description of each st r eant ool command, which includes details
about command syntax and options. To obtain the help information for a specific command, enter
streant ool man command- nane.

5.2.3. Migration guidelines for Streams Version 7.1.0

If you are upgrading to Version 7.1.0 and a previous version of Streams is already installed, review
these migration guidelines before you use the new version.
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5.2.3.1. Migration guidelines for Version 4.3.x releases

If you are upgrading Streams and a Version 4.3.x release is already installed, review these migration
guidelines.

Updating Streams Studio to Version 7.1.0
Use this procedure to update an existing Streams Studio Version 4.3.x environment to Version 7.1.0.
Before you begin

Upgrade the Streams product.

To reuse your existing Streams Studio installation, you must use the following procedure to

update Streams Studio. Otherwise, your existing Streams Studio directory and all its contents

are removed. This includes the Streams Studio workspaces that reside under the Streams Studio
installation directory, customized tools, and other customizations of the Streams Studio development
environment.

Procedure
Root user or Streams installation owner:

1. Download the Streams Studio package from https://21¢cs.com/streams to the Linux system where
Streams is installed.

2. Extract the contents of the Streams Studio package to the following location:

streanms-installation-root-directory/7.1.0.0/etc
This will create the ecl i pse, rseserver, and St r eans St udi 0 subdirectories.

3. Change the ownership of the three new directories and their contents to the Streams installation
owner and group.

Streams Studio user:

1. The Streams Update Site package is installed in the following directory on the Linux system
where Streams is installed:

streans-installation-root-directory/7.1.0.0/etc/eclipse

If Streams Studio is installed for remote development on your local Linux or Windows system,
download the Studio Update Site files from the directory mentioned above.

2. Start Streams Studio with a new workspace.

3. In the Edit Install Location dialog, click Cancel.

4. In the Missing Streams Install dialog, click OK.

5. From the top navigation menu, click Window > Preferences.
6. Add the Streams Studio Update Site by following these steps:

a. In the Preferences window, expand Install/Update.
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10.

I1.

12.

13.

14.

b. Click Available Software Sites.

c. Click Add.

d. Inthe Name field, enter St reans Studi o Update Site.
e. Click Local.

f. Navigate to the eclipse directory containing the Studio Update Site files. For remote
development, this is the directory where you copied the Studio Update Site files in Step 1. For
local development, this is the following directory:

streanms-installation-root-directory/7.1.0.0/etc/eclipse
g. Click OK to close all open dialogs.

Click Help > Check for Updates to install the Streams Studio updates. The update program will
guide you through the update process.

Warning

At some point during the update, you will see a dialog asking you to restart Streams Studio. If
you are performing the update on a Linux system, do not interact with this dialog at this stage and
proceed to the next step.

If you are on Linux: Update the streamsStudio.ini file, which is located in the root directory of
the Streams Studio installation. Add the following two lines before the - vimar gs line:

--launcher. GTK versi on
2

Restart Streams Studio.
Configure the Streams install location by following these steps:

a. For local development, enter the install directory of the updated Streams product in the Edit
Install Location dialog.

b. For remote development, follow the instructions in Configuring Streams Studio for remote
development.

When prompted, provide the Streams Domain connection information.

From the top navigation menu, go to File > Import > Streams Studio > SPL Project, then click
Next.

Navigate to the location of your previous workspace directory and click OK.

Select the projects to import and click Finish.

Related tasks:

Importing SPL projects

Use this procedure to import an SPL project into Streams Studio.
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5.3. Upgrading Streams Version 7.1.0

Use these procedures to install a Streams Version 7.1.0 fix pack or interim fix when Version 7.1.0 is
already installed. If an earlier version is installed, use the procedures in Upgrading to Streams Version
7.1.0.

Streams product updates include a complete version of the product. When you install a Version 7.1.0
fix pack or interim fix, the installation procedure installs Version 7.1.0 and all the product updates for
that version.

After installing the fix pack or interim fix, you can update Streams Studio.

5.3.1. Installing a fix pack or interim fix when the
default Streams resource manager is used

If you are using resources that are managed by the default Streams resource manager only, use this
procedure to install a Streams Version 7.1.0 fix pack or interim fix when Version 7.1.0 is already
installed.

This procedure installs the fix pack or interim fix on resources that are managed by the default
Streams resource manager. These resources have the main installation package or the domain host
installation package installed.

This procedures includes version management and rolling upgrade options. Managed version support
enables you to upgrade a domain and its instances independent of each other. Rolling upgrade support
enables you to upgrade a domain or instance while it is running. For more information, see Version
management and rolling upgrade options.

Before you begin
Ensure that you satisfy the following requirements:

e To install a Streams fix pack or interim fix, you must be the installation owner or have root
authority. If you are installing the fix as a root user, you must select the same installation owner as
the previous version when prompted.

e You must complete this procedure on all resources that have the main installation package
installed. This package includes all of the product files. Additional resources with the domain host
installation package installed are automatically updated. Streams provisions all updates to these
additional resources in the domain.

Important

For the upgrade and automatic resource updates to work correctly, you must install the new version in
the same root directory as the previous version.

About this task

When you install the fix pack or interim fix in the same root directory as the previous version,
Streams creates a new version directory for the installation. The version directory for the previous
installation is not removed.

If an X Window System is installed, the default mode for installing a fix pack or interim fix is
interactive GUI. Otherwise, the default mode is interactive console.
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Procedure
1. Download the fix pack or interim fix.
2. Install the fix pack or interim fix on all resources that have the main installation package installed
by using one of the following procedures:
e Interactive GUI installation
e Interactive console installation
e Silent installation
If you are using the automated installation method to upgrade Streams, install the fix pack or
interim fix on each resource by using a configuration management tool such as Puppet or Chef.
3. After installing Streams, complete the following steps:
a. Configure the Streams environment variables for the new version by entering the following
command:
source product-installation-root-directory/product-version/bin/
streansprofile.sh
Note
If you added the sour ce command for the previous version to the . bashr c or
[ etc/profile.d file, update the version directory in those files.
b. Optional: Set the i nst ance. st art AsVer si on and
donmai n. det er m nel nst anceSt art AsVer si on version management properties. For
more information about these properties, see Version management and rolling upgrade options.
4. For better streamtool performance, clear the streamtool Java cache. For more information, see
Java cache for Streams streamtool command operations.
5. Upgrade the domain by using the standard or rolling upgrade procedure.

e Standard upgrade: If the domain is stopped, you can upgrade the domain by simply starting it
with the new version. To start the domain with the new version, you can enter the following
command:

streantool startdomain -d domain-id

e Rolling upgrade: If the domain is running, enter the following command:

st reamt ool upgradedomain -d donain-id
Streams completes the following operations:

a. Provisions all updates to additional resources in the domain that have the domain host
installation package installed.

b. Restarts the domain controller service.

c. Restarts the domain services with the new version.
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Instances in the domain continue to run using the installation of the previous version.
6. Upgrade the instances in the domain by using the standard or rolling upgrade procedure.

You can upgrade the instances immediately after the domain is upgraded or at a later time. If

upgraded later, you can either upgrade the instances at the same time or different times, depending

on your requirements.

e Standard upgrade: If the instance is stopped, you can upgrade the instance by simply starting

it with the new version. To start the instance with the new version, you can use the Streams
Console, Streams Studio, or the following command:

streantool startinstance -d domain-id -i instance-id

e Rolling upgrade: If the instance is running, you can use the Streams Console upgrade option
for the instance or enter the following command:

st reamt ool upgradei nstance -d donmain-id -i instance-id

You can specify multiple instance IDs on this command, or specify the -\ - al | option to
upgrade all instances in the domain.

7. Verify that the installation of the fix pack or interim fix is successful by entering the following
commands:

streamt ool getdomai nstate --1ong

If the installation is successful, the fix pack or interim fix version is the active version. In the
version column of the command output, an asterisk (*) indicates which version is active.

streamt ool |sinstance --1ong
If the upgrade is successful, the fix version is listed in the Version column.
Related concepts:

“Streams installation packages”

Use the main installation package to install all of the product files on the resources in your Streams
domain. To reduce the product size requirement on resources, the domain host installation package
and resource installation package contain only a subset of the product files. For example, these
installation packages do not include the toolkits.

Related tasks:

3

‘Configuring the Streams environment by running streamsprofile.sh”

Before you can use Streams, you must configure the product environment variables by running the
streamsprofile.sh script that is included in the installation directory. This script is not automatically
run by the installation program.

Related reference:

Resource managers

Streamtool commands
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This reference section provides a description of each streamtool command, which includes details
about command syntax and options. To obtain the help information for a specific command, enter
streant ool man command- nane.

5.3.2. Installing a fix pack or interim fix when an
external resource manager is used

If you are using resources that are managed by a supported external resource manager, use these
procedures to install a Streams Version 7.1.0 fix pack or interim fix when Version 7.1.0 is already
installed. Any resources that are managed by the default Streams resource manager are also upgraded.

This procedure installs the fix pack or interim fix on the following resources:

e Resources that are managed by a supported external resource manager or a user-defined resource
manager. These resources have the main installation package or resource installation package
installed.

e Any resources that are managed by the default Streams resource manager. These resources have
the main installation package or domain host installation package installed.

These procedures include version management and rolling upgrade options. Managed version support
enables you to upgrade a domain and its instances independent of each other. Rolling upgrade support
enables you to upgrade a domain or instance while it is running.

5.3.2.1. Installing a fix pack or interim fix when a user-defined
resource manager is used

If you are using a user-defined resource manager to manage resources, use this procedure to install a
Streams Version 7.1.0 fix pack or interim fix.

Before you begin
Ensure that you satisfy the following requirements:

e To install a Streams fix pack or interim fix, you must be the installation owner or have root
authority. If you are installing the fix as a root user, you must select the same installation owner as
the previous version when prompted.

e You must complete this procedure on all resources that have the main installation package
installed. This package includes all of the product files. Additional resources with the resource
installation package or domain host installation package installed are automatically updated.
Streams provisions all updates to these additional resources in the domain.

Important

For the upgrade and automatic resource updates to work correctly, you must install the new version in
the same root directory as the previous version.

About this task

When you install the fix pack or interim fix in the same root directory as the previous version,
Streams creates a new version directory for the installation. The version directory for the previous
installation is not removed.
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If an X Window System is installed, the default mode for installing a fix pack or interim fix is
interactive GUI. Otherwise, the default mode is interactive console.

Procedure
1. Download the fix pack or interim fix.
2. Install the fix pack or interim fix on all resources that have the main installation package installed
by using one of the following procedures:
e Interactive GUI installation
e Interactive console installation
e Silent installation
3. After installing Streams, complete the following steps:
a. Configure the Streams environment variables for the new version by entering the following
command:
source product-installation-root-directory/product-version/bin/
streanmsprofile.sh
Note
If you added the sour ce command for the previous version to the . bashr ¢ or
/etc/profil e.d file, update the version directory in those files.
b. Optional: Set the i nst ance. st art AsVer si on and
domai n. det er m nel nst anceSt art AsVer si on version management properties.
4. For better streamtool performance, clear the streamtool Java cache. For more information, see
Java cache for Streams streamtool command operations.
5. Install the resource installation package on the externally managed resources.
a. Stop the user-defined resource manager.
b. Create and deploy a resource installation package.
c. Start the user-defined resource manager.
6. Upgrade the domain by using the standard or rolling upgrade procedure.

e Standard upgrade: If the domain is stopped, you can upgrade the domain by simply starting it
with the new version. To start the domain with the new version, you can enter the following
command:

streant ool startdomain -d domain-id

e Rolling upgrade: If the domain is running, you can enter the following command:

st reant ool upgradedomain -d donain-id

Streams completes the following operations:
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a. Provisions all updates to additional resources in the domain that have the domain host
installation package installed.

b. Restarts the domain controller service.
c. Restarts the domain services with the new version.
Instances in the domain continue to run using the installation of the previous version.
7. Upgrade the instances in the domain by using the standard or rolling upgrade procedure.

You can upgrade the instances immediately after the domain is upgraded or at a later time. If
upgraded later, you can either upgrade the instances at the same time or different times, depending
on your requirements.

e Standard upgrade: If the instance is stopped, you can upgrade the instance by simply starting
it with the new version. To start the instance with the new version, you can use the Streams
Console, Streams Studio, or the following command:

streantool startinstance -d domain-id -i instance-id

e Rolling upgrade: If the instance is running, you can use the Streams Console upgrade option
for the instance or enter the following command:

st ream ool upgradei nstance -d donain-id -i instance-id

You can specify multiple instance IDs on this command, or specify the - - al | option to
upgrade all instances in the domain.

8. Verify that the installation of the fix pack or interim fix is successful by entering the following
commands:

streant ool getdomainstate --1ong

If the installation is successful, the fix pack or interim fix version is the active version. In the
version column of the command output, an asterisk (*) indicates which version is active.

streanmt ool |sinstance --1ong
If the upgrade is successful, the fix version is listed in the Version column.
Related concepts:

“Streams installation packages”

Use the main installation package to install all of the product files on the resources in your Streams
domain. To reduce the product size requirement on resources, the domain host installation package
and resource installation package contain only a subset of the product files. For example, these
installation packages do not include the toolkits.

Related tasks:

“Configuring the Streams environment by running streamsprofile.sh”

Before you can use Streams, you must configure the product environment variables by running the
streamsprofile.sh script that is included in the installation directory. This script is not automatically
run by the installation program.
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Related reference:

Resource managers

Streamtool commands

This reference section provides a description of each st r eant ool command, which includes details
about command syntax and options. To obtain the help information for a specific command, enter
streant ool man comrand- nane.

5.3.3. Updating Streams Studio Version 7.1.0

Use this procedure to update an existing Streams Studio Version 7.1.0 environment after you install a
Streams fix pack or interim fix.

Before you begin

Install the Streams Version 7.1.0 fix pack or interim fix.

To reuse your existing Streams Studio installation, you must use the following procedure to

update Streams Studio. Otherwise, your existing Streams Studio directory and all its contents

are removed. This includes the Streams Studio workspaces that reside under the Streams Studio
installation directory, customized tools, and other customizations of the Streams Studio development
environment.

Procedure

1. Download the Streams Studio update package from the product website and extract the contents
into a Streams Studio update directory on the system where Streams Studio runs.

2. In Streams Studio, click Window > Preferences.

3. Add the Streams Studio update site.

a.

b.

In the Preferences window, expand Install/Update.

Click Available Software Sites.

Click Add.

In the Name field, enter Streams Studio Update Site.

Click Local to find the Location on your local system.

Select the update directory where you extracted the update files in Step 1.
Click OK. The directory is added to the Location field.

Click OK again to return to the Available Software Sites list. The Streams Studio Update Site
is added to the list.

4. Click OK to close the Preferences window.

5. Click Help > Check for Updates to install the Streams Studio updates. The update program
guides you through the update process.

Related tasks:
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Importing SPL projects

Use this procedure to import an SPL project into Streams Studio.
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Use this procedure to remove the Streams product from your system.
Before you begin
To uninstall Streams, you must be the installation owner or have root authority.

Stop the applications, instances, and domains that are using the version of the product that you are
uninstalling. For more information, see Stopping Streams applications, instances, and domains.

Enter the following command as user root to unregister the resource from the domain and stop the
domain controller service on the resource:

streant ool unregisterdomai nhost -d domain-id --zkconnect host: port

The - - zkconnect option specifies the name of one or more host and port pairs for the configured
external ZooKeeper ensemble. If you specify multiple host and port pairs, separate each pair with a
comma. This value is the external ZooKeeper connection string. To obtain this value, you can use the
streant ool get zk command.

About this task

The default mode for uninstalling Streams is interactive console mode.
Procedure

1. Interactive console method

a. Enter the following commands:

cd product-installation-root-directory/7.1.0.0/uninstall
./uninstal |l streans

b. Follow the instructions in the prompts.
c. After you review the summary panel, respond Y to uninstall the product.
2. Silent method

a. To start the program, enter the following commands:

cd product-installation-root-directory/7.1.0.0/uninstall
./luninstallstreans —i silent

Results

Streams removes all the files that were installed by the Streams installation program from your
system.

What to do next

If you do not plan to reinstall Streams, have no other versions of the product installed, and no longer
need the configuration data for the product, remove the home- di rect ory/ . st r eans directory.
To remove this directory, enter the following command:

rm-rf home-directory/.streans
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Related reference:streamtool unregisterdomainhost command

This description provides information about command syntax and options.

6.1. Stopping Streams applications,
instances, and domains

Before you uninstall Streams, stop the applications, instances, and domains that are using the version
of the product that you are uninstalling. If the applications, instances, and domains that are using

the installation are not stopped, some files for the previous installation might not be removed. The
presence of old files can result in unpredictable application behavior.

Procedure

1. Stop all applications that are using the installation. This includes the Streams Console, Streams
Studio, and any other application that is using the current installation.

2. Stop all instances that are using the installation by using the st r eant ool st opi nst ance
command.

3. Stop all domains that are using the installation by using the st r eant ool st opdonai n
command.

Related reference:Streamtool commands

This reference section provides a description of each st r eant ool command, which includes details
about command syntax and options. To obtain the help information for a specific command, enter
streant ool man conmand- nane.
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Chapter 7. Setting up a Streams basic
domain on a single resource

A basic domain has a single Streams resource and user. This type of domain is typically used for test
or development environments.

Streams uses the Pluggable Authentication Module (PAM) authentication service for user
authentication, and Apache ZooKeeper for managing and storing configuration information.
By default, Streams uses an embedded version of ZooKeeper, which is included in the product
installation.

7.1. Creating a Streams basic domain and
instance

You can create a basic domain and instance by using the Streams graphical user interfaces or the
streamtool command-line interface.

A basic domain is typically used for test or development environments. Use an enterprise domain for
a production environment.

Before you begin

e Ensure that the value of the STREAMS ZKCONNECT environment variable is unset. This
environment variable is used to set the connection string for an external ZooKeeper server. If the
value of this environment variable is not unset, Streams st r eant ool commands might not use
embedded ZooKeeper, which can cause incorrect results.

e Ifyour home directory is on a shared file system, you can only use embedded ZooKeeper on one
resource at a time. Streams starts embedded ZooKeeper when you start the domain. For example,
if user1 starts the domain on resource A and the same user tries to start the same domain on
resource B, an error occurs.

e Thestreans. zookeeper . quor umbootstrap property indicates the host name of the
embedded ZooKeeper server. Only a local host name is supported. When st r eant ool
is first started, this property is populated with a local host name and persisted in the home
directory of the user. If your home directory is on a shared file system and you want to start
embedded ZooKeeper on a different resource, update the St r eans. zookeeper . quor um
property with the new host name by using the st r eant ool set boot property
command. Otherwise, an error message similar to the following example is issued:
CDI SA5252E I nvalid value for bootstrap property 'streans. zookeeper. quorum

Procedure

e Use this procedure to create a basic domain and instance by using the Streams graphical user
interfaces.

Attention: To use the Streams graphical user interfaces, you must have an X Window System
installed. An alternative is to use the st r eant ool command-line interface procedure.

e Use this procedure to create a basic domain and instance by using the Streams St r eant ool
command-line interface.
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1.

To configure your local shell environment for Streams, enter the following command:

source product-installation-root-directory/7.1.0.0/bin/
streansprofile.sh

To complete this procedure in the interactive St r eant ool interface, enter the following
command:

st r eant ool

Note

o  When prompted, press Enter to use embedded ZooKeeper.

o Using the interactive streamtool interface saves you time. Streams caches some command
options and information so that you do not have to reenter them. Also, you do not have to
specify streamtool before each command. To exit the interactive streamtool interface, enter
exit or quit.

To create a basic domain, enter the following command:

nmkdonmai n -d donmi n-id

For example:

nkdomai n -d StreansDonai n

To create public and private keys for Streams, enter the following command:

genkey

Generating public and private keys eliminates the need for you to enter a password when you
perform Streams tasks that require authentication.

The st reant ool genkey command generates the following files:
o Private key: user-i d_priv. pem
o Public key: user -i d. pem

Streams stores the private key in the
user - home-directory/.streans/ key/ domai n-i d directory. The public key is
stored in ZooKeeper.

To start the domain, enter the following command:

startdommai n

Tip: If the domain fails to start because a port is in use, you can change the port number by
using the st r eant ool set domai npr oper t y command. For example, if the domain
fails to start because the management API service and web management service ports are in
use, you can enter the following command. If you specify a value of 0 for the port number,
Streams selects an available port.

set domai nproperty jnx.port=0 sws. port=0
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Dynamic port allocation is not ideal, however, if you have applications that use the REST
API or IMX API or use tools (such as Streams Studio or Streams Console) that access those
services.

6. Create one or more instances for running stream processing applications. To create an
instance, enter the following command:

nki nstance -i instance-id
For example:
nki nstance -i Streansl nstance
7. Start the instance by entering the following command:

starti nstance

8. To manage and monitor the domain, you can use the Streams Console. The domain must be
started to use the console.

To open the console:
a. Enter get ur| to display the URL for the console. For example, if your resource is

myhost.mydomain.com and the port number for the console is 8440, this command
displays the following URL.:

htt ps:// myhost . nydomai n. com 8440/ st r eans/ domai n/ consol e
b. Paste this URL into your browser.
9. To exit the interactive St r eant ool interface, enter exit or quit.

Developing streams processing applications

You develop applications to operate on streaming data by using the Streams Processing Language
(SPL). The preferred tool to develop applications is Streams Studio, which contains both a text based
SPL editor and a drag-and-drop based SPL graphical editor.

Related reference:Streamtool commands

This reference section provides a description of each streamtool command, which includes details
about command syntax and options. To obtain the help information for a specific command, enter
streant ool man command- nane.

Sample applications and tutorials

The Commodity Purchasing sample application is a complete end-to-end example of a streams
processing application that runs against live data and provides a user interface. See the tutorials for
help in developing streams processing applications.

Troubleshooting ZooKeeper problems

Use these solutions to resolve problems that you might encounter with external ZooKeeper or
embedded ZooKeeper.
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7.2. Changing the port number for embedded
ZooKeeper

Use this procedure to change the port number that Streams uses for embedded ZooKeeper. If the port
number you specify is not available, embedded ZooKeeper finds an available port when it starts.

Before you begin

Stop the domain by entering the following command:

st r eant ool

stopdomain -d domain-id --enbeddedzk

Procedure

1. To display the embedded ZooKeeper property settings, enter the following command:

st r eant ool

get boot property --al

The st r eans. zookeeper . property. client Port property value is the embedded
ZooKeeper port number, as shown in the following example:

streans.
streans.
streans.

streans

streans.
streans.

streans

streans.
streans.

datadir

streans.
streans.

streans

streans.
streans.

streans

streans.
streans.

2. To change the port number, use the St r eant ool

zknoni t or.
zknoni t or.
zknoni t or.
. Zzookeeper.
zookeeper.
zookeeper.
. Zzookeeper.
zookeeper.
zookeeper.

zookeeper.
zookeeper.
. Zzookeeper.
zookeeper.
zookeeper.
. Zzookeeper.
zookeeper.

zookeeper

property.
property.
property.
property.

property.
property.
property.
property.
property.
property.

checkl nt er val Ms=50000
connTi meout Ms=5000
port=21820

j vnFl ags=

| ogDi r =/ hone/ nyuser/. streans/ var/ enbeddedzk

aut opur ge. pur gel nterval =1

aut opur ge. snapRet ai nCount =3

clientPort=21810

dat aDi r =/ horre/ nyuser /. streans/ var/ enbeddedzk/

initLimt=10

maxd i ent Cnxns=0
maxSessi onTi meout =180000
m nSessi onTi neout =-1
syncLim t=5

ti ckTi me=3000

qguor umenyhost . com

. root Logger =1 NFO, CONSOLE, RCLLI NGFI LE

set boot pr operty command. For

example, to change the port number to 21811, enter the following command:

st r eant ool

set boot property streans. zookeeper. property.clientPort=21811

Note

Do not use a delimiter, such as a comma, when you specify the port number. For example,

specifying 21,811 results in an error.

3. Start the domain by entering the following command:

st r eant ool

startdomain -d domain-id --enmbeddedzk
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An enterprise domain can have multiple resources and users. This type of domain is typically used for
production environments. You can configure high availability to ensure that Streams can continue to
run even if resources fail or are not available.

For high availability, you need to set up and configure an Apache ZooKeeper server for managing and
storing configuration information. The method that you use to authenticate users in the domain must
also be highly available.

The type of enterprise domain that you create depends on your authentication mechanism. The
following options are available as default authentication methods:

e Enterprise PAM domain: For high availability, use a Pluggable Authentication Module (PAM)
with the LDAP backend. PAM must be set up and configured before you create the domain.
The LDAP server must be accessible from the resource that is running the authentication and
authorization services. There are other options that might not be highly available, such as PAM
with a UNIX backend. For this option, the Streams users must be defined on this system.

e Enterprise LDAP domain: For high availability, use a Lightweight Directory Access Protocol
(LDAP) server. LDAP must be set up and configured before you create the domain.

You can obtain resources from the default Streams resource manager or an external resource manager.
Streams also supports user-defined external resource managers. Both Streams resources and externally
managed resources can be used together in a domain.

8.1. Prerequisites for a Streams enterprise
domain

Before you create an enterprise domain, you must set up an external ZooKeeper server for managing
Streams. You can set up either LDAP or PAM to use as the default user authentication method for the
domain. To manage resources, you can use the default Streams resource manager or set up a supported
external resource manager to use with Streams.

8.1.1. Setting up an external ZooKeeper server for
managing Streams

An external ZooKeeper server is required for an enterprise domain. External ZooKeeper must be
installed and configured before you create the domain.

Before you begin
Streams requires ZooKeeper Version 3.4.12.
Procedure

1. Install and configure ZooKeeper by using the instructions in the ZooKeeper Administrator’s Guide
on the Apache ZooKeeper website.
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Note

If ZooKeeper is already installed and configured, see “Upgrading an external ZooKeeper server”.

Configure ZooKeeper for Streams by using the following guidelines:

e ZooKeeper runs as an ensemble of ZooKeeper servers. Ensure that there is a quorum formed
for the ZooKeeper ensemble. For example, for a ZooKeeper ensemble that includes five
resources, at least three resources need to be up and running to form a quorum. For reliability
and availability, run ZooKeeper on at least three resources. Running ZooKeeper on five
resources is preferred. For more information about setting up a ZooKeeper ensemble, see the
ZooKeeper Administrator s Guide on the Apache ZooKeeper website.

e For optimal performance and response time, run the ZooKeeper server on a dedicated
machine, and use a dedicated local device for the transaction log. For more information, see
the ZooKeeper Administrator s Guide on the Apache ZooKeeper website.

e Having a supervisory process that manages each of the ZooKeeper server processes ensures
that if the ZooKeeper process exits abnormally, it is restarted automatically and rejoins the
cluster. For more information, see the ZooKeeper Administrator s Guide on the Apache
ZooKeeper website.

e Using the /tmp directory for ZooKeeper data is not recommended.

For example, if the ZooKeeper dataDir directory is under the / t np directory, an automatic
system maintenance utility, such as t npwat ch, might remove files that are needed by
ZooKeeper. The removal of these files might result in the failure of Streams instances that are
managed by ZooKeeper.

e Ifthere are fsync warnings in the ZooKeeper log, the ZooKeeper Administrator s
Guide recommends having a dedicated disk for the dat aLogDi r directory that
is separate from the dat aDi r directory. Set the dat aLogDi r parameter in the
ZooKeeper-instal |l ati on-directory/ conf/zoo. cf g file.

e Periodically backing up the ZooKeeper dat aDi r and dat aLogDi r directories is a good
practice. Recovering from backups might be necessary in case a catastrophic failure, such as a
corrupted disk, occurs.

e If you use the default ZooKeeper configuration, ZooKeeper does not remove old snapshots
and log files that are stored in the data directory. To configure automatic purging of these files,
you can use the aut opur ge. snapRet ai nCount and aut opur ge. pur gel nt er val
parameters. For more information, see the Configuration Parameters and Maintenance sections
in the ZooKeeper Administrator s Guide on the Apache ZooKeeper website.

e Ensure that the value of the maxC i ent Chxns configuration parameter is high enough to
avoid the loss of connections.

o Inthe ZooKeeper-installation-directory/conf/zoo. cf g file, set
maxCl i ent Chxns=0. This setting removes the limit on connections.

o If'you want to set the maxClientCnxns parameter to some value other than 0, periodically
run the ZooKeeper srvr command while Streams is running. This command provides
information about the number of connections.
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o Ifthe maxC i ent Cnxns parameter is set to some value other than O and the ZooKeeper
log contains warnings that there are too many connections, increase the value of the
parameter for your system.

In the following Sr vr command output example, there are 1616 connections to the resource.
If this number represents a typical number of connections for this system, the administrator
might try a maxCl i ent Cnxns value that is approximately double the number of connections
or maxCl i ent Cnxns=3200.

Zookeeper version: 3.4.8-1569965, built on 07/29/2014 09: 09 GVII
Latency m n/avg/ max: 0/ 4/2834

Recei ved: 14529333776

Sent: 14758752055

Connections: 1616

Qut standi ng: 4

Zxi d: 0x952925303

Mode: foll ower

Node count: 237674

e ZooKeeper keeps data in memory and in a persistent store. The amount of data that Streams
stores in ZooKeeper depends on the application runtime size. A typical amount is three times
the application description language (ADL) file size. The ADL file is a configuration file that
is created when a stream processing application is compiled.

The default Java heap size for ZooKeeper is the JVM default for the system. If the maximum
heap size is not sufficient for the ZooKeeper runtime system and data in memory, you can
increase the size by using the JVMFLAGS environment variable. The following example
shows how to set a maximum heap size of 1 GB:

a. Inthe ZooKeeper-install ation-directory/conf directory, create a
j ava. env file.

b. Addexport JVMFLAGS="- Xnx1024nf' to the file.
c. Start the external ZooKeeper server.
e To avoid swapping, ensure that the Java heap size is less than the unused physical memory.

3. After you configure and start the ZooKeeper ensemble, verify that the servers in the ensemble are
operating correctly by using the ZooKeeper Sr vr or st at command.

In the following example, the Sr vr command is used to check a ZooKeeper ensemble that
includes servers zkserverl, zkserver2, and zkserver3. The client port number is 2181.

$ echo srvr | nc zkserverl 2181

Zookeeper version: 3.4.8-1569965, built on 07/29/2014 09:09 GVI
Lat ency m n/avg/ max: 0/0/902

Recei ved: 344730124

Sent: 361405124

Connections: 4

Qut standing: O

Zxi d: 0x102d77e56

Mode: foll ower

Node count: 10213

$ echo srvr | nc zkserver2 2181
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Zookeeper version: 3.4.8-1569965, built on 07/29/2014 09: 09 GVI
Lat ency m n/avg/ max: 0/0/792

Recei ved: 331976094

Sent: 348015235

Connections: 3

Qut standi ng: 0O

Zxi d: 0x102d77e56

Mode: | eader

Node count: 10213

$ echo srvr | nc zkserver3 2181

Zookeeper version: 3.4.8-1569965, built on 07/29/2014 09:09 GVI
Lat ency m n/avg/ max: 0/0/792

Recei ved: 353974562

Sent: 370803297

Connections: 3

Qut standi ng: 0

Zxi d: 0x102d77e56

Mode: fol | ower

Node count: 10213

Related tasks:

“Creating a Streams enterprise domain”

You can create an enterprise domain by using the Streams graphical user interfaces or the streamtool
command-line interface.

Related reference:Troubleshooting ZooKeeper problems

Use these solutions to resolve problems that you might encounter with external ZooKeeper or
embedded ZooKeeper.

8.1.1.1. Upgrading an external ZooKeeper server

Use this procedure to upgrade the external ZooKeeper servers that are used by Streams enterprise
domains.

About this task
The upgrade procedure that you use depends on how your ZooKeeper ensemble is configured.

e Rolling upgrade: If each ZooKeeper server is running on a dedicated machine and the hostname
or zkconnect string is not changing, you can upgrade the server while the Streams domains are
running.

e Standard upgrade: If the ZooKeeper servers share a machine or there are changes to the hostname
or zkconnect string, you must perform a standard upgrade on each server. Streams domains must
be stopped before performing the upgrade.

Procedure
For a rolling upgrade, complete the following steps:
1. Stop any ZooKeeper watchdog or monitor that restarts the ZooKeeper server.

2. Verify that the ZooKeeper ensemble is up and running by using the ZooKeeper sr vr or st at
command. For a sr vr command example, see the ZooKeeper setup procedure.
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3. Stop one of the ZooKeeper servers that is defined in the zoo.cfg file and verify that a quorum still
exists.

In the following example, the ZooKeeper ensemble includes zkserverl, zkserver2 and zkserver3.
The client port number is 2181.

a. To stop zkserverl, enter the following command on zkserverl:
ZooKeeper-installation-directory/bin/zkServer.sh stop

b. To verify that a quorum still exists, use the srvr command and specify another server in the
ZooKeeper ensemble on the command, for example:

echo srvr | nc zkserver2 2181

If a quorum exists, the Sr vr command output includes information about the ZooKeeper
version, latency, and other information as shown in the following example:

Zookeeper version: 3.4.8-1569965, built on 08/11/2016 09:09 GVI
Lat ency m n/avg/ max: 0/4/2834
Recei ved: 14529333776
Sent: 14758752055
Connections: 1616
Qut st andi ng: 4
Zxi d: 0x952925303
Mode: fol | ower
Node count: 237674
4. Back up the following directories on the server:
e dataDr
e dat aLogDi r, if specified in the zoo. cf g file
5. Perform the upgrade on the server.
6. Copy the content in the following directories to the upgraded server:
e dataDr
e dat alLogDi r, if specified in the zoo. cf g file
7. If applicable, transfer the following files to the upgraded server:
e zoo.cfg
e java.env

e | o0g4j.properties

8. Verify that the zoo.cfg file references the correct file path for the dat aDi r and dat aLogDi r
directories, and that the nmyi d files are configured correctly.

9. Restart the upgraded ZooKeeper server, for example:

ZooKeeper-installation-directory/bin/zkServer.sh start

10. Repeat Steps 2-9 for the other ZooKeeper servers in the ensemble.
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11. After all servers in the ensemble are upgraded, restart the ZooKeeper watchdog or monitor, if
applicable.

For a standard upgrade, complete the following steps:

1. Stop the Streams domains that are using the ZooKeeper ensemble. To stop a domain, enter the
following command:

stream ool stopdomain -d donain-id

2. Log in as user root on each Streams resource that is running the domain controller service as a
Linux system service, and enter the following command:

st reamt ool st opdonai nhost -d domain-id
3. Stop any ZooKeeper watchdog or monitor that restarts the ZooKeeper server.

4. Stop the ZooKeeper servers. To stop a ZooKeeper server, enter the following command on the
server:

ZooKeeper-installation-directory/bin/zkServer.sh stop
5. Back up the following directories on each server:

e dataDir

e dat alLogDi r, if specified in the zoo. cf g file
6. Perform the upgrade on each server.
7. If applicable, transfer the following files to each server:

e zoo0.cfg

e java.env

e | o0g4j.properties

8. Verify that the zoo.cfg file references the correct file path for the dat aDi r and dat aLogDi r
directories, and that the myi d files are configured correctly for each server.

9. Copy the content in the following directories to each server:
e dataDr
e dat aLogDi r, if specified in the zoo. cf g file

10. Restart each of the upgraded ZooKeeper servers. To start a ZooKeeper server, enter the following
command on the server:

ZooKeeper-installation-directory/bin/zkServer.sh start
When a quorum is formed, the data are automatically replicated to the servers in the quorum.

11. Verify that the ZooKeeper ensemble is up and running by using the ZooKeeper Sr vr or st at
command. For a Sr vr command example, see the ZooKeeper setup procedure.

12. After all servers in the ensemble are upgraded, restart the ZooKeeper watchdog or monitor, if
applicable.
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13. Log in as user root on each Streams resource that is running the domain controller service as a
Linux system service, and complete the following steps for each domain:

a. Update the zkconnect property in the following file to the proper value:
/etc/ I nfoSphere_ Streans/donai n-id/controller.properties
b. Start the domain controller service on the resource by entering the following command:
streant ool startdomai nhost -d domain-id
14. Start the Streams domains. To start a domain, enter the following command:
streant ool startdomain -d domain-id
Related reference:Streamtool commands

This reference section provides a description of each streamtool command, which includes details
about command syntax and options. To obtain the help information for a specific command, enter
streant ool nman command- nane.

8.1.2. Setting up the default user authentication
method for a Streams enterprise domain

Before you create a Streams enterprise domain, use these guidelines to set up an LDAP server or the
PAM authentication service for user authentication. After you create the domain, you can customize
user authentication.

When you create an enterprise domain, you must specify either LDAP or PAM as the default user
authentication method for Streams. After creating the domain, you can use the following additional
options to customize user authentication:

e Login module authentication
e Client certificate authentication
e Kerberos authentication :

Related tasks

3

‘Customizing user authentication for a Streams enterprise domain”

When you create an enterprise domain, you must specify either LDAP or PAM as the default user
authentication method for Streams. After creating the domain, you can use login modules, client
certificates, and Kerberos to customize user authentication.

8.1.2.1. Setting up an LDAP server for authenticating Streams
users

The preferred authentication service for user authentication in a Streams enterprise domain is the
Lightweight Directory Access Protocol (LDAP) authentication service. If you are using LDAP for
user authentication, it must be installed and configured before you create an enterprise domain.

Procedure

1. The system administrator installs and configures LDAP by using the instructions in the LDAP
documentation.
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2.

Obtain the LDAP property values for Streams.

Important

You must specify the ser ver Ur| and user DNPat t er n property values when you create an
enterprise domain.

The group, user, and secondary lookup properties are optional.

o The group and user properties control how user groups are searched on the LDAP server and
how Streams determines which groups have a user as a member.

o Streams uses the secondary lookup property to perform an LDAP query to find the LDAP
username for the provided username, and then authenticates at the LDAP server with this
LDAP username and the provided password.

The group, user, and secondary lookup functions that are used by Streams no longer require that
the LDAP server allow anonymous binds.

If you use an LDAP server that does not enable anonymous binds, Streams uses the

credentials that are specified on the security. | dapAdmni ni strat or User

and security. | dapAdm ni st rat or Passwor d domain properties when

it runs LDAP queries during the authentication process. You can specify these

property values when you create the domain or after the domain is created by using

thest r eant ool set| dapadmi nconfi g command. For more information about these
properties, enter St r eant ool man domai nproperti es. For more information about the
command, enter St r eant ool man set | dapadm nconfi g.

The following st r eant ool nkdonai n command example shows the LDAP options that are
specified on the command:

str
-1

eant ool nkdonain -d sanpl edomai n --zkconnect nyzookeeper: 2181
dap --server-url "ldap://I|dapl.i bmcom 389"

--user-dn "cn=*, ou=peopl e, dc=i bm dc=cont

--group-obj groupOrNanes --group-attr nenber --user-attr uid
--group-srch "ou=group, dc=i bm dc=cont

--user-secondary-| ookup "(&(objectcl ass=person) (ui dNurrber=*)) ui d"
--property security.|dapAdm ni stratorUser=admn nl

--property security.| dapAdm ni strat or Passwor d=passwor d

serverUrl

LDAP server URL. This URL includes the host name and port number of the LDAP server, for
example, | dap://1 dapl.i bm com 389.

userDnPattern

User DN Pattern. This pattern is used to create a distinguished name (DN) for a user during login,
for example:

cn=*, ou=peopl e, dc=i bm dc=com which is valid for any LDAP server type.
ADDOVAI NNAVE\ \ \ * | which is valid for Windows Active Directory only.

When the user logs in, the user ID is substituted for the asterisk (*) in the pattern.
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groupObjectClass

LDAP group object class that is used to search for group names.
groupSearchBaseDn

LDAP base DN that is used to search for groups.
groupAttributeWithUserNames

LDAP name of the element in the group record that contains the list of members in the group.
userAttributeStoredInGroupAttribute

LDAP name of the element in a user record that is stored in the group record.
userSecondaryLookup

LDAP user secondary lookup query that Streams uses to find the LDAP user name from the
specified user ID, for example:

(&( obj ect cl ass=i brper son) (not esshort name=*)) uid"

Example

The following examples show how to use LDAP search commands to validate the following options
for the st r eant ool nkdomai n command:

e --server-url : Specifies the URL for the LDAP server that the domain uses to authenticate
users.

e - -user-dn: Specifies the LDAP pattern that is used to create a DN when the user logs in. For
example: "cn=*,ou=People,ou=streams,0=ibm.com®". When the user logs in, their user ID is
substituted for the asterisk (*) in the pattern.

e --user-secondary-| ookup: Specifies an LDAP user secondary lookup query, which
Streams uses to find the LDAP user name from the provided user name.

Note

Your values will be different in the following examples. Your LDAP server administrator who
controls and manages the LDAP schema can provide the appropriate strings to use in the LDAP
searches.

The LDAP server in this example authenticates John Doe by using his uid, which is the serial number
plus the country code.

John Doe

serial number: 123456
country code: 897

uid: 123456897

Notes® short name: jdoe

In the following LDAP search, John Doe's record is looked up by using
obj ect cl ass=i bnper son and ui d=123456897, which is a combination of the serial number
and country code.
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| dapsearch -xLLL -h bl uepages.ibmcom 389 -b "c=us, ou=bl uepages, o=i bm cont
"(&(obj ectcl ass=i brper son) (ui d=123456897) )"

Result:

dn: ui d=123456897, c=us, ou=bl uepages, o=i bm com
obj ectcl ass: person

obj ectcl ass: organi zati onal Person

obj ectcl ass: i bnPerson

obj ectcl ass: ePerson

obj ectclass: top

ou: bl uepages

0: ibmcom

i brseri al nunber: 123456

enpl oyeecount rycode: 897

not esemmni | : CN=John Doe/ OU=Rochest er/ O=I BM@ BMUS
not esmai | domai n: | BMJS

notesnmailfile: mail 1\ doe

not esshort nane: jdoe

co: USA

ui d: 123456897

In the following LDAP search, the data is filtered by obj ect cl ass=i bnper son and
not esshort nane=j doe, and the ui d is returned.

| dapsearch -xLLL -h bl uepages.ibmcom 389 -b "c=us, ou=bl uepages, o=i bm cont
(&( obj ect cl ass=i brper son) ( not esshort nane=j doe) )" uid

Result:

dn: ui d=123456897, c=us, ou=bl uepages, o=i bm com
ui d: 123456897

Domain users know their notesshortname but might not know their uid, which is a combination of
their serial number and country code. For users to log in with their notesshortname, the following
streant ool nkdomai n command can be used to create the enterprise domain. The previous
ldapsearch example verified the value to use for the - - user - secondar y- | ookup parameter.

streamt ool nkdomain -d jhbMni Cluster --ldap --server-url "ldap://

bl uepages. i bm com 389"

--user-dn "ui d=*, c=us, ou=bl uepages, o=i bm cont

--user-secondary-| ookup " (& objectcl ass=i bnper son) (not esshort nane=*)) uid"
--owner jdoe

Result

User jdoe LDAP password: ****x*xxx*
CDI SA00171 Creating the followi ng domain: jhbMniC uster.
CDI SA0018I The foll owi ng domai n was created successfully: jhbMni Cl uster.

Related tasks:

3

‘Creating a Streams enterprise domain”

You can create an enterprise domain by using the Streams graphical user interfaces or the
st reant ool command-line interface.

“Customizing user authentication for a Streams enterprise domain”
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When you create an enterprise domain, you must specify either LDAP or PAM as the default user
authentication method for Streams. After creating the domain, you can use login modules, client
certificates, and Kerberos to customize user authentication.

Related reference:
Streamtool commands

This reference section provides a description of each streamtool command, which includes details
about command syntax and options. To obtain the help information for a specific command, enter
streant ool man conmand- nane.

8.1.2.2. Setting up the PAM authentication service for Streams
users

The Pluggable Authentication Module (PAM) authentication service is the default mechanism for user
authentication on Linux systems. You can create a Streams enterprise domain that uses the default
Linux authentication option, which is PAM with a UNIX backend, or you can use other PAM options
such as PAM with the LDAP backend. The preferred PAM option for a high availability environment
is PAM with the LDAP backend.

Before you begin

If you configure security to use PAM with a UNIX backend, only the domain owner can log in to a
Streams domain by using a user ID and password. This restriction does not apply to domains that use
other PAM options such as PAM with the LDAP backend.

You can use the following options to work around this restriction:

e Usethesecurity.runAsRoot domain property to enable both the domain owner and non-
domain-owner clients to log in with a user ID and password. You can update this property by
using the st r eant ool set domai npr oper t y command. The following example shows how
to update the property by using the command:

stream ool -d domainl setdonai nproperty security.runAsRoot =true

Note

This property pertains only to resources where the domain controller service is registered as
a Linux system service. You can register the domain controller service as a system service by
running the st r eant ool regi st er domai nhost command.

e Thesecurity.runAsRoot property works for all Streams clients, including the Streams
Console, Streams Studio, the st r eant ool command-line interface, and the REST and JMX
domain management API clients.

Note

The security. runAsRoot property must be used to enable Streams Studio, and the REST
and JMX domain management API clients to use the domain and its instances.

e The Streams Console can be configured to use certificate based client authentication as an
alternative to the securi ty. runAsRoot property.
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e Public and private keys can be used by the st r eam 0ol command-line interface as an
alternative to the securi ty. runAsRoot property.

Procedure

The system administrator configures PAM by using the instructions in the PAM documentation.

Important

The Streams resource that is running the authentication and authorization service must be able to
access the PAM backend to verify and authenticate Streams users.

e For PAM with a UNIX backend, the Streams users must be defined on this system.

e For PAM with the LDAP backend, the LDAP server must be accessible from the resource that is
running the authentication and authorization service.

Related concepts:

“User authentication options for Streams”

The default user authentication method for Streams domains is PAM or LDAP. For a basic domain,
Streams uses PAM. For an enterprise domain, you can specify either LDAP or PAM as the default
method when you create the domain, and then customize user authentication after the domain is
created.

Related reference:
streamtool setdomainproperty command streamtool registerdomainhost command

8.1.3. Setting up an external resource manager for a
Streams enterprise domain

Streams supports user-defined resource managers. Using an external resource manager with Streams
is optional.

8.1.3.1. Setting up a user-defined external resource manager for
Streams

If you plan to use a user-defined external resource manager to manage resources, use this procedure to
configure your resource manager for Streams.

Procedure

1. Create a Streams enterprise domain and specify the user-defined resource manager as the external
resource manager for the domain.

When you create the domain by using the st r eant ool nkdomai n command, specify
--property domai n. ext er nal Resour ceManager =user - def i ned- val ue on the
command.

2. Start the resource manager.

3. Start the Streams domain by using the st r eant ool st art domai h command.
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Related concepts:
Resources
Related tasks:

“Creating a Streams enterprise domain”

You can create an enterprise domain by using the Streams graphical user interfaces or the streamtool
command-line interface.

3

‘Setting up resources in a Streams enterprise domain”

Administering domains

Related reference:
Streamtool commands

This reference section provides a description of each streamrtool command, which includes details
about command syntax and options. To obtain the help information for a specific command, enter
streant ool man command- nane.

8.2. Creating a Streams enterprise domain

You can create an enterprise domain by using the streamtool command-line interface.

Before you begin

e Set up an external ZooKeeper server to manage Streams.

e Set up the default user authentication method for the domain.

e If you are using an external resource manager, set up the external resource manager for Streams.

Creating an enterprise domain by using the Streams streamtool
command-line interface

Use this procedure to create an enterprise domain by using the Streams st r eant ool nkdomai n
command.

Procedure

1. To set the Streams ZooKeeper connection string in an environment variable, enter the following
command. This setting eliminates the need to specify the connection string on subsequent
commands.

export STREAMS_ZKCONNECT=ext er nal - ZooKeeper - connecti on-string
For example:

export
STREAMS_ZKCONNECT=192. 168. 1. 100: 2181, 192. 168. 1. 101: 2182, 192. 168. 1. 103: 2183

2. To configure your local shell environment for Streams, enter the following command:

source product-installation-root-directory/7.1.0.0/bin/streanmsprofile.sh

3. To complete this procedure in the interactive streamtool interface, enter the following command:
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st r eant ool

Using the interactive St r eam 00l interface saves you time. Streams caches some command
options and information so that you do not have to reenter them. Also, you do not have to specify
streamtool before each command. To exit the interactive St r eant ool interface, enter exit or
quit.

4. Create an enterprise domain by using the st r eamt ool nkdonai n command.

To create an enterprise domain that uses PAM for user authentication, enter the following
command:

nkdomain -d domain-id --property domai n. hi ghAvai |l abi i t yCount =nunber

Notes:

o To configure high availability in Streams enterprise domains, you must specify a
domai n. hi ghAvai | abi | i t yCount domain property value greater than 1. For more

information, see “Configuring high availability for Streams enterprise domains, instances,
and application repositories”.

o Ifyou are not using SSH for your communication mechanism, specify
--property domai n. sshAl | owed=f al se on the command. By default, the
domai n. sshAl | owed property is set to true, and Streams attempts to use SSH
for communication between resources in the domain. If you are not using SSH for
your communication mechanism, setting this property to false prevents unnecessary
communication attempts between resources and SSH error messages.

To create an enterprise domain that uses LDAP for user authentication, enter the following
command. When prompted, enter the LDAP password for the domain owner.

nkdomain -d domain-id --ldap --server-url URL --user-dn DN-pattern
--property domai n. hi ghAvai |l abi | ityCount=nunber

For example:

nkdomain -d StreamsDonmain --ldap --server-url “ldap://

| dap. streans. com 389"

--user-dn “uid=*, ou=peopl e, dc=st reans, dc=conf --property
donai n. hi ghAvai | abi | i t yCount =3

Notes:

Enter the mkdonmai n command on one line. In the examples, the lines are split for
presentation purposes.

The owner of the domain is the user who runs the command by default.

To specify another owner, use the following command options:

--owner LDAP-user-1D

If you specify another owner, enter the LDAP password of that owner when prompted.
Otherwise, enter the LDAP password of the user who is running the command. The password
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prompt tells you which user is the owner. For example, if you specify - - owner testerl
on the command but tester3 is creating the domain, the password prompt says User testerl
LDAP password.

e To configure high availability in Streams enterprise domains, you must specify a
domai n. hi ghAvai | abi | i t yCount domain property value greater than 1. For more
information, see “Configuring high availability for Streams enterprise domains, instances, and
application repositories”.

e Ifyou are not using SSH for your communication mechanism, specify
--property domai n. sshAl | owed=f al se on the command. By default, the
domai n. sshAl | owed property is set to true, and Streams attempts to use SSH for
communication between resources in the domain. If you are not using SSH for your
communication mechanism, setting this property to false prevents unnecessary communication
attempts between resources and SSH error messages.

e [fyou are using an external resource manager, set the
domai n. ext er nal Resour ceManager domain property.

e For a user-defined external resource manager, specify
--property domai n. ext er nal Resour ceManager =user - def i ned- val ue on
the command.

To display the resources in the domain, enter the following command:
| savai | abl ehost's

As shown in the following example, there is one resource in the domain. You assign tags to this
resource later in this procedure.

Resour ce Tags
nmyhost 1.i bm com

Optional: Set up automatic recovery from failures on this resource.

For high availability with automatic recovery from failures, the domain controller service must run
as a registered Linux system service on this resource. You can set up the controller on additional
resources when you add those resources to the domain.

To set up the controller as a system service on this resource, enter the following command:

streant ool registerdonai nhost -d domain-id --zkconnect host: port

e The--zkconnect option specifies the name of one or more host and port pairs for the
configured external ZooKeeper ensemble. If you specify multiple host and port pairs, separate
each pair with a comma. This value is the external ZooKeeper connection string. To obtain this
value, you can use the st r eant ool get zk command.

e You must have root authority to run this command.
Optional: Change the default location for Streams class cache, log, and trace files.

The default root directory for class cache, log, and trace files that are generated by Streams is

the /tmp directory. If you use a system maintenance utility such as t mpwat ch, either modify the
utility to exclude these files or configure a different root directory by using the following Streams
domain properties:
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10.

I1.

12.

e dommi n. fil eSt oragePat h: This property specifies the root directory where Streams
class cache and other temporary files are stored. If the class cache files are removed, the web
management service might fail and not recover correctly.

e dommi nLog. pat h: This property specifies the root directory where Streams log and trace
files are stored. If these files are removed, it might be difficult to resolve Streams problems.

You can update these properties by using the st r eanmt ool set dormai nproperty command.

Set up additional resources in the domain.

If you are using the default Streams resource manager, complete the following steps after you set
up the resources in the domain:

a. Verify that the resources are added to the domain. For example, you can use the
streant ool | savail abl ehost s command. The following command output example
shows a domain that includes three Streams resources.

Resour ce Tags
nmyhost 1. i bm com
nmyhost 2. i bm com
nmyhost 3. i bm com

b. Assign management and application tags to the resources. Assign at least two resources as
management resources and the other resources as application resources. Tag names are case-
sensitive. For example, the following commands assign the management tag to hostl and
host2, and the application tag to host3:

chhost --tags managenent host1, host 2
chhost --tags application host3

Start the domain by entering the following command:

startdomain

When prompted, enter your domain ID and password. If another domain owner was specified on
the mkdomain command, enter the ID and password of the owner.

Tip: If the domain fails to start because a port is in use, you can change the port number by using
the st r eant ool set donai npr operty command. For example, if the domain fails to start
because the management API service and web management service ports are in use, you can
enter the following command. If you specify a value of 0 for the port number, Streams selects an
available port.

set domai nproperty jnx.port=0 sws. port=0

Dynamic port allocation is not ideal, however, if you have applications that use the REST API or
JMX API or use tools (such as Streams Studio or Streams Console) that access those services.

Create one or more instances for running stream processing applications.

To manage and monitor the domain, you can use the Streams Console. The domain must be started
to use the console.

To open the console:
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a. Enter geturl to display the URL for the console. For example, if your resource is
myhost.mydomain.com and the port number for the console is 8440, this command displays
the following URL:

htt ps:// myhost . nydomai n. com 8440/ st r eans/ domai n/ consol e
b. Paste this URL into your browser.
13. To exit the interactive St r eant ool interface, enter exit or quit.
Related reference:
Streamtool commands

This reference section provides a description of each st r eant ool command, which includes details
about command syntax and options. To obtain the help information for a specific command, enter
streant ool man command- nane.

8.3. Setting up resources in a Streams
enterprise domain

8.3.1. Creating a domain host installation package for
a Streams enterprise domain

If you are using the default Streams resource manager to manage resources in your enterprise domain,
you can use this procedure to create a domain host installation package that you can use to add
Streams resources to the domain.

Both Streams resources and externally managed resources can be used together in a domain.
Before you begin

e Install the main installation package for Streams on at least one resource. The main installation
package includes all of the product files. To reduce the product size requirement on resources, the
domain host installation package contains a subset of the Streams product files. For example, this
package does not contain the toolkits.

Note

If you installed the main installation package on a shared file system that is accessible by all
resources in the domain, you do not need to create a domain host installation package. To add
resources to the domain, see “Adding Streams resources that already have the product installed”.

e Optionally, create an enterprise domain. If you create the domain after you set up the resources,
you must use the domain name and ZooKeeper connection string that are specified in the domain
host installation package.

About this task

The domain host installation package contains a streamsdomainhostsetup.sh script, a response file,
and a readme file. The response file contains the installation information that you specify when you
create the package and helps to simplify the installation process.
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The script performs the following operations:

e Installs Streams on the resource.

e Registers the resource in the domain.
Sets up the domain controller service as a Linux system service or an unregistered service. For
more information, see Options for setting up the domain controller service.

e Starts the domain controller service on the resource.

Procedure

1. Create the domain host installation package by using the Streams Console or the

st reant ool nkhost pkg command.

Streams Console

If the domain exists, you can download the package from the Streams Console. You can
specify the installation directory, installation owner, and installation group in the Streams
Console Add Resources window before you download the package.

Notes:

o Download the package file from a resource that has the main installation package installed.

Important: Ensure that the web management service is running on the resource, or
an error message is displayed. You can use the st r eant ool get donmi nst ate
command to verify that the service is running.

o By default, the domain controller service option is selected. If selected, the controller is
set up as a registered Linux system service when you install the domain host installation

package. To run the controller as an unregistered service, clear the controller option check

box in the Streams Console Add Resources window before you download the package.

streant ool nkhost pkg command

You can create the domain host installation package by running this command even if the
domain does not exist.

By default, the st r eant ool nkhost pkg command uses the following options:

o The domain ID is StreamsDomain. To use a different domain ID, specify the
-d domai n-i d option on the command.

o The generated package is located in the current directory. To use a different directory,
specify the - - pkg- di r pat hname option on the command.

o The domain controller service is set up as a registered Linux system service when you
install the domain host installation package. To run the controller as an unregistered
service, specify the --unregistered option on the command.
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Note

If a non-root user runs the command with the - - unr egi st er ed option, the domain
must exist and be started.

2. Optional: Customize the response file.

To change the options that you specified when you created the domain host installation package,
extract the contents of the installation package and edit the response file. For example, you can use
the same installation package to add the resource to another domain with a different ZooKeeper
connection string value. Before you run the setup script on your resources, modify those properties
in the response file.

Results

The domain host installation package is created. The package file is an uncompressed tar file. The
contents of the files in the tar file are compressed.

What to do next
Copy the domain host installation package to all of the resources that you want to add to the domain.

After you copy the package to a resource, install and configure Streams on the resource.

Related reference:
Streamtool commands

This reference section provides a description of each st r eant ool command, which includes details
about command syntax and options. To obtain the help information for a specific command, enter
streant ool man command- nane.

8.3.2. Creating and deploying a resource installation
package for a Streams enterprise domain

If you are using a user-defined resource manager to manage resources in your enterprise domain, you
can use this procedure to create a resource installation package and deploy that package on all of the
externally managed resources that you want to add to the domain.

Both Streams resources and externally managed resources can be used together in a domain.
Before you begin

e Install the main installation package for Streams on at least one resource. The main installation
package includes all of the product files. To reduce the product size requirement on resources,
the resource installation package contains a subset of the Streams product files. For example, this
package does not contain the toolkits.

Note

If you installed the main installation package on a shared file system that is accessible by all
resources in the domain, you do not need to create and deploy a resource installation package. To
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add resources to the domain, see “Adding externally managed resources to a Streams enterprise
domain”.

e Set up the external resource manager for Streams.
e Requirements for installing the resource installation package:

o The installation script does not check that the hardware, software, and other preinstallation
requirements for installing Streams are satisfied. Ensure that you have satisfied these
requirements before installing Streams on the externally managed resources. Otherwise, the
installation might not be successful or the product might not run. For example, the installation
will fail if there is not enough storage. If there are missing software dependencies, the product
might not run.

o Ifyou run the installation script with root authority, the user ID and group that own the
installation must exist before running the script. Otherwise, the script will fail and indicate that
the user ID and group are missing. The root user cannot own the installed files.

o The installation script creates the specified root installation directory and any
parent directories that do not exist. You must have write permission for the
last existing parent directory. For example, if you install the product in the
[ opt/ibn | nfoSphere_Streans directory and the i bmdirectory does not exist, you
must have write permission for the opt directory. If the product version is already installed in
the specified installation directory, the default behavior is that the script fails with exit code 1.
For any other error, the script exits with exit code 2.

e Ifyou are installing the package in the same root directory as a previous product version, you must
be the installation owner of the previous version.

If you are installing the package with root authority, you must specify the same installation owner

as the previous version.

Procedure
1. Create the resource installation package by entering the following command:

st reamnt ool nkresour cepkg

The default location of the generated package is the current directory. For a different directory,
specify the - - pkg- di r pat hname command option.

For more information about this command, enter St r eant ool nman nkr esour cepkg.

The resource installation package contains the following files:

Installation script files:

o streansresourceinstall. sh: This script file is used to install the Streams product
on the externally managed resources with the same options that you specified on the
streant ool nkresour cepkg command.

o streansresourceset up. sh: This script file is used to install the Streams product on
the externally managed resources if you want to change any options that you specified on
the st r eant ool nkresour cepkg command.
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e streansresourceuni nstall. sh: This script file is used to uninstall the Streams
product on the externally managed resources.

2. Deploy the resource installation package on the externally managed resources. The method for
deploying the package depends on the external resource manager that you use.

e User-defined resource manager: Deploy and install the package manually.
a. Copy the package to the externally managed resources.

b. Extract the contents of the package by entering
tar -xvf resource-install ation-package-nane .tar.

3. Install the Streams product.

e To install the product with the same options that you specified on the
st reant ool nkresour cepkg command, run the streamsresourceinstall.sh script file.

e [fyou want to change any options that you specified on the
streant ool nkresour cepkg command, run the streamsresourcesetup.sh script file.

What to do next

Add the externally managed resources to the domain.

Related reference:

streamtool mkresourcepkg

The st reamt ool nkr esour cepkg command generates an installation package that you can use
to add externally managed resources to the domain.

8.3.3. Adding resources to a Streams enterprise
domain

After you install Streams on at least one resource, you can add more resources to the domain. You can
obtain resources from the default Streams resource manager or an external resource manager. Streams
also supports user-defined external resource managers.

Streams resources are always hosts. The externally managed resources might be other types of
physical and logical entities, such as containers and process groups.

Both Streams resources and externally managed resources can be used together in a domain.
Related concepts:

Resources

8.3.3.1. Adding Streams resources to an enterprise domain
Hosts are one type of resource that you can use in Streams. They are referred to as Streams resources.

To add more Streams resources to a domain, you must install and configure Streams on the hosts.
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About this task

You can copy the domain host installation package to other hosts and configure them for inclusion in
the domain. Alternatively, you can install the full product on a shared file system that is accessible by
each host in the domain and add those hosts as Streams resources in the domain.

Adding Streams resources by installing the domain host installation package:

Use this procedure to install and configure Streams on a resource that you are adding to a Streams
domain. To reduce the product size requirement on the resource, the domain host installation package
contains a subset of the Streams files.

Before you begin

The following procedure installs Streams on the resource, registers the resource with the domain, sets
up the Streams domain controller service, and starts this service on the resource.

Before you start the procedure, review the following information:

e Copy the domain host installation package to this resource. For more information about how to
create and customize this package, see Creating a domain host installation package.

e Create the user ID and group that owns the installation if they do not exist on this system. This
ID and group are the ID and group that are specified when the domain host installation package
is created. The default ID and group are streamsadmin. Streams uses this ID and group to run
commands when the domain controller service processes requests on this resource.

e Disable the resource firewall. If firewall usage is required, review the firewall configuration
guidelines for Streams.

e Java is required to run the preinstallation scripts in the following procedure. The default Java
version that is installed with your operating system satisfies this requirement.

Procedure
1. Extract the contents of the domain host installation package by entering the following command:
tar -xvf domai n-host-installation-package-nane.tar

The tar command creates the StreamsDomainHost directory, which contains the
st reansdomai nhost set up. sh script and other installation files.

2. Run the Streams dependency checker script.

The user who owns the installation files runs the dependency checker script by entering the
following commands:

cd dommi n-host-installation-package-directory/ StreansDomai nHost
./ dependency_checker. sh

3. Correct any problems identified by the dependency checker script.

If the dependency checker script indicates that RPMs are missing, install the RPMs by using the
yum install command that is included with Red Hat Enterprise Linux (RHEL).

Most of the required RPMs for Streams are in your operating system installation package. RPMs
that are shipped with the product are in the main installation package, which includes all of the
product files.
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4. Run the Streams domain host setup script by entering the following command from the
domai n- host -i nstal | ati on- package-directory/ StreanmsDonmai nHost
directory.

./ st reanmsdonai nhost set up. sh

Notes:

e A root user must run the script if the domain host installation package was created with the
option to run the domain controller service as a registered Linux system service. A root or
non-root user can run the script if the package was created with the option to run the controller
as an unregistered service.

e This script reads the responsefile.properties file in the

domai n- host-i nstal | ati on- package-di rectory/ StreansDomai nHost directory.

You can optionally change properties in the response file, such as the installation directory,
before entering the following command.

e If you see the following message, review any previous warning messages. If you cannot
determine the problem from the messages that are displayed, review the warnings in the
summary installation logs.

CDI SI 00191 The domai n host setup conpl eted w th warni ngs.

Results

The domain host setup script performs the following operations:

e Installs Streams on the resource by running the St r eansDonai nHost Set up. bi n file.
e Registers the resource in the domain.

e Sets up the domain controller service as a registered Linux system service or an unregistered
service. The controller setup depends on how the domain host installation package was created.

e Starts the domain controller service on the resource.
What to do next

Streams provides several commands that you can use to manage the domain controller service on a
resource. Before using these commands, you must configure the Streams environment variables by
running the following command:

source donai n-host-installation-directory/bin/streansprofile.sh

where domai n- host -i nstal | ati on-di rect ory is the root product installation directory and
the product version directory. For example, if you installed Streams in the default location for user
root, enter the following command:

source /opt/ibnllnfoSphere Streans/7.1.0.0/bin/streanmsprofile.sh

You can use the following commands to manage the domain controller service on a resource.

Command Description

st reant ool get donai nhost st at us Displays the status of the domain controller
service on the resource.
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Command Description
You must have root authority to run this
command.

streamt ool startdonai nhost Starts the domain controller service on the
resource.

v If you set up the domain controller service
to run as a registered Linux system service

by running the streamtool registerdomainhost
command, you must have root authority to run
this command.

v To start the domain controller service as an
unregistered service, a root or non-root user can
specify the

--unregistered option on this command. If a non-
root user runs the command with this option, the
domain must exist and be started.

st reant ool stopdomai nhost Stops the domain controller service on the
resource.

You must have root authority to run this
command.

To use the following commands, the domain controller service must be running as a Linux system
service. You must have root authority to run these commands.

streant ool getdonai nhostconfig Displays the configuration properties for the
domain controller service.

streant ool chdomai nhostconfi g Changes the specified domain controller service
properties.

streant ool rndonai nhostconfig Removes the specified domain controller service
properties.

For more information about command syntax and options, enter the following command:

streant ool nman conmand- nane

Note

If you use the sudo program, the PATH environment variable might not be preserved on some
platforms. For example, if you run the following commands, you might see a message indicating that
the streamtool command is not found:

source /opt/ibnlInfoSphere Streans/7.1.0.0/bin/streanmsprofile.sh
sudo streantool getdomai nhoststatus -d mydonmain

sudo: streantool: command not found
To work around this problem, enter the following commands:

source donai n-host-installation-directory/bin/streansprofile.sh
sudo - E $STREAMS_ | NSTALL/ bi n/ st reant ool get donmai nhoststatus -d mydonain
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Related concepts:

Resources

Resources are physical and logical entities that Streams uses to run services.
Related tasks:

Configuring the Streams environment by running streamsprofile.sh
Related reference:

Streamtool commands

This reference section provides a description of each st r eant ool command, which includes details
about command syntax and options. To obtain the help information for a specific command, enter
streant ool man conmand- nane.

Adding Streams resources that already have the product installed:

If Streams is already installed on the resource or the main installation package is installed on a shared
file system that is accessible by the resource, you can use this procedure to add the resource to a
Streams enterprise domain.

Procedure

Register the resource with the domain, set up the Streams domain controller service as a registered
Linux system service or an unregistered service, and start the controller on the resource.

The command that you use determines how the domain controller service is set up. For more
information, see Options for setting up the domain controller service.

e To set up the domain controller service as a registered Linux system service, use the
streant ool registerdomai nhost command.

This command registers the resource with the domain, sets up the controller as a registered Linux
system service, and starts the controller on the resource.

Example:

streant ool registerdonai nhost -d domain-id --zkconnect host: port

Notes:

©  You must have root authority to run this command.

o You must specify a domain name and the - - zkconnect option on this command. The
domain name that you specify does not need to exist before running the command. The
- -zkconnect option specifies the name of one or more host and port pairs for the
configured external ZooKeeper ensemble. If you specify multiple host and port pairs, separate
each pair with a comma. This value is the external ZooKeeper connection string. To obtain this
value, you can use the st r eant ool get zk command.

e To set up the domain controller service as an unregistered service, use the
streant ool startdomai nhost command.
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This command registers the resource with the domain, sets up the controller as an unregistered
service, and starts the controller on the resource.

Example:

stream ool startdomai nhost -d donmain-id --unregistered --
zkconnect host: port

Notes:

o You must specify a domain name on this command.

e Ifaroot user runs the command, the domain does not need to exist before running the
command.

e Ifanon-root user runs the command, the domain must exist and be started before running
the command.

o You must specify the - - zkconnect option on this command. The - - zkconnect option
specifies the name of one or more host and port pairs for the configured external ZooKeeper
ensemble. If you specify multiple host and port pairs, separate each pair with a comma. This
value is the external ZooKeeper connection string. To obtain this value, you can use the
st reant ool get zk command.

What to do next

Streams provides several commands that you can use to manage the domain controller service on a
resource. Before using these commands, you must configure the Streams environment variables by
running the following command:

source domai n-host-install ation-directory/bin/streanmsprofile.sh

where domai n- host -i nstal | ati on-di rect ory is the root product installation directory and
the product version directory. For example, if you installed Streams in the default location for user
root, enter the following command:

source /opt/ibnllnfoSphere Streans/7.1.0.0/bin/streanmsprofile.sh

You can use the following commands to manage the domain controller service on a resource.

Command Description
streant ool getdomai nhost st at us|Displays the status of the domain controller service on
the resource.
You must have root authority to run this command.
streant ool startdomai nhost Starts the domain controller service on the resource.

v If you set up the domain controller service to run
as a registered Linux system service by running the
streamtool registerdomainhost command, you must
have root authority to run this command.

v To start the domain controller service as an
unregistered service, a root or non-root user can specify
the
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Command Description

--unregistered option on this command. If a non-root
user runs the command with this option, the domain
must exist and be started.

streant ool stopdomai nhost Stops the domain controller service on the resource.

You must have root authority to run this command.

To use the following commands, the domain controller service must be running as a Linux system
service. You must have root authority to run these commands.

st reant ool get donai nhost confi g|Displays the configuration properties for the domain
controller service.

streant ool chdomai nhost confi g |Changes the specified domain controller service
properties.

streant ool rndonai nhost confi g |Removes the specified domain controller service
properties.

For more information about command syntax and options, enter the following command:

streant ool nman conmand- nane

Note

If you use the sudo program, the PATH environment variable might not be preserved on some

platforms. For example, if you run the following commands, you might see a message indicating that

the st r eant ool command is not found:

source /opt/ibnllnfoSphere Streans/7.1.0.0/bin/streanmsprofile.sh sudo
streant ool getdomnai nhoststatus -d nydonmai n
sudo: streantool: comand not found

To work around this problem, enter the following commands:

sour ce donai n-host-installation-directory/bin/streanmsprofile.sh
sudo - E $STREAMS | NSTALL/ bi n/ st reant ool get domai nhoststatus -d mydonain

Related concepts:

Resources

Resources are physical and logical entities that Streams uses to run services.
Related tasks:

Configuring the Streams environment by running streamsprofile.sh

Related reference:

Streamtool commands

This reference section provides a description of each streamrtool command, which includes details
about command syntax and options. To obtain the help information for a specific command, enter
streant ool man conmand- nane.
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Verifying requirements for Streams resources:

You can use St r eant ool commands to verify that Streams resources satisfy configuration and
network connectivity requirements.

Procedure

e To check one or more Streams resources, use the st r eam ool checkhost s command. This
command can check the resources before they are allocated to domains or instances. The resources
that you are checking must be configured to use Secure Shell (SSH) because the command uses
SSH to access each resource and run the tests.

e To check all the Streams resources in a domain, use the st r eant ool checkdomai nhost s
command.

e To check all the Streams resources in an instance, use the
streant ool checki nst ancehost s command.

e To check only the network configuration, specify the - - connect i vi t y- onl y option in any of
these commands.

8.3.3.2. Adding externally managed resources to a Streams
enterprise domain

To add externally managed resources to an enterprise domain, configure the resource manager to
allocate resources to the domain.

Before you begin

e Set up the external resource manager for Streams.

e Ifyou are using a user-defined resource manager, deploy the resource installation package on all
of the externally managed resources that you want to add to the enterprise domain.

Note

If you installed the main installation package on a shared file system that is accessible by all resources
in the domain, you can skip this step.

Procedure

1. Configure the external resource manager to allocate resources to the enterprise domain. The way
that resources are allocated depends on the resource manager. For more information, see your
resource manager documentation.

2. Optional: Update the donai n. managenent Resour ceAl | ocat i onTags domain property.
The tags that you specify on this property determine which domain management services run on
the same externally managed resources.

Both Streams resources and externally managed resources can be used together in a domain. Streams
resources that have tags which match resource requests are used first. If additional resources are
needed, Streams uses the externally managed resources.

Example: The default value of the donmai n. managemnent Resour ceAl | ocat i onTags property
is authentication,audit,jmx,sws. For a Streams resource to be selected as a management resource, it
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must have all of these tags. If the domai n. nanagenent Resour ceAl | ocat i onTags property
is updated with a value of authentication,audit, a Streams resource must have both the authentication
and audit tags to be selected. Additional resources will be requested for the jmx and sws tags that
were removed from the property. For an additional Streams resource to be selected, it must have one
or both of these tags.

For more information about domain properties, enter streamtool man domainproperties. To update
domain properties, you can use the Streams Console or the st r eant ool set domai nproperty
command. For information about the command, enter streamtool man setdomainproperty.

Note

You must restart the domain for the changes to take effect.

What to do next
Create instances and allocate resources to the instances.
Related tasks:

“Creating a Streams instance in an enterprise domain”

You can create an instance by using the Streams Console or the st r eant ool command-line
interface.

Assigning tags to resources in a domain

8.4. Creating a Streams instance in an
enterprise domain

You can create an instance by using the Streams Console or the streamtool

command-line interface.

8.4.1. Before you begin

1. Create and configure a Streams enterprise domain.

2. Add resources to the domain.

3. Start the domain.

8.4.2. Procedure

Use this procedure to create an instance by using the Streams streamtool command-line interface:

1. To configure your local shell environment for Streams, enter the following command:

source product-installation-root-directory/7.1.0.0/bin/streamsprofile.sh

2. To complete this procedure in the interactive streamtool interface, enter the following command:

streamtool

131


http://www.ibm.com/support/knowledgecenter/SSCRJU_4.3.0/com.ibm.streams.admin.doc/doc/assigningtags.html

Chapter 8. Setting up a Streams enterprise domain on multiple resources

Using the interactive streamtool interface saves you time. Streams caches some command options
and information so that you do not have to reenter them. Also, you do not have to specify streamtool
before each command. To exit the interactive streamtool interface, enter exit or quit.

3. Create one or more instances for running stream processing applications. To create an instance,
enter the following command:

mkinstance -i instance-id --property instance.highAvailabilityCount=value

--numresources value

For example:

mkinstance -1 StreamsInstance --property instance.highAvailabilityCount=3 --numresources 3

This example requests three resources from the domain. You can allocate resources to the instance
when you create it by using --#file, --hosts, or

--numresources options. If you do not specify one of those options, the following resource
specification is added when the instance starts:

--numresources 1. You can add resources later by using the streamtool addhost command. For more
information, see “Adding resources to Streams instances”.

To configure high availability in Streams instances, you must specify an
instance.highAvailabilityCount instance property value greater than 1. For more information, see

3

‘Configuring high availability in Streams instances”.

4. Start the instance by entering the following command:
startinstance

5. To exit the interactive streamtool interface, enter exit or quit.

8.4.3. What to do next

If you have not done so already, configure the security for your domain and instances. For example,
create roles and set permissions on instance objects by using access control lists.

You can also start developing and running stream processing applications in your instance.

8.5. Configuring an instance to use dynamic
resource allocation

You can configure an instance to dynamically allocate resources depending on the needs of the
job. When a job is submitted, resources are acquired from the domain to support these jobs and are
released when they are no longer needed.

8.5.1. Before you begin

1. Create a domain. For more information, see Creating domains.

The following sample commands create and start an enterprise domain that uses PAM for user
authentication.
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export STREAMS ZKCONNECT=192.168.1.100:2181,192.168.1.101:2182

streamtool mkdomain -d myDomain streamtool genkey -d myDomain streamtool startdomain -d
myDomain

2. Add Streams hosts or externally managed resources to the domain or instance to support the needs
of the jobs in the instance. For more information, see Adding resources to a Streams domain or
Adding resources to Streams instances .

Important: When you add a resource to a domain, make sure to consider the tagging requirements
of the applications that will run in the instances in the domain. For information about using tags to
restrict resources, see Using tags to restrict resources.

The following sample streamtool commands add a Streams host with a tag to a development
environment.

streamtool adddomainhost -d MyDomain MyHost streamtool chhost --tags MyTag MyHost

The following sample streamtool command adds a Streams host with a tag to a production
environment.

streamtool registerdomainhost -d MyDomain --tags MyTag

8.5.2. About this task

Configuring dynamic resource allocation consists primarily of setting the domain or instance
properties that control it.

8.5.3. Procedure

Create the instance in the domain and set the following properties.
v applicationResourceAllocationMode: Set to job.
v dynamicResourceAllocationEnabled: Set to true.

v jobResourceSharing: Set to the sharing behavior (sameJob, sameUser, samelnstance) that you want
to enable for the instance. For more information about the jobResourceSharing property, see Resource
allocation for application services.

The following sample streamttool command creates the mylInstance instance and sets the required
properties. Enter the following command on the same line.

streamtool mkinstance -d myDomain -i myInstance
--property instance.applicationResourceAllocationMode=job
--property instance.dynamicResourceAllocationEnabled=true

--property instance.jobResourceSharing=sameJob

8.5.4. Results

When a job submitted to the instance, resources that match the tagging requirements are acquired
from the domain to support these jobs and are released when they are no longer needed.
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Remember: Dynamically allocated resources are allocated exclusively. While a resource is allocated to
a specific instance, it is not available for dynamic allocation to another instance.

8.6. Adding resources to Streams instances

You can assign resources to an instance statically when you create the instance or dynamically after
the instance is created. The resources are allocated to the instance from the pool of resources in the
domain.

8.6.1. Before you begin

Add resources to the domain.

8.6.2. About this task

By adding more than one resource to an instance, you increase the processing power and high
availability of the instance. You can tag resources to run specific application or management services
and to have standby services ready on multiple resources. These standby services can take over if a
failure occurs on one of the resources. For more information, see “Configuring high availability for

Streams enterprise domains, instances, and application repositories”.

You can use static resources that are selected when you start the instance. To allocate specific Streams
hosts to an instance, use the manual resource assignment option in the Streams Console or the --
numresources option on streamtool commands. To automatically allocate Streams hosts or externally
managed resources when you start the instance, use the automatic resource assignment option in the
Streams Console.

Tip: In general, using the automatic resource assignment option provides better allocation for high
availability environments. When an automatically added resource fails, it is automatically replaced by
another resource. When a manually added resource fails, the resource is not replaced.

You can also use dynamic resources that are added to an instance based on the job or processing
element requirements. A dynamic resource is released from the instance when the instance is stopped
or when the resource is no longer needed.

Streams provides tags that you can use to restrict access to a resource. This can be helpful if some
resources have special capabilities, such as access to a private data source. For more information, see
Using tags to restrict resources.

8.6.3. Procedure

1. Create an instance. When you create the instance, you can optionally include resource
specifications.

Note: To dynamically allocate resources, you must set the associated properties when you create the
instance. For more information, see Configuring an instance to use dynamic resource allocation.

2. Optional: Specify which instance management services run on the same externally managed
resources by updating the instance.managementResourceAllocationTags instance property.

Use the Streams Console or the streamtool setproperty command to update the property value. You
must restart the instance for the changes to take effect. For more information, run streamtool man
properties.
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3. Optional if dynamic resource allocation is enabled: Add or change the resource specifications for
the instance.

a. Use the Streams Console to edit the instance and change its resource specifications.
Alternatively, use the following streamtool commands: addresourcespec, chresourcespec,
rmresourcespec, addhost, and rmhost.

b. Optional: Configure resource restrictions. For instructions, see Using tags to restrict resources.

8.6.4. Results

Static resources are allocated to the instance when it starts. If your instance has unfilled resource
requests, resources are added to the instance whenever an appropriate resource becomes available in
the domain. You do not need to stop and restart the instance.

If dynamic resource allocation is enabled, resources are acquired from the domain to support
submitted jobs and are released when they are no longer needed.

Related reference:
Streamtool commands

This reference section provides a description of each streamtool command, which includes details
about command syntax and options. To obtain the help information for a specific command, enter
streant ool man command- nane.

8.7. Configuring high availability for
Streams enterprise domains, instances, and
application repositories

Both domains and instances have a high availability count property. This property indicates how many
copies of management services are maintained by a domain, instance, or application repository. The
extra copies (standby services) allow for automatic failover if resources unexpectedly fail or become
unavailable.

8.7.1. Configuring high availability in Streams
enterprise domains

If you configure high availability for the management services in a domain, Streams can switch to
using standby services in the event of a software, hardware, or network interruption.

Before you begin

For high availability with automatic recovery from failures, the domain controller service must be
running as a Linux system service on the Streams resource. For more information, see Options for
setting up the domain controller service on Streams resources.

About this task

To configure high availability for a domain, set the dormai n. hi ghAvai | abi | i t yCount domain
property to a value greater than one. This property specifies the total number of each Streams domain

135


http://www.ibm.com/support/knowledgecenter/SSCRJU_4.3.0/com.ibm.streams.admin.doc/doc/restrictinghosts.html
http://www.ibm.com/support/knowledgecenter/SSCRJU_4.3.0/com.ibm.streams.admin.doc/doc/restrictinghosts.html
http://www.ibm.com/support/knowledgecenter/SSCRJU_4.3.0/com.ibm.streams.ea.doc/streamtool/doc/streamtool.html

Chapter 8. Setting up a Streams enterprise domain on multiple resources

management service. For example, a value of three means that there is one active and two standby
services for each management service in the domain. Streams can switch to using standby services in
the event of a software, hardware, or network interruption. For more information about this domain
property, run St r eant ool man donai nproperti es.

Note

The web management service is not affected by the dormai n. hi ghAvai | abi | i t yCount setting
because that service does not have any standby services. The web management service can run on
resources that are tagged as sws or management resources.

To affect the placement of active and standby services on the resources in your domain, tag the
resources. For example, management services for the domain run on resources that have the following
management tag. If you prefer to run specific management services on specific resources, use the
appropriate tags for those services. For example, the authentication and authorization service runs on
resources that have the following authentication tag.

Note

There can be only one management API service for each resource. The standby services for the
management API service can run on other resources that are tagged as jmx or management resources.

For more information about the Streams services and tags, see Domain and instance services.

Procedure

e To change the domai n. hi ghAvai | abi | i t yCount domain property value, use the
streant ool setdomai nproperty command. You can also specify that property value
when you create the domain.

e To change the tags that are associated with resources, use the Streams Console or the
streant ool chhost command. For more information, see Assigning tags to resources in a
domain.

8.7.2. Configuring high availability in Streams
instances

If you configure high availability for the management services in an instance, Streams can switch to
using standby services in the event of a software, hardware, or network interruption.

Before you begin

For high availability with automatic recovery from failures, the domain controller service must be
running as a Linux system service on the Streams resource. For more information, see Options for

setting up the domain controller service on Streams resources.

About this task

To configure high availability for an instance, set the i nst ance. hi ghAvai | abi | i t yCount
instance property to a value greater than one. This property specifies the total number of each Streams
instance management service. For example, a value of three means that there is one active and two
standby services for each management service in the instance.
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Streams can switch to the standby services in the event of a software, hardware, or network
interruption.

A standby service is not created for the application deployment service on each application resource,
however, the application deployment service is restarted in the event of a software, hardware,

or network interruption. There can only be one application service for each resource, even if the

i nst ance. hi ghAvai | abi | it yCount is set to a higher value. For more information about this
instance property, run St r eant ool man properti es.

To affect the placement of active and standby services on the resources that are allocated to your
instance, tag the resources. For example, application services run on resources with the application
tag, management services run on resources with management tag, and view services run on resources
with the view tag. For more information about the Streams services and tags, see Domain and instance
services.

Procedure

e To change the i nst ance. hi ghAvai | abi | i t yCount instance property value, use the
Streams Console or the st r eant ool set property command. You can also specify that
property value when you create the instance.

e To change the tags that are associated with resources, use the Streams Console or the
streant ool chhost command. For more information, see Assigning tags to resources in a
domain .

8.7.3. Configuring high availability in Streams for an
application repository

If you configure high availability for an application repository, this application repository should be
hosted on highly available storage. You can set the application repository at the domain level or at an
individual instance level. If you configure high availability for an instance, this instance level setting
takes priority over the domain level setting.

Before you begin

For high availability with automatic recovery from failures, the domain controller service must be
running as a Linux system service on the Streams resource. For more information, see Options for
setting up the domain controller service on Streams resources.

About this task

If the hosts or resources of an application, which is configured as highly available, crash, Streams
pulls this application out of the application repository and starts the processing elements (PEs) of this
application on new hosts.

If the property is not set, Streams uses by default the file system repository of the
appl i cati onBundl esPat h property to determine the location of the application directory.

Procedure

e The following example configures an application repository that is running on a highly available
shared file system. The configuration is set at the instance level.

The st reant ool set property command sets the property values for an instance. You have
to update the values in this command:
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streant ool setproperty
i nstance. reposi toryConfi gurati onApplicati onCache="{\"type\":
\"filesystem ", \"baseDirectory\":\"/nydirectory/apprepos\"}"

The following example configures an application repository that uses the IBM Cloud Object
Storage. The configuration is set at the domain level. You have to update the values in this
command:

stream ool setrestrictedconfig cosconfig="{\"IBMCOSaccessKey\":
\ "t heaccesskeygoeshere\",\"| BMCOSsecret Key\ ":\ "t hesecret ykeygoeshere\"}"

The st r eant ool set dormai npr operty command sets the property values for the domain.
You have to update the values for endpoi nt , bucket , and aut h:

domai n. reposi toryConfiguration="{\"type\":\"i bntl oudobj ect st orage\",
\ "endpoi nt\"

:\ "t heendpoi nt f or COSgoeshere\",\ "bucket\":\"apprepos\",\"aut h\":
\"cosconfig\"}"

Note
auth

Is the name of the restricted configuration created in the prior step.
bucket

If you have not created or defined a bucket using the Cloud Object Storage (COS) service, a
bucket is created for you.
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Each Streams domain and instance maintains its own security configuration.

9.1. User authorization for Streams

Streams uses access control lists (ACLs) to manage user authorization for domains and instances. An
ACL contains the type of domain and instance objects to secure and the actions that a user or group
is authorized to perform against the object. The ACLs are initialized when you create a domain or
instance.

9.1.1. Security objects and access permissions for
Streams domains and instances

Streams security objects and permissions enable you to control access to domain and instance
resources and data. You can update security objects and access permissions by using the Streams
Console or st r eant ool commands.

Security objects are hierarchical in nature, in that some objects are included by other objects. For
example, a jobs object can include multiple jobgroup objects, which include job id objects for each
job that is running in the system.

Each object is assigned an access permission and a default permission:

e The access permission identifies which users, groups, or roles have permission to perform
operations against this type of object.

e The default permission identifies the set of permissions that are granted to new child objects
created under this object. Default permissions are only important for the jobs security object when
you create new job groups.

You can set the access and default permissions by using the Streams Console or the following
streant ool commands:

e streantool setdomai nacl for domains
e streantool setacl forinstances

The permissions for a submitted job are contained in its job group and are changed by using the
streant ool grantjobperm ssionandstreant ool revokej obperni ssion
commands. The name of the default job group for an instance is default.

Streams determines the permissions for a user from the following types of permissions:
e Specific user permissions

e Role permissions

e Group permissions

Therefore, removing permissions for a user might require that you remove role or group permissions
in addition to the specific user permissions. You might also need to remove the user and their groups
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from one or more roles. For more information, see the example that shows how to remove security
permissions for a Streams user.

Related concepts:
“Roles”

A role is a collection of permissions that can be assigned to a user or group of users.

3

‘Job groups”

A job group is a group of jobs that have the same authority or permissions.

Related tasks:

[3

‘Viewing and configuring ACL settings for Streams domains and instances”

You can review and configure the access control list (ACL) settings for Streams domains and
instances by using the st r eant ool command-line interface. You can also grant access privileges to
domain and instance resources by using the Streams Console.

Administering a domain in the Streams Console

You can use the Streams Console to monitor and manage the Streams instances and applications in
your domain from any computer that has HTTP connectivity to the server that is running the web
management service.

Related reference:

Streamtool commands

This reference section provides a description of each st r eanmt ool command, which includes details
about command syntax and options. To obtain the help information for a specific command, enter
streant ool man conmand- nane.

Security objects for Streams domains and instances
This information describes the security objects for Streams domains and instances.

Table 9.1. Streams security objects for domains

Domain object Parent object |Description

domain Not applicable |Controls who is allowed to start, stop, or control a domain.

config domain Controls who is allowed to change the configuration for the
domain

hosts domain Controls who is allowed to view, add, and remove hosts

from the domain configuration.

instances domain Controls who is allowed to view, add, and remove instances
from the domain configuration.

system-log domain Controls who has access to view the domain and host log
data.
appconfig domain Controls who has access to view, add, and remove domain-

level application configurations.
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Domain object

Parent object

Description

name>

appconfig <element-

appconfig

Controls who has access to view, add, and remove domain-
level application configuration security elements.

Table 9.2. Streams security objects for instances

Instance object

Parent object

Description

instance

Not applicable

Controls who is allowed to start, stop, or view an instance.

config

instance

Controls who is allowed to change the configuration for the
instance.

hosts

instance

Controls who is allowed to view, add, and remove hosts from
the instance configuration.

jobs

instance

Controls who is allowed to submit new jobs to the instance.

jobgroup name

jobs

Controls who is allowed to view or change all jobs submitted
in the job group for the running instance, and who can submit a
job in the instance.

The parent job group is checked for authority when
checking that a user has permission to submit a job.
Updated permissions for a job group are used when
checking permissions for a submitted job in the running
instance. Job group permissions can be updated by
using the st r eant ool grantj obperm ssi on,
streant ool revokej obpermni ssi on, or
streant ool setacl command.

The Access Control List entries for jobgroup rame objects
control the export of data from a job and the import of data to

a job. In order for one job to export data to a second job, the
user that started the exporting job must have write access to the
second job. In order for the second job to import data from the
exporting job, the user that started the importing job must have
read access to the exporting job.

If permissions are changed after a job is submitted, either the
exporting or importing PE must be restarted for the changes to
take effect.

jobs-override

instance

Controls who is allowed to override the resource load
protection settings when submitting jobs.

application-log

instance

Controls who is allowed to view the application log data.

system-log

instance

Controls who has access to view the instance and host log data.

appconfig

instance

Controls who has access to view, add, and remove instance-
level application configurations.

name>

appconfig <elemen

tappconfig

Controls who has access to view, add, and remove instance-
level application configuration security elements.

Access permissions for Streams domain and instance objects

This information describes the administrator and user access permissions for Streams domain and

instance objects.
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Some objects require multiple permissions. For example, you must have search and delete authority
for the hosts domain object to remove a resource from a domain.

The person who created each listed object is the owner. Owners have 'own' permission, which grants
them all rights on the object.

Table 9.3. Administrator and user access permissions for domain objects

Domain object DomainAdministrator permissions DomainUser
permissions
domain delete: Remove a domain. No access permissions

write: Start and stop a domain; restart domain
services; and clean domain logs.

config read: View tags and properties. read

write: Manage roles, users, and groups; modify
properties; view and set permissions; and make
and modify tags.

hosts add: Add a resource to the domain. search, read

read: Get information about the state of the
domain.

search: View available resources.

search + delete: Remove a resource from the
domain.

search + read + write: Modify tags.

write: Quiesce and resume resources, and remove
tags.

instances add: Create or copy an instance. search

search: View the instances in the domain.

system-log read: View and get the domain, instance, and job |No access permissions
logs.

appconfig search: View domain-level application search
configurations.

add: Create new application configurations at the
domain level.

appconfig_element-  |read: View domain-level application configuration |read
name where element- |elements.
name is the name
of the application
configuration object
within the domain
configuration

write: Create an application configuration element
at the domain level.

delete: Remove a domain-level application
configuration element.

Table 9.4. Administrator and user access permissions for instance objects

Instance object DomainAdministrator and InstanceUser
InstanceAdministrator permissions permissions
instance delete: Remove an instance. search
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Instance object

DomainAdministrator and
InstanceAdministrator permissions

InstanceUser
permissions

search: Capture information about the resources

in an instance; copy an instance; list the instance
when listing domain instances; view the instance
and application logs; and get information about the
state of an instance.

write: Start and stop the instance, and clean the
instance log.

config

read: View properties and list job groups.

write: Manage roles, users, and groups; modify
properties; view and set permissions; create
and remove job groups; and manage resource
specifications.

read

hosts

add: Add a resource to an instance.

read: Get information about the state of the
instance.

search + delete: Remove a resource and its
services from an instance.

search + read: List resources in an instance.

search + read + delete: Remove a resource
specification from an instance.

search + read + write: Modify a resource
specification.

write: Quiesce and resume resources.

search, read

jobs

add: Create a job group.

search: List jobs and PEs, and get information
about the state and status of jobs and PEs.

search, add

default job group or
any job group created
by a user

add: Submit a job.

delete: Stop a job or a PE in a job.

add + delete: Update or restart a PE in a job.

read: Receive data from jobs; get information
about the state of jobs; list jobs and PEs; and view
application and PE logs.

write: Send data to jobs.

add

The user who submits

a job has the following
permissions: read, write,
add, delete

jobs-override

add: Run the st r eant ool
command with the

submitj ob

--overri de option.

No access permissions

application-log

read: View and get the application logs.

read

system-log read: View and get the instance and application No access permissions
logs.
appconfig search: View instance-level application search, add

configurations.
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Instance object DomainAdministrator and InstanceUser
InstanceAdministrator permissions permissions

add: Create application configurations at the
instance level.

appconfig element-  |read: View instance-level application configuration |read, write, delete
name where element- |elements.
name is the name
of the application
configuration object
within the instance
configuration

write: Create an application configuration element
at the instance level.

delete: Remove an instance-level application
configuration element.

Related concepts:

3

‘Job groups”

A job group is a group of jobs that have the same authority or permissions.

“Roles”

A role is a collection of permissions that can be assigned to a user or group of users.

Related reference:

“Streamtool commands that require user authorization”

The st r eant ool command description provides information about the authority that is required to
run each command.

Example 9.1. Removing security permissions for Streams users

Removing the security permissions for a user might require that you remove role or group permissions
in addition to the specific user permissions. This example shows you how to remove the security
permissions for a Streams user by removing both specific user permissions and role permissions.

Procedure

1. Create a Streams domain and instance, and start the domain. For example:

export STREAVS_ZKCONNECT=ext er nal - ZooKeeper - connecti on-string

streant ool nkdomain -d domainl --property sws.port=0 --property jnx.port=0
streamt ool genkey -d domainl

stream ool startdomain -d domainl

streanmt ool nkinstance -d domainl -i instancel

For more information about creating domains and instances, see Chapter 8, “Setting up a Streams
enterprise domain on multiple resources.”.

2. To complete this procedure in the interactive St r eant ool interface, enter the following
command:

st r eant ool

Using the interactive St r eamt 0ol interface saves you time. Streams caches some command
options and information so that you do not have to reenter them. Also, you do not have to specify
streamtool before each command. To exit the interactive St r eant ool interface, enter exit or
quit.
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10.

Create the Example role.

nkrole -d domainl -i instancel Exanple
CDI SC01541 The Exanple role was created for followi ng instance: instancel.
The instance is in the donai nl domain.

Add the user to the Example role. You do not have to reenter the domain and instance name on
this and subsequent commands because this information is cached.

adduserrol e Exanpl e userl
CDI SC01561 The Exanple role was assigned to the followi ng user: userl.
The role applies to the instancel instance in the domai nl domai n.

View the access control list (ACL) for the config instance security object.

getacl config

# object: config

# parent: instance

# owner: Domai nAdni ni strator

# persistent: yes
user:admnl:rw--o

rol e:lnstanceUser:r-----

rol e: Domai nAdmi ni strator:rw--o
rol e:lnstanceAdm nistrator:rw--o

View the permissions for user 1. Note that user 1 has no permissions.

| sperm ssion userl
application-log:------

j obgroup_defaul t:------
jobs:------
jobs-override:------
systemlog:------

Configure read and write permission on the conf i g instance security object for user 1.

setacl user:userl:rw config
CDI SC00191 The access control list for the instancel instance in the donmainl domai n was
updat ed.

Configure read and write permission on the config instance security object for the Example role.

setacl role:Exanple:rw config
CDI SC00191 The access control list for the instancel instance in the domai nl domai n was
updat ed.

View the permissions for userl. Note that user1 has read and write (rw) permission on the config
instance security object.

| spermi ssion userl application-log:------
config:rw---

hosts:------

i nstance:------

j obgroup_defaul t:------

jobs:------

jobs-override:------

systemlog:------

Remove read and write permission on the conf i g instance security object for user 1.

setacl user:userl-rw config

145



Chapter 9. Configuring security for Streams

I1.

12.

13.

14.

15.

16.

CDI SC00191 The access control list for the instancel instance in the donai nl domain was
updat ed.

View the permissions for user 1. Note that the read and write permission on the conf i g
instance security object is not removed for user 1.

| sperm ssion userl application-log:------
config:rw---

hosts:------

i nstance:------

jobgroup_defaul t:------

jobs:------

j obs-override:------

systemlog:------

View the ACL on the conf i g instance security object and note that the Example role has read
and write permission.

getacl config

# object: config

# parent: instance

# owner: Donmi nAdmi ni strator # persistent: yes user:admnl:rw o
rol e:lnstanceUser:r-----

rol e: Exanpl e: rw - - -

rol e: Domai nAdmi ni strator:rw o

rol e:l nstanceAdm ni strator:rw o

List the instance roles and note that user 1 is a member of the Example role.

| srole
Rol e: Exanpl e
Users: userl
G oups:
Rol e: | nstanceAdmi ni strator
Users: adm nl
G oups:
Rol e: | nstanceUser
Users:
G oups:

Remove read and write permission on the conf i g instance security object for the Example role.

setacl role: Exanpl e-rw config
CDI SC00191 The access control list for the instancel instance in the donmainl domain was
updat ed.

View the permissions for user 1. Note that the read and write permission on the conf i g
instance security object is now removed for user 1.

jobgroup_default:------
jobs:------
jobs-override:------
systemlog:------

To exit the interactive St r eant ool interface, enter exi t orqui t .

Related reference:

Streamtool commands
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This reference section provides a description of each streamtool command, which includes details
about command syntax and options. To obtain the help information for a specific command, enter
streant ool man command- nane.

9.1.2. Roles

A role is a collection of permissions that can be assigned to a user or group of users.
You can create roles in domains or instances.

Domain roles

By default, each domain has the following roles:

DomainAdministrator

This role has authority to administer the domain. For example, users and groups that are assigned
this role can start and stop the domain, create and start instances, change and view permissions,
and change the configuration of the domain. They also have authority to administer instances in
the domain.

DomainUser

This role has authority to use the domain. For example, users and groups that are assigned this
role can view domain properties, list the resources in the domain, and get information about the
state of the domain.

Note

You cannot remove these default roles.

You can create more roles in your domain by using the st r eanmt ool nkdomai nr ol e command.
To assign these roles to groups or users, run the st r eant ool addgr oupdonai nrol e or
streant ool adduser domai nr ol e commands. Alternatively, you can use the Streams Console.

Instance roles
By default, each instance has the following roles:
InstanceAdministrator

This role has authority to administer the instance. For example, users and groups that are assigned
this role can start and stop the instance, change and view permissions, change the configuration of
the instance, and submit and cancel jobs.

InstanceUser

This role has authority to use the instance. For example, users and groups that are assigned this
role can view instance properties, list the resources in the instance, and submit jobs. They can also
perform the following tasks for jobs that they submitted: list the jobs, list the processing elements,
cancel the jobs, and stop and restart processing elements.

Note

You cannot remove these default roles.
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You can create more roles in your instances by using the st r eant ool nkr ol e command.
To assign these roles to groups or users, run the st r eant ool addgr oupr ol e or
st reant ool adduserr ol e commands. Alternatively, you can use the Streams Console.

You can use roles to secure domain and instance objects by setting the permissions for the role in
the Streams access control list (ACL). For more information about granting permissions to roles, see
“Viewing and configuring ACL settings for Streams domains and instances”.

Related reference:

3

‘Streamtool commands that require user authorization”

The st r eant ool command description provides information about the authority that is required to
run each command.

streamtool mkrole command

The streamtool mkrole command creates a role in an instance.
streamtool mkdomainrole command

The streamtool mkdomainrole command creates a role in a domain.

9.1.3. Job groups

A job group is a group of jobs that have the same authority or permissions.

You can use job groups to limit who can perform tasks such as sending or receiving data from jobs,
and stopping or restarting processing elements (PEs).

When you submit a job, you can specify which job group it belongs to. If you do not specify a job
group, the submitted job uses the following job group: default.

To create more job groups, use the st r eant ool nkj obgr oup command or the Streams Console.
The job group name must satisfy the following requirements:

e The name must be unique among the job groups that are defined by you within the instance.

e The name must contain alphanumeric characters. You cannot use the following alphanumeric
characters: N#$%&*+,/;<>=2@|]" {|}~() You also cannot use the following Unicode and
hexadecimal characters: u0000; u0001-u001F; u007F-u009F; ud800-uF8FF; uFFF0O-uFFFF;
x{10000}-x { I0FFFF}.

e The maximum length for the name is 255 bytes.

The initial permissions for a new job group are set by the default: permissions for the jobs security
object for an instance. The following example shows the def aul t : permissions for the jobs security
object fori nst ancel:

streamt ool getacl -d domain3 -i instancel jobs
obj ect: jobs

parent: instance

owner: nobody

persistent: yes

H HHH A

def aul t: user: owner: rwsado

defaul t: user: streansadni n: rwsado
default:rol e:lnstanceUser:---a--

def aul t: rol e: Domai nAdm ni strat or: rwsado
defaul t:rol e: | nstanceAdm ni strator: rwsado
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A new job group has the following permissions:

$ streantool nkjobgroup -d domain3 -i instancel -U jobuser groupA
CDI SC01701 The followi ng job group was created: groupA

The job group was created for the instancel instance in the donai n3 donain.
$ streantool getacl -d snmd3 -i instancel jobgroup_groupA

# obj ect: jobgroup_groupA

# parent: jobs

# owner: joeuser

# persistent: yes

user: owner: rwsado

user:j oeuser: rwsado

rol e: |l nstanceUser: ---a--

rol e: Domai nAdni ni strat or: rwsado

rol e:l nstanceAdmi ni strator: rwsado

When you create a job group, you can set the initial permissions by changing the default: permissions
on the jobs security object. The following example shows how to set the delete permission as a default
for new job groups:

streant ool setacl -d smd3 -i instancel default:role:lnstanceUser+d jobs
CDI SC00191 The access control list for the instancel instance in the snd3 domain
was updat ed.

You can set the permissions for job groups in the Streams access control list (ACL). For example,
use the st r eant ool grantj obper nm ssi onand streant ool revokej obpern ssi on
commands to set the following permissions for users, groups, or roles:

ALL

This privilege is equivalent to having add, read, write, search, delete, and own authority for the
jobgroup name instance object.

DATAREAD

Receive data from the jobs in the job group. This privilege is equivalent to having read authority
for the jobgroup nrame instance object.

DATAWRITE

Send data to the jobs in the job group. This privilege is equivalent to having write authority for the
jobgroup name instance object.

JOBCONTROL

Submit new jobs or stop jobs in the job group. This privilege is equivalent to having add and
delete authority for the jobgroup name instance object.

OWN

Change the permissions of the jobs in the job group. This privilege is equivalent to having own
authority for the jobgroup_name instance object.

SUBMIT

Submit new jobs in the job group. This privilege is equivalent to having add authority for the
jobgroup name instance object.

To allow jobs to import or export data, the administrator must grant permissions by modifying the job
group. The following example shows how an administrator can change the permissions for the job
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group to allow any jobs that are submitted by the user Alice to export data to any jobs created in the
Streams instance:

streant ool grantjobpermission -d StreansDomain -i Streansl nstance -J defaul t
user: Al i ce: DATAWRI TE

The following example shows how an administrator can change the permissions for the job group to
allow any jobs that are submitted by the user Bob to import data from any other jobs that are created
in the Streams instance:

streant ool grantjobpermission -d StreansDonmain -i Streanslnstance -J default
user : Bob: DATAREAD

Alternatively, you can use the st r eant ool set acl command to change the permissions for the
jobgroup_default, or jobgroup name security objects, where name is the name your job group. If you
specify permissions that do not match the pre-defined job group permissions, they are designated as
CUSTOM when you run the st r eant ool | sj obper m ssi on command.

Related reference:

streamtool grantjobpermission command

The streamtool grantjobpermission command sets specific permissions for a job group.

streamtool mkjobgroup command

The streamtool mkjobgroup command creates a job group in an instance.
streamtool setacl command

The st reant ool set acl command changes the access or default permissions for an object in a
Streams instance.

9.1.4. Viewing and configuring ACL settings for
Streams domains and instances

You can review and configure the access control list (ACL) settings for Streams domains and
instances by using the st r eanmt ool command-line interface. You can also grant access privileges to
domain and instance resources by using the Streams Console.

Procedure
e View ACL settings.
o To view ACL settings for a domain, use the st r eant ool get domai nacl command.
o To view ACL settings for an instance, use the st r eant ool get acl command.
e Configure ACL settings.
o To configure ACL settings for a domain, use the St r eant ool set donai nacl command.
o To configure ACL settings for an instance, use the St r eant ool set acl command.
Related tasks:

Administering a domain in the Streams Console

Related reference:
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streamtool getdomainacl command

streamtool setdomainacl command

streamtool getacl command

streamtool setacl command

streamtool grantjobpermission command

streamtool revokejobpermission command

9.1.5. Configuring user access to Streams domains
and instances

By default, Streams domains and instances are private and can be accessed only by the user who
creates the domain or instance. To set up a domain or instance that can be accessed by multiple users,
you can use either the Streams graphical user interfaces or st r eant ool commands.

Before you begin

If you are using PAM with a UNIX backend for user authentication, review the restrictions for
domains and instances that are shared by multiple users.

About this task

In the following procedure, the optional administrator and user groups refer to a Linux or LDAP set
of users. After you create the groups by using Linux or LDAP, you can add the groups to the Streams
DomainAdministrator, DomainUser, InstanceAdministrator, and InstanceUser roles when you create
the domain and instance. All members in the group have the DomainAdministrator, DomainUser,
Instance Administrator, and InstanceUser permissions.

Restriction

To add the members of a Linux or LDAP administrator group and user group to the
InstanceAdministrator and InstanceUser roles, you must create the instance by using the command-
line procedure. This option is not supported in the Streams Console graphical user interface.

About this task
e Set up the domain or instance by using the Streams graphical user interfaces.
o To set up a domain that is shared by multiple users:

1. Create the domain. When you create a domain, Streams creates the DomainAdministrator
and DomainUser roles, and adds the domain owner to the DomainAdministrator role.

Optional: Specify a Linux or LDAP administrator group name and a user group name,
which are added to the DomainAdministrator and DomainUser roles when the domain is
created.

2. Add users or groups to the DomainAdministrator and DomainUser roles by using the
Streams Console.

o To set up an instance that is shared by multiple users:
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1.

2.

Create the instance by using the Streams Console. When you create an instance, Streams
creates the InstanceAdministrator and InstanceUser roles, and adds the instance owner to
the InstanceAdministrator role.

Add users or groups to the InstanceAdministrator and InstanceUser roles by using the
Streams Console.

e Set up the domain or instance by using St r eant ool commands.

o To set up a domain that is shared by multiple users:

L.

Create the domain by using the st r eant ool nkdomai n command. When you create
a domain, Streams creates the DomainAdministrator and DomainUser roles, and adds the
domain owner to the DomainAdministrator role.

Optional: Specify a Linux or LDAP administrator group name and a user group name,
which are added to the DomainAdministrator and DomainUser roles when the domain is
created.

e To add an administrator group to the DomainAdministrator role, use the
- -adm n- gr p option.

e To add a user group to the DomainUser role, use the - - user - gr p option.

Add users or groups to the DomainAdministrator and DomainUser
roles by using the St r eant ool adduser domai nr ol e and the
st reant ool addgroupdomnai nr ol e commands.

o To set up an instance that is shared by multiple users:

1.

Create the instance by using the st r eant ool nki nst ance command. When you
create an instance, Streams creates the Instance Administrator and InstanceUser roles, and
adds the instance owner to the Instance Administrator role.

Optional: Specify a Linux or LDAP administrator group name and a user group name,
which are added to the InstanceAdministrator and InstanceUser roles when you create the
instance.

¢ To add an administrator group to the InstanceAdministrator role, use the
- -adm n- gr p option.

e To add a user group to the InstanceUser role, use the - - user - gr p option.

Add users or groups to the InstanceAdministrator and InstanceUser roles by using the
streamtool adduserrole and the streamtool addgrouprole commands.

Related concepts:

“Roles”

A role is a collection of permissions that can be assigned to a user or group of users.

Streams interfaces

See this information to learn more about the Streams Console.
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Related reference:
Streamtool commands

This reference section provides a description of each st r eant ool command, which includes details
about command syntax and options. To obtain the help information for a specific command, enter
streant ool nman command- nane.

Example 9.2. Configuring user access to an enterprise domain and instance by using
roles

This example shows how you can use roles to configure user access to a Streams enterprise domain
and instance. A role is a set of permissions or access rights. You can create roles or use default roles
such as DomainAdministrator, DomainUser, Instance Administrator, and InstanceUser.

Before you begin

Create an enterprise domain. For instructions, see Chapter 8, “Setting up a Streams enterprise domain
on multiple resources”.

About this task

Streams checks authority and manages permissions for all of the domain and instance objects at the
domain level. Role information is stored in Apache ZooKeeper. You can assign roles to users or
groups of users. You can then secure domain or instance objects by setting the permissions for the role
in a Streams access control list (ACL).

Procedure

1. To complete this procedure in the interactive St r eant ool interface, enter the following
command:

st r eant ool

Using the interactive St r eant ool interface saves you time. Streams caches some command
options and information so that you do not have to reenter them. Also, you do not have to specify
st r eam ool before each command. To exit the interactive St r eant ool interface, enter exit
or quit.

2. Start the enterprise domain. You are prompted to provide an LDAP user ID and password, which
must have the necessary authority to run the command. For example:

startdomain -d testerdomin

CDI SA00641 Starting authorization service.
User:tester

PaSSV\Drd:********

CDI SA00211 Starting donain testerdonain.

3. To view the roles in the domain, use the st r eant ool | sdonai nr ol € command.

When you create an enterprise domain, Streams creates the DomainAdministrator and
DomainUser roles. By default, the domain owner is added to the DomainAdministrator role. For
example:

| sdomai nrol e
Rol e: Donmi nAdmi ni str at or

153


http://www.ibm.com/support/knowledgecenter/SSCRJU_4.3.0/com.ibm.streams.ea.doc/streamtool/doc/streamtool.html

Chapter 9. Configuring security for Streams

Users: tester
G oups:

Rol e: Domai nUser
Users:
G oups:

To assign a role to another user, use the st r eant ool adduser domai nr ol e command. For
example:

adduser donai nrol e Domai nAdmi ni strator frank

User:tester

Passwor d; ****xxxx

CDI SC01501 Rol e Domai nAdmi ni strator for domain testerdomain has been assigned to user
frank.

Any user can log in to the domain but might not have permission to perform certain operations. In
this case, the user frank is a domain administrator, and has the authority to access the testerdomain
domain and run commands that require administrator authority, such as the following command:

| sdonai nrol e
User: frank
PaSSV\Drd:********
Rol e: Domai nAdmi ni strat or
Users: frank,tester
G oups:
Rol e: Domai nUser
Users:
G oups:

To list all of the access control lists in the domain, users who have DomainAdministrator roles can
use the st reant ool | sdomai nacl command. For example:

| sdomai nacl -U tester

User tester password: *****x*x*

# object: applications

# parent: donmin

# owner: nobody

# persistent: yes
user:bsmth:--sa-o

rol e: Domai nAdmi ni strator:--sa-o0
defaul t: user:owner:rw-do
defaul t:user:bsmth:rw -do
defaul t: rol e: Domai nAdmi ni strator:rw -do
# object: charts

# parent: donmin

# owner: nobody

# persistent: yes
user:bsmth:--sa-o

rol e: Domai nAdmi ni strator:--sa-o0
defaul t: user:owner:rw-do
defaul t:user:bsmth:rw -do
defaul t: rol e: Domai nAdmi ni strator:rw -do
# object: config

To assign a user to the DomainUser role, use the st r eant ool adduser domai nrol e
command. For example:

adduser donai nrol e Domai nUser w | riker
CDI SC01501 Rol e Donmi nUser for domain testerdonain has been assigned to user wilriker.f
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10.

If a user with the DomainUser role tries to stop the domain, the command fails. For example:

stopdonmain -d testerdomain -U wilriker
User wilriker password; x****x*x*
CDI SA5058E User wilriker is not authorized to stop domai n testerdomain.

To list the permissions that a user has for objects in the domain, users with the
DomainAdministrator role can use the st r eant ool | sdonai nper m ssi on command. For
example, the user frank can list the permissions that the user Wi | r i ker has in the domain by
entering the following command:

| sdomai npermi ssion wilriker -U frank
User frank password: ******xx*
applications:------

charts:------

config:------

domai n: --s---

Views:------

The user f r ank can also list his own permissions for objects in the domain as shown in the
following example:

| sdomai npermi ssion frank -U frank
applications:--sa-o

charts:--sa-o0

config:irw--o

donai n: rws-do

host s: rwsado

i nstances: --sa-o0
system | 0g: rws--o

Vi ews: --sa-o

To create an instance, use the st r eant ool nki nst ance command. For example, the user
frank can create an instance by using the following command:

nki nstance -i testerinstance

CDI SA00261 Creating instance testerinstance in donmin testerdonain.
CDI SA00271 I nstance testerinstance created in domain testerdonmain
successfully.

To view the roles in the instance, use the st r eant ool | sr ol e command.

When an instance is created Streams creates the InstanceAdministrator and InstanceUser roles. By
default, the instance owner is added to the Instance Administrator role. For example:

I srol e
Rol e: I nstanceAdm ni strat or
Users: frank
G oups:
Rol e: 1 nstanceUser
Users:
G oups:

To list all of the access control lists in the instance, users that have Instance Administrator or
DomainAdministrator roles can use the st r eant ool | sacl command. For example:
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I1.

12.

13.

| sacl

# object: application-Iog

# parent: instance

# owner: nobody

# persistent: yes
user:frank:rws--o
user:bsmth:rws---

rol e: Donmai nAdmi ni strator:rws--o
rol e:l nstanceAdm ni strator:rws--o
# object: applications

# parent: instance

# owner: nobody

# persistent: yes
user:frank:--sa-o0

rol e: Donmai nAdmi ni strator:--sa-o
rol e:l nstanceAdm ni strator:--sa-o
def aul t: user: frank: rw-do

def aul t: user: owner: rw-do

defaul t: rol e: Domai nAdm ni strator:rw -do
default:rol e:l nstanceAdm ni strator:rw-do
# object: charts

To assign a role to another user, the instance administrator can use the
streant ool adduserr ol e command. In the following example, the user frank adds the user
Wi | riker tothel nstanceAdmi ni strat or role:

adduserrole -i testerinstance -d testerdomain | nstanceAdm ni strator
wilriker

CDI SC01561 Rol e InstanceAdninistrator for instance testerinstance in
domai n testerdomai n has been assigned to user wilriker.

To view the roles in the instance, use the st r eant ool | sr ol e command. For example:

I srole
Rol e: | nstanceAdm ni strator
Users: frank,wlriker
G oups:
Rol e: | nstanceUser
Users:
G oups:

To start the instance, an administrator can use the st r eant ool starti nst ance command.
An administrator is a user who has either the DomainAdministrator or InstanceAdministrator role.
Only an administrator can start or stop an instance. In the following example, the instance owner
frank starts the instance by entering the following command:

startinstance -i testerinstance -d testerdomain -U frank
CDI SA0030l Starting instance testerinstance in domain testerdonain.

CDI SA0031l Instance testerinstance started successfully in domain
t est er domai n.

The user Wi | ri ker, who has the | nst anceAdni ni st r at or role, can also start the instance
with the following command:

startinstance -i testerinstance -d testerdomain -U wilriker
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CDI SA0030l Starting instance testerinstance in domain testerdomain.

CDI SA0031l Instance testerinstance started successfully in domain
t est er domai n.

The user t est er, who has the Donai nAdm ni st r at or role, can stop the instance with the
following command:

testerinstance -d testerdomain -U tester
pass\mrd:********
St oppi ng i nstance testerinstance in donain testerdonain.

st opi nstance -i
User tester
CDI SA0032I

CDI SA0033I1 I nstance testerinstance stopped successfully in domain
t est er domai n.

Related concepts:

“Roles”

A role is a collection of permissions that can be assigned to a user or group of users.

9.1.6. Streamtool commands that require user
authorization

The st r eamt 0ol command description provides information about the authority that is required to
run each command.

To run most commands, you must have specific permissions on Streams security objects. For more
information about a command, enter st r eant ool nan conmand- nane.

By default, users or groups that are assigned to the DomainAdministrator, DomainUser,
InstanceAdministrator, or InstanceUser roles have the permissions necessary to run a subset of
st reant ool commands. These commands are listed in Table 27. All other st r eant ool
commands can be run by all authenticated users in Streams.

Notes:

e A member of the DomainAdministrator role is also authorized to run commands that are listed for
the DomainUser, Instance Administrator, and InstanceUser roles.

e A member of the Instance Administrator role is also authorized to run the commands that are listed
for the InstanceUser role.

Table 9.5. Streamtool commands that can be run by the default domain and instance
roles

Role Authorized streamtool commands

DomainAdministrator |adddomainhost Isrole
addcertificate mkdomainrole
addgroupdomainrole mkhosttag
addgrouprole mkinstance
addhost mkjobgroup
adduserdomainrole mkrole
adduserrole mvdomainservice
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Role

Authorized streamtool commands

canceljob quiescehost
capturestate renewcertificate
checkdomainhosts requestcertificate
checkinstancehosts resetdomainmetrics
chhost restartdomainservice
chhosttag restartpe
chresourcespec restartservice
cleanlog resumehost
cpinstance revokejobpermission
displaype rmcertificate
exportkeystore rmdomain
exporttruststore rmdomainhost
gencertificate rmdomainproperty
getacl rmdomainrole
getdomainacl rmgroupdomainrole
getdomainproperty rmgrouprole
getdomainstate rmhost
getjobtopology rmhosttag

getlog rmjobgroup
getproperty rmproperty
getresourcestate rmresourcespec
grantjobpermission rmrole
importcertificate rmuserdomainrole
importkeystore rmuserrole
importtruststore setacl

Isacl setdomainacl
Isavailablehosts setdomainproperty
Iscertificate setproperty
Isdomainacl startdomain
Isdomainpermission startinstance
Isdomainrole stopdomain

Ishosts stopinstance
Ishosttag stoppe

Isinstance submitjob
Isjobgroup updatecertificate
Isjobpermission updatepe

Isjobs updateusers
Ispermission viewlog
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Role Authorized streamtool commands
Ispes

DomainUser checkdomainhosts getinstancecpu
getdomaincpu getresourcestate
getdomainmetrics Isavailablehosts
getdomainproperty Ishosttag
getdomainstate

InstanceAdministrator |addgrouprole myservice
addhost resetinstancemetrics
adduserrole restartpe
canceljob restrictinstance
capturestate revokejobpermission
checkinstancehosts rmgrouprole
chresourcespec rmhost
cpinstancedisplayjob rminstance
displaype rmjobgroup
getacl rmproperty
getjobtopology rmresourcespec
getproperty rmrestrictedconfig
getrestrictedconfig rmrole
grantjobpermission rmuserrole
Isacl setacl
Ishosts setproperty
Isjobgroup setrestrictedconfig
Isjobpermission startinstance
Isjobs stopinstance
Ispermission stoppe
Ispes submitjob
Isrole unrestrictinstance
mkjobgroup updateoperators
mbkrole updatepe

InstanceUser checkinstancehosts Isjobs
displaype Ispes
getjobtopology restartpe
getproperty submitjob
Ishosts updatepe
Isjobgroup

Related concepts:
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“Roles”

A role is a collection of permissions that can be assigned to a user or group of users.

9.2. User authentication options for Streams

The default user authentication method for Streams domains is PAM or LDAP. For a basic domain,
Streams uses PAM. For an enterprise domain, you can specify either LDAP or PAM as the default
method when you create the domain, and then customize user authentication after the domain is
created.

Related tasks:

Chapter 7, “Setting up a Streams basic domain on a single resource,”

A basic domain has a single Streams resource and user. This type of domain is typically used for test
or development environments.

Chapter 8, “Setting up a Streams enterprise domain on multiple resources,”

An enterprise domain can have multiple resources and users. This type of domain is typically used for
production environments. You can configure high availability to ensure that Streams can continue to
run even if resources fail or are not available.

9.2.1. Order of user authentication checks by Streams

Your user authentication configuration determines how Streams authenticates users.
Streams authenticates users in the following order:

1. If configured, Streams attempts to authenticate by using the login module configuration. If the
user cannot be authenticated, Streams continues to the next step.

2. If configured, Streams attempts to authenticate by using a client certificate. If the user cannot be
authenticated, Streams continues to the next step.

3. If configured, Streams attempts to authenticate by using Kerberos. If the user cannot be
authenticated, Streams continues to the next step.

4. Streams authenticates by using the default user authentication method that was specified when you
created the domain (LDAP or PAM).

Related tasks:

“Setting up login module authentication for Streams users”

Streams authenticates users by using a Java Authentication and Authorization Service (JAAS). You
can use the login modules that are included in the product, or you can create your own to customize
the security settings of your domain. Using login modules is optional.

“Setting up client certificate authentication for Streams users” Use this procedure to set up client
certificate authentication for a Streams domain by using X.509 certificates. Using client certificate
authentication is optional.

“Setting up Kerberos authentication for Streams users” Use these procedures to set up Kerberos
authentication for a Streams domain. Using Kerberos authentication is optional.
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“Setting up the default user authentication method for a streams enterprise domain”

Before you create a Streams enterprise domain, use these guidelines to set up an LDAP server or the
PAM authentication service for user authentication. After you create the domain, you can customize
user authentication.

9.2.2. Customizing user authentication for a Streams
enterprise domain

When you create an enterprise domain, you must specify either LDAP or PAM as the default user
authentication method for Streams. After creating the domain, you can use login modules, client
certificates, and Kerberos to customize user authentication.

Before you begin

Create an enterprise domain.

9.2.2.1. Setting up login module authentication for Streams users

Streams authenticates users by using a Java Authentication and Authorization Service (JAAS). You
can use the login modules that are included in the product, or you can create your own to customize
the security settings of your domain. Using login modules is optional.

About this task

To customize user authentication, you can use the st r eant ool set | ogi nconfi g command.

Procedure

e Customize user authentication by using the st r eant ool set| ogi nconfi g command. This
command changes authentication configuration information for a domain. You must provide the
information in a login configuration file.

You can use the following commands to obtain information about the login modules in a domain:
streamtool getloginconfig

This command retrieves authentication configuration information for each login module that is
used by the domain. You can optionally output the information to a file.

streamtool Isloginmodule
This command lists the login modules that are installed for a domain.
For more information about these commands, enter st r eant ool nan comand- nane.
Related tasks:

“Developing user-defined login modules for Streams”

Use this procedure and the sample login module that is installed with Streams to develop your own
customized login module.

Related reference:

“Streams login modules”
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Streams provides built-in login modules for customizing PAM, LDAP, X.509 certificate
authentication, and Kerberos authentication.

3

‘JAAS login configuration file example”

This example shows the format of the JAAS login configuration file and provides information about
several file elements and attributes.

Streamtool commands

This reference section provides a description of each st r eamt 0ol command, which includes details
about command syntax and options. To obtain the help information for a specific command, enter
streant ool man command- nane.

Streams login modules:

Streams provides built-in login modules for customizing PAM, LDAP, X.509 certificate
authentication, and Kerberos authentication.

PAM authentication
Module class: com.ibm.streams.security.authc.module. PAMLoginModule
Module option:
service
The PAM authentication service name.
LDAP authentication
Module class: com.ibm.streams.security.authc.module. LDAPLoginModule
Module options:
serverUrl

LDAP server URL. This URL includes the host name and port number of the LDAP server, for
example, ldap://Idap1.ibm.com:389.

userDnPattern

User DN Pattern. This pattern is used to create a distinguished name (DN) for a user during login,
for example:

cn=*, ou=peopl e, dc=i bm dc=com which is valid for any LDAP server type.
ADDOMAI NNAME\ A\ *, which is valid for Wndows Active Directory only.

When the user logs in, the user ID is substituted for the asterisk (*) in the pattern.
groupObjectClass

LDAP group object class that is used to search for group names.
groupSearchBaseDn

LDAP base DN that is used to search for groups.
groupAttributeWithUserNames

LDAP name of the element in the group record that contains the list of members in the group.
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userAttributeStoredInGroupAttribute
LDAP name of the element in a user record that is stored in the group record.
userSecondaryLookup

LDAP user secondary lookup query that Streams uses to find the LDAP user name from the
specified user ID, for example:

"(&( obj ect cl ass=i bnper son) (not esshort name=*)) ui d".
X.509 certificate authentication
Module class: com.ibm.streams.security.authc.module.X509CertLoginModule
Module options: None
Kerberos authentication
Module class: com.ibm.streams.security.authc.module.KerberosLoginModule
Module options: None
Developing user-defined login modules for Streams:

Use this procedure and the sample login module that is installed with Streams to develop your own
customized login module.

The Streams sample login module is located in the
$STREAMS | NSTALL/ sanpl es/ securi ty/ directory.

Before you begin

The following software is required to create and package a customized login module:

e Apache Ant 1.9 or the latest stable version, which is available on the Apache Ant Project website.
e bnd24.1.

Procedure

1. Implement a standard javax.security.auth.spi.LoginModule interface.

For instructions, see the following Java Authentication and Authorization Service (JAAS)
documentation on the Oracle Java Platform Standard Edition 8 Documentation website:

e JAAS LoginModule Developer's Guide

e JAAS Reference Guide

Streams provides an SPI OSGi bundle (com.ibm.streams.security.authc.jar) for adding the
following user and group principals that are specific to Streams into the authenticated subject
when authentication is successful:

e com.ibm.streams.security.authc.UserPrincipal
e com.ibm.streams.security.authc.GroupPrincipal

For more information, see the sample login module in the
$STREAMS | NSTALL/ sanpl es/ securi ty/ directory.
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2. Compile and package the implementation class files into an OSGi bundle.

a. Inthebnd bui | d. properti es file, update the bnd. pat h property and specify the
absolute path where the bnd . j ar file is located.

Example:
bnd. path=/fil epath/biz. aQute.bnd-2.4.1.jar

b. Create a bnd. bnd file and add standard OSGi manifest headers and the Java manifest header
Jaas- Modul ed ass with the fully qualified implementation class name.

Example:

Pri vat e- Package: com i bm streans. security. auth. nodul e. xm . *
Export - Package: comibm streans. security. auth. nodul e. xmi
Bundl e- Activator: comibm streans. security.auth.nodul e.xm . Acti vat or
Bundl e- Ver si on: ${versi on-buil d}
Jaas- Modul ed ass:
comibm streans. security.auth. nodul e. xm . Si npl eUser Logi nhMbdul e

3. Run the Streams st r eanspr of i | e. sh script by entering the following command:
source product-installation-root-directory/7.1.0.0/bin/streanmsprofile.sh
4. Runthe Ant bui | d. xm script by entering the following command:
ant

This command creates the OSGi .jar file for the customized login module in the build/bundles
directory.

5. Configure Streams to use the login module.

a. To install the login module, copy the OSGi .jar file into the login module directory that is
specified on the securi ty. | ogi nMbdul ePat h domain property. The default directory is
YSTREAMS_USER HOVE% . st reans/ var/ security/ nodul es.

b. Update the JAAS login configuration file by using the st r eant ool set| ogi nconfi g
command. For more information about this command, enter
streant ool man setl ogi nconfi g.

Related reference:

3

‘JAAS login configuration file example”

This example shows the format of the JAAS login configuration file and provides information about
several file elements and attributes.

Streamtool commands

This reference section provides a description of each st r eant ool command, which includes details
about command syntax and options. To obtain the help information for a specific command, enter
streant ool nman command- nane.

JAAS login configuration file example:

This example shows the format of the JAAS login configuration file and provides information about
several file elements and attributes.
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For more information about the file elements and attributes, see the notes that follow the example.
<?xm version="1.0" encodi ng="UTF-8"?>

<securityDomai n xm ns="http://ww.ibm conm xm ns/ prod/streans/security/donain/config/1l. 0" xmns:xsi="http://
www. W3. or g/ 2001/ XM_Schena- i nst ance" >
<aut henti cation>
<j aas>
<j aasConfi g nane="streans-jaas">
<l ogi nMbdul e nodul ed ass="com i bm streans. security. aut hc. nodul e. X509Cer t Logi nModul e" flag="sufficient">
</ | ogi nMbdul e>

<l ogi nMbdul e nodul ed ass="com i bm streans. security. aut hc. nodul e. PAMLogi nModul e" flag="sufficient">
<nmodul eOpti on name="servi ce" val ue="login" />
</ | ogi nMbdul e>

<l ogi nMbdul e npodul ed ass="com i bm streans. security. aut hc. nodul e. LDAPLogi nMbdul e" flag="sufficient">
<nodul eOpti on name="serverUrl" val ue="|dap://bl uepages.i bm com 389" />
<nodul eOpti on name="userDnPattern" val ue="ui d=*, c=us, ou=bl uepages, o=i bm cont' />
<nodul eOpti on name="user Secondar yLookup" val ue="(&anp; (obj ect cl ass=i bnper son) ( not esshort name=*)) uid" />
<nodul eOpti on name="gr oupChbj ectcl ass" val ue="groupOf Uni queNanes" />
<nodul eOpti on name="gr oupSear chBaseDn" val ue="ou=nenber|i st, ou=i bngr oups, o=i bm cont" />
<nodul eOpti on name="groupAttributeWthUserNames" val ue="uni quenenber" />
<nodul eOpti on name="userAttributeStoredl nG oupAttribute" value="dn" />
</ | ogi nMbdul e>
</ j aasConfi g>
</jaas>
</ aut henti cati on>
</ securit yDomai n>

Notes:

e You can specify one or more <| ogi nMbdul e> elements under the <j aasConf i g> element.
e Authentication occurs in the order that you list the login modules.
e The nodul eCl ass attribute specifies the fully qualified implementation class name.

e The f | ag attribute controls the behavior as authentication proceeds down the list of modules,
which is one of the following values:

required:

The login module is required to succeed. Authentication continues to proceed down the login
module list even if the login module succeeds or fails.

requisite:

The login module is required to succeed. If it succeeds, authentication continues down the
login module list. If it fails, authentication does not proceed down the login module list and
control returns to the application.

sufficient:

The login module is not required to succeed. If it succeeds, authentication does not proceed
down the login module list and control returns to the application. If it fails, authentication
continues down the login module list.

optional:

The login module is not required to succeed. If it succeeds or fails, authentication continues to
proceed down the login module list.

e Opverall authentication succeeds if all required and requisite login modules succeed. If a
suf fi ci ent login module is configured and succeeds, only the r equi r ed and r equi site
login modules before that suf f i ci ent login module need to succeed for the overall
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authentication to succeed. If no r equi r ed or r equi si t e login modules are configured for an
application, at least one suf fi ci ent or opti onal login module must succeed.

Table 9.6. Login module configuration scenarios

Login |Flag Scenario| Scenario| Scenario Scenario| Scenario Scenario| Scenario| Scenario
module 1 2 3 4 5 6 7 8

A required |[PASS |PASS |PASS |PASS |FAIL |FAIL |FAIL

B sufficient PASS  |FAIL  |FAIL |FAIL |PASS |FAIL |FAIL |PASS

C requisite PASS |PASS |FAIL PASS  |PASS

D optional PASS |FAIL PASS |FAIL

Overall PASS  |PASS  |PASS  |FAIL FAIL FAIL FAIL PASS
authentication

e Module options can be specified in the <nmodul eQpt i on> element as a name pair value. You
can specify zero or more <nodul eOpt i on> elements under the <l ogi nMbdul e> element.

9.2.2.2. Setting up client certificate authentication for Streams
users

Use this procedure to set up client certificate authentication for a Streams domain by using X.509
certificates. Using client certificate authentication is optional.

Before you begin

In the following procedure, the openss| command is used to work with certificates. This command
is included in the openssl package. To download this package, go to the OpenSSL website.

About this task

After you set up client certificate authentication, Streams attempts to use X.509 certificate
authentication when it authenticates a user to the domain. If certificate authentication fails, Streams
attempts to use Kerberos authentication. If Kerberos authentication fails, Streams uses the default
authentication method for the domain, which is either LDAP or PAM.

Procedure
1. Obtain X.509 certificates.

You can use certificates that are signed by a certificate authority (CA) or self-signed certificates.
Streams supports certificates in Distinguished Encoding Rules (DER) format or Privacy Enhanced
Mail (PEM) format.

e Ifyou are using certificates that are signed by a CA, complete the following steps:
a. Obtain the following files from the CA:
o Client certificate
o CA certificate for the CA that issued the client certificate

o Certificate Revocation List (CRL) of the CA that issued the client certificate
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The process for requesting certificates depends on the issuing CA. Typically, you create a
private key file and then create a certificate signing request (CSR) file that you send to the

CA to sign. For more information, contact your CA.

If you receive a certificate in PEM format, remove any text that is outside of the -----

BEGIN CERTIFICATE----- and ----- END CERTIFICATE----- markers. You can manually

remove the text with an editor of your choice. This update ensures that only the base64

encoded data remains. The following example shows a client certificate that contains the

correct text:

----- BEG N CERTI FI CATE- - - - -

M | D+j CCA20gAW BAgl CEABWDQYJKoZI hvc NAQEFBQAwWC TEL MAk GA1 UEBh MCVVIMK
Cz AJBgNVBAgQ T Ak 1 OMQMACg YDVQQKEWNI Qk 0x EDAOBgNVBAS TB1NOc nivhb XIVk Ez AR
Y29t MB4XDTE1MTAx NDE1LNDKy N1oXDTE2MTI Ax Mz ELNDky N1owdz EL MAk GA1UEBhMC
VVIK Cz AJ BgNVBAgG TAk 1 OVQMVCg YDVQQKEWNJ Qk 0x EDACBg NVBAS TB1NOc mivhb XIVK
FDASBgNVBAMTC3NOc mivhbXN1c2Vy MSUWM wYJKoZI hveNAQkBFhZzdHI1 YWLz dXNI

ckBlcy5pYnOuY29t M G MAOGCSqGS| h3DQEBAQUAAAGNADCBI QKBgQG aQ g1Mvbd
YQP6puRLOTqnZdKFFngpuFnol F6I 7uwMI8j NZx0Y9r kx VTGCqv mknw ADADGV5UR
i | XFhTYJI Nolggo+OhnB19k7YVAESv34kryj +1f 86yj 00Tzg6ykef YM e7t 8Pl Zo
QMBQvj LZEdbj ZnMgXy OGHW 11 At +0376Xwl DAQAB0o4| BMICCAZUWMKQYJY! ZI AYb4
Qg ENBBWAGK OWZWE TUOWg Q2 x pZW01 ENI cnRpZni j YXR MEAGCCs GAQUFBWEBBDQw
M AwBggr BgEFBQcWAYYkaHROc DovL3Nob2UucmNoLnNOZ2xhYnMuaWt LmiNvbTo5
MDgwM GABgNVHSMEQ Y4wg YUAFBQ@BNr JJ9ddVWLZ/ Lv Dbt Uvs C51UoXCkbj Bs Mgsw
CQYDVQQGEW] VUz EL MAK GA1 UECBMCTU4 X Ej AQBgNVBACTCVJIVY2h! ¢c3R ¢cj EMVA0G
A1 UEChMDSUJI NMQmvCg YDVQQDEWNI Qk Ox | DAeBgk ghki GOWOBCQEVEXNE c2hhb0B1
cy5pYnDuY29t ggFYMAK GAL Ud EwQCVAAWPG YDVROf BDcWINTAz 0DGgL4 Yt aHROc Dov
L3Nob2UucmNoLnN0Z2xhYnMiaWt Ln\vbS9j ZXJ0cy9j cmwic GVt MA4GAL1Ud DWEB
/ WQEAW Hg DATBgNVHSUEDDAKBggr BgEFBQc DAj AdBgNVHUAEFgQUIqFG AckkKoB
T8k Rhy DCMNz MO gwbDQYJKoZI hvc NAQEFBQADg YEAL gFl HeHakd1QAl x YRhKef qQg
WOX7VRVJe7l hUKHBe8DXwSIm ETdxUbhzwhNhnki j JkGyBu055YSI Cz4X+wNaSC8
| Dr Obglej 3wh2cZFzVAYzyDhBo6ur Xi X9XEi 94t ¢3/ UBvWRHGP/ M nRICbUyr 5A7
p3Xu6ZBl pTyRZ18KRpU=

————— END CERTI FI CATE- - - - -

b. Verify the certificates by using the procedure in “Verifying certificates for Streams users”.

To authenticate users, Streams interfaces can use a certificate or a password protected
PKCS #12 file that contains the certificate. You can obtain the PKCS #12 file from a CA, or

create this file by using the procedure in “Creating a password protected PKCS #12 file for

certificates”.

If you are using self-signed certificates, complete the following steps:

a.

Generate an RSA private key by using the openss! genpkey command, for example:

openssl genpkey -al gorithm RSA -out selfsigned. key

Restriction

If the domain is configured to use Transport Layer Security (TLS) 1.2, you must include
the - pkeyopt rsa_keygen_bi ts: nunmbi t s option with nunbi t s set to 2048 or

larger, for example:

openssl genpkey -al gorithm RSA -pkeyopt rsa_keygen_bits: 2048 -out

sel f si gned. key
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b. Generate a client certificate from the private key by using the openssl| req command,
for example:

openssl req -x509 -new -key sel fsigned. key -out selfsigned. pem
-subj '/ C=CA ST=MN O=I BM OQU=St r eans/ CN=sel f si gned/’

Restriction:

If the domain is configured to use Transport Layer Security (TLS) 1.2, you must include
the -sha256 option, for example:

openssl req -x509-sha256 -new -key sel fsigned. key -out
sel f si gned. pem
-subj '/ C=CA ST=MN O=I BM OU=St r eans/ CN=sel f si gned/’

To authenticate users, Streams interfaces can use a certificate or a password protected PKCS
#12 file that contains the certificate. To create this file, use the procedure in “Creating a
password protected PKCS #12 file for certificates”.

2. Add the trusted certificate to the web management service truststore.

e [fyou use certificates that are signed by a CA, the trusted certificate is the certificate of the
CA that issued the client certificate.

Attention:

If the certificate revocation status is valid, all client certificates that are issued by that CA
can authenticate after you add the CA certificate to the web management service truststore.
For more information about the certificate revocation status, see “Setting up client certificate

revocation checking for Streams users”.

e Ifyou use self-signed certificates, the trusted certificate is the self-signed certificate.

To add the trusted certificate to the web management service truststore, enter the following
Streams streamtool command:

streant ool addcertificate -d domainid --clientid trustedcert -f trustedcert.pem
A message similar to the following example is displayed:

Trusted client certificate for trustedcert inported successfully for
donmai n domai ni d.

Notes:

e You can specify a PKCS #12 file that contains the trusted certificate on the streamtool
addcertificate command. If specified, you are prompted for the PKCS #12 password. If the
PKCS #12 file contains more than one trusted certificate, you are prompted to select a trusted
certificate.

e You can enter any name for the clientid, but the preferred practice is to use a name that is
associated with the trusted certificate. In the streamtool/ command example, the clientid of
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trustedcert is associated with the file name of the trusted certificate. Another option is to use
the subject CN of the trusted certificate, as shown in the following example:

openssl x509 -noout -subject -in trustedcert.pem
subj ect = / C=US/ ST=MN O=I BM OU=St r eanrs/ CN=t r ust edcert/
emai | Addr ess=adm n@xanpl e. com

3. Set up Streams authorization for the certificate user.

By default, the certificate user is the subject CN of the client certificate. You can display the client
certificate subject information by entering the following openss| command:

openssl x509 -noout -subject -in /streanscertificates/streansuser.pem
subj ect = / C=US/ ST=MN O=I BM OU=St r eans/ CN=st r eansuser/
emai | Addr ess=st r eansuser @xanpl e. com

In this example, the subject CN is streamsuser. For more information about the subject CN
and other information in a client certificate, see “Setting the user ID pattern for certificate
authentication”.

You can configure permissions for a certificate user by using roles or by setting access
permissions for the user. Groups do not apply to certificate users. To configure permissions, see

[3

‘Configuring user access to Streams domains and instances”.

4. Ifyou are using certificates that are signed by a CA, you might need to modify the default client
revocation method that is used by Streams. For more information, see “Setting up client certificate
revocation checking for Streams users”. Client certificate revocation checking does not apply to
self-signed certificates.

5. Enable client certificate authentication for the domain.

The procedure to enable client certificate authentication depends on the Streams interface that you

use.
Interface Procedure
streamtool Complete the following steps:

Set the STREAMS XS509CERT environment variable to the path of the client
certificate or a PKCS #12 file that contains the certificate.

e Client certificate example

export STREAMS X509CERT=/streanscertificates/
streansuser. pem

e PKCS #12 file example

export STREAMS_X509CERT=/streanscertificates/
st reanmsuser. pl2

Notes:

e Ifyou specify a PKCS #12 file, Streams prompts you for the PKCS #12
password. If the PKCS #12 file contains more than one certificate, Streams
prompts you to select a user certificate.
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Interface

Procedure

You can disable certificate authentication by running the
unset STREAMS X509CERT command.

Streams Studio

Complete the following steps:

1.

Specify the path to the client certificate by using the Streams Explorer
preference page.

Selectthe Use client certificate for authentication
option when you add the domain connection. When you connect to the
domain, Streams uses the certificate that you specified in the previous step
for authentication.

Notes:

If you specify a path to a PKCS #12 file that contains the certificate,
Streams prompts you for the PKCS #12 password. This password is stored
in Eclipse's Secure Storage.

If you specify a PKCS #12 file that contains more than one certificate,
Streams prompts you to select a user certificate.

Streams Console

Complete the following steps:

L.

Enable client authentication by setting the

sws. cl i ent Aut hent i cat i onEnabl ed domain property to true.
You can use the st r eant ool set donai npr operty command to set
this property.

For the changes to take effect, restart the domain.

Create a PKCS #12 file that contains the following files:
e User certificate

e User private key file

e CA certificate, if the user certificate is signed by a CA

For instructions, see “Creating a password protected PKCS #12 file for
certificates”.

Import the PKCS #12 file into your browser. For additional information,
see the help for your browser.

Streams for
REST API

Complete the following steps:

1.

Enable client authentication by setting the

sws. cl i ent Aut henti cat i onEnabl ed domain property to true.
You can use the st r eamt ool set domai npr operty command to set
this property.

For the changes to take effect, restart the domain.
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Interface Procedure

3. Configure the Streams interface to authenticate using the client certificate.

e For the REST API, see Configuring security for the Streams REST
APL

Related tasks:

“Setting up the default user authentication method for a Streams enterprise domain”

Before you create a Streams enterprise domain, use these guidelines to set up an LDAP server or the
PAM authentication service for user authentication. After you create the domain, you can customize
user authentication.

Setting preferences for Streams Studio

Use this information to set Streams Studio and Eclipse workbench preferences.
Adding domain connections for Streams Studio

To use Streams Studio with Streams, you must add at least one domain connection.
Related reference:

Streamtool commands

This reference section provides a description of each st r eant ool command, which includes details
about command syntax and options. To obtain the help information for a specific command, enter
streant ool nman command- nane.

Related information:

Troubleshooting client certificate authentication problems

Verifying certificates for Streams users:

Use this procedure to verify that the X.509 certificates that you obtained from a certificate authority
(CA) can be used to authenticate Streams users.

About this task

The following files are used in the procedure examples:

e root-ca. pem Certificate of the CA that issued the sub- ca. pemfile.

e sub-ca. pem Certificate of the CA that issued the user . pemfile.

e user.pem Certificate of the user that was issued by the subordinate CA.

e crl.pem Certificate revocation list that was generated by the subordinate CA.
Procedure

1. Display the text data in the client certificate, for example:

Certificate:
Dat a:
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Version: 3 (0x2)
Serial Number: 4111 (0x100f)
Signature Al gorithm shalWthRSAEncryption
| ssuer: C=US, ST=MN, O=I BM OQOU=Streans, CN=subCA/
emai | Addr ess=adm n@xanpl e. com
Validity
Not Before: COct 14 15:49:27 2015 GMI
Not After : Oct 13 15:49:27 2016 GV
Subj ect: C=US, ST=MN, O=I BM OU=Streans, CN=streansuser/
emai | Addr ess=str eansuser @xanpl e. com
Subj ect Public Key Info:
Public Key Algorithm rsaEncryption
RSA Public Key: (1024 bit)
Modul us (1024 bit):
00: a3: 69: 09: 6a: d4: ce: 5d: 61: 03: fa: a6: e4: 4b: 39
ec:0c: 27:¢8:cd: 67:1d: 18:f6: b9: 31: 55: 31: 82: aa:
3c: ea: eb: 29: 1e: 7d: 83: 2b: 7b: bb: 7c: 3c: 86: 68: 41:
f9:bl: 9f : Ob: c0: Oc: 6d: 06: 57: 95: 11: 8a: 55: c5: 85
3a: a6: 65: d2: 85:16: 78: 29: b8: 59: €8: 20: 5e: 88: ee:
36: 09: 20: da: 35: 82: 0a: 3e: 3a: 19: bc: d7: d9: 3b: 61:
50:04:4a:fd:f8:92: bc:a3:fb: 57: fc: eb: 28: f4: d1:
6f: 10: be: 32:d9: 11: d6: e3: 66: 73: 20: 5f: 23: 86: 1d:
6c: f5:ac: Ob: 7e: d3: 7e: f a: 5f
Exponent: 65537 (0x10001)
X509v3 ext ensi ons:
Net scape Conment :
OpenSSL Cient Certificate
Aut hority Information Access:
OCSP - URI: http://exanpl e.com 9080

X509v3 Authority Key ldentifier:
keyi d: 14: 3C. 36: B2: 49: F5: D7: 55: 5B: 86: 7F: 2E: FO: DB: B5: 4B: EC. 0B: 9D: 54
Di r Name: / C=US/ ST=MV L=Rochest er/ 0= BM CN=I BM
emai | Addr ess=adnm n@xanpl e. com
serial : 58

X509v3 Basi ¢ Constraints:
CA: FALSE

X509v3 CRL Distribution Points:
URI : http://exanmple.conlfcrl.pem

X509v3 Key Usage: critical
Digital Signature
X509v3 Ext ended Key Usage:
TLS Wb Cient Authentication
X509v3 Subj ect Key ldentifier:
26: Al: 46: FC. 07: 24: 90: AA: 01: 4F: C9: 11: 87: 20: C2: 30: DC:. E6: 43: D8
Signature Algorithm shalWthRSAEncryptio
b6: al: 48: 1d: el: da: 91: dd: 50: 02: 5¢: 58: 46: 12: 9e: 7e: a4: 20:
09: b5: 32: af : 90: 3b: a7: 75: ee: €9: 90: 65: ab: 3c: 91: 67: 5f: Oa:
98:81:13: 77:15:1b: 87: 3c: 0d: 86: 6¢: 62: 8c:99: 06: c8: 1b: b4:
e7:96:12:94: 2c:f8:5f:ec:0d: 69:20: bc: 94: 3a: ce: e6: 0d: 5e:
55:6d: 17: ed: 54: 55: 25: ee: c8: 85: 42: 87: 05: ef : 03: 5f: 04: 89
8f:7c:21:d9:c6:45: cd: 50: 18: cf: 20: el: 06: 8e: ae: ad: 78: 97
f5:71:22:f7:8b:5c:df: f5:01: bf: 04: 47: 18: ff: cc: b6: 64: 49:
46: 95

2. Display the subordinate CA certificate subject and issuer data, for example:

openssl x509 -noout -subject -issuer -in sub-ca.pem

Output example:
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subj ect = / C=US/ ST=MN/ O=I BM OU=St r eans/ CN=subCA/ erai | Addr ess=adm n@xanpl e. com
i ssuer =/ C=US/ ST=MV L=Rochest er/ C=I BM CN=r oot CA/
emai | Addr ess=adm n@xmapl e. com

3. Display the root CA certificate subject and issuer data, for example:

openssl x509 -noout -subject -issuer -in root-ca.pem

Output example:

subj ect = / C=US/ ST=MN/ L=Rochest er/ O=I BM CN=r oot CA/
emai | Addr ess=admi n@xanpl e. com
i ssuer = / C=US/ ST=MV L=Rochest er/ C=I BM CN=r oot CA/
emai | Addr ess=adnm n@xanpl e. com

4. Verify the client certificate with the trusted certificates.
a. Create a CA chain file, for example:

cat sub-ca.pemroot-ca. pem > ca-chai n. pem

b. Verify the client certificate with the trusted certificates, for example:

openssl verify -CAfile ca-chain.pemuser.pem
5. Verify the client revocation status with the trusted certificates, for example:
openssl verify -crl_check -CAfile ca-chain.pem-CRLfile crl.pem user. pem
Creating a password protected PKCS #12 file for certificates:

Use this procedure to create a password protected PKCS #12 file that contains one or more
certificates.

Before you begin

In the following procedure, the openss| command is used to work with certificates. This command
is included in the openss| package. To download this package, go to the OpenSSL website.

About this task

The following files are used in the procedure examples:

e root-ca. pem Certificate of the CA that issued the sub-ca.pem file.

e sub-ca. pem Certificate of the CA that issued the user.pem file.

e user.pem Certificate of the user that was issued by the subordinate CA.
e user. key: Private key of the user certificate.

Procedure

The following examples show how to create a password protected PKCS #12 file that contains one or
more certificates. For more information about the openss! pkcs12 command, enter man pkcs12.

e PKCS #12 file that contains one user certificate.

openssl pkcsl2 -export -in user.pem -cananme user alias -nokeys -out user.pl2 -passout pass:pkcsl2
passwor d
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e PKCS #12 file that contains one user certificate and its private key.

openssl| pkcsl2 -export -in user.pem-nane user alias -inkey user.key -passin pass:key password -out
user.pl2 -passout pass:pkcsl2 password

e PKCS #12 file that contains one CA certificate.

openssl pkcsl2 -export -in sub-ca.pem-canane sub-ca alias -nokeys -out sub-ca.pl2 -passout
pass: pkcs12 password

e PKCS #12 file that contains a trusted CA chain of certificates.

cat sub-ca.pem root-ca. pem > ca-chain. pem
openssl pkcsl2 -export -in ca-chain.pem-cananme sub-ca alias -canane root-ca alias -nokeys -out ca-
chain. pl2 -passout pass: pkcsl2 password

e PKCS #12 file that contains a user certificate, user private key, and the associated CA certificate.

openssl| pkcsl2 -export -in user.pem-nane user alias -inkey user.key -passin pass:key password -
certfile sub-ca. pem-canane sub-ca alias
-out user_and_sub-ca. pl2 -passout pass:pkcsl2 password

Setting up client certificate revocation checking for Streams users:

A certificate authority (CA) that issues an X.509 client certificate can also revoke that certificate. If
the CA revokes a certificate, user authentication fails. The

security.revocati onMet hod domain property specifies the method that a Streams domain
uses to check whether a certificate is revoked. If you are not using client certificate authentication, this
property is ignored.

About this task

A CA must provide a method to check the revocation status of a client certificate. Two common
certificate revocation methods for determining revocation status are the Certificate Revocation List
(CRL) method and the Online Certificate Status Protocol (OCSP) method. Streams supports both
methods.

You can use the default setting for the securi ty. revocat i onMet hod property or specify
another value. The default value is automatic. This value specifies that the domain uses the following
methods to check for revoked certificates:

e [fthe certificate contains an OCSP responder URL, the domain uses the OCSP method. For more
information about this method, see the description of the ocsp value.

e Ifa CRL is referenced in the certificate or is specified on the security. revocati onFil e
orsecurity.revocationLdapUrl domain property, the domain uses the CRL method. For
more information about this method, see the description of the crl value.

e [fboth OCSP and CRL information is provided, the domain uses the OCSP method first. If the
OCSP responder does not reply, the CRL method is used.

e Ifno OCSP or CRL information is provided, certificate authentication fails.

To change the default value, you can set the securi ty. revocati onMet hod property to one of
the following values:

e ocsp: This value specifies that the domain uses OCSP information to check for revoked
certificates. The OCSP information in the certificate must contain the URL of an OCSP responder.
The OCSP responder determines the revocation status of the certificate. If the certificate does
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not contain an OCSP responder URL or the OCSP responder does not respond, certificate
authentication fails.

crl : This value specifies that the domain uses CRL information to check for revoked
certificates. The CRL is obtained from the location that is referenced in the certificate or specified
onthe security.revocationFil eorsecurity.revocati onLdapUr| domain
property. If you specify this value and do not provide a CRL, certificate authentication fails.

none: This value specifies that no certificate revocation checks occur. The contents of the
certificate and the security. revocati onFi |l e and security.revocati onLdapUrl
property settings are ignored.

Notes:

If a client certificate does not include URLSs for certificate revocation, you can use the
security.revocationFil eandsecurity.revocationLdapUrl domain properties
to refer to a CRL. In this case, add only the associated CA certificate to the web management
service truststore for the domain because these properties apply to only one CA.

If a client certificate does not include a URI to a CRL file, you might be able to manually

download it from the CA. If you set the securi ty. revocat i onFi | e property to the
fully qualified path of the CRL file on the system, the CRL can be used during certificate

authentication.

Every Streams resource in the domain that is configured to run the authentication and
authorization service must be able to access the CRL file. If you are not using a shared file system,
there must be a copy of the CRL file on each resource.

If the CRL is in an LDAP directory, set the security. revocati onLdapUr| domain
property using the URL obtained from the LDAP administrator.

The format of the LDAP URLtoa CRLis| dap:// host[:port]/dn?attri bute.
o host is the domain name or IP address of the resource that is running the LDAP server.

o port is the port number of the LDAP server, which is optional. The default port number is
389.

o dn is the distinguished name of the object in the LDAP directory that contains the attribute.

o attributeisnamedcertifi cateRevocati onLi st; bi nary and contains the CRL
contents.

You can update domain properties by using the st r eant ool set domai nproperty
command. For more information about this command, enter
streant ool man set donmi nproperty.

Important:

If you use the st r eant ool command to update the securi ty. revocati onLdapUr|
property, enclose the URL in quotation marks. Otherwise, the URL is not updated correctly.

For more information about domain properties, enter St r eant ool nman donai nproperti es.

Related information:
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Troubleshooting client certificate authentication problems

Setting the user ID pattern for certificate authentication:

Certificate authentication uses client authentication to authenticate the client connection, and then
extracts information from the distinguished name (DN) of the client certificate to authenticate users.
By default, Streams checks for a user ID in the DN common name (cn) field.

e Ifthe user ID is valid and is authorized to access the Streams domain or instance, you can
authenticate without having to enter a user ID and password.

e [fthe user ID is not valid, you are prompted for a user ID and password.

Note

This scenario applies to the Streams REST API only when you are accessing it from a browser
and did not already log on by using the Streams Console in the same browser session.

You can use other DN field values to authenticate users by updating the pattern in the
security.certificateUser Regul ar Expr essi on domain property. This pattern uses
a regular expression substitution, for example: ${element[, regex, replacement]}. This expression
allows flexibility in constructing user IDs. For example, you can use the following patterns:

${el ement }
${el enent, regex, replacenent}

About this task

The user ID pattern is a pattern that consists of reserved keywords and regular expressions.
This pattern specifies the DN information that Streams uses to construct a user ID for certificate
authentication.

If existing client certificates do not contain user information in any of the DN fields, you must create a
new client certificate to use certificate authentication.

For more information about the streamtool commands in the following procedure,
enter St r eant ool man command- nane. For more information about the
security.certificateUserRegularExpression property, enter streamtool man domainproperties.

Procedure

e To display the user ID pattern that is being used by Streams, enter the following command:

streant ool getdonai nproperty -d domain-id --zkconnect host: port
security.certificateUserRegul ar Expression

o The - d option specifies the domain identifier. If the STREAMS DOMAIN _ID environment
variable is set to this value, you do not need to specify the -d option on the command.

o The--zkconnect option specifies the name of one or more host and port pairs for the
configured external ZooKeeper ensemble. If you specify multiple host and port pairs,
separate each pair with a comma. This value is the external ZooKeeper connection string.
If the STREAMS ZKCONNECT environment variable is set to this value, you do not need
to specify the --zkconnect option on the command. To obtain this value, you can use the
streamtool getzk command.

The default command output shows the usage of the cn for the user name, for example:
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security.certificateUser Regul ar Expressi on=${ cn}

e To update the user ID pattern, enter the following command:

streant ool setdonmi nproperty -d domain-id --zkconnect host: port
security.certificateUser Regul ar Expr essi on=EMAI LADDRESS

Example

This example shows how to update the default pattern to construct the user ID from DN field values
other than the default cn field value.

The client certificate in this example contains the DN information in the following table. By default,
${cn} is used for the user ID pattern, which indicates that Streams uses RobertSmith as the user ID for
certificate authentication.

Table 9.7. Streams Console example: DN information in the client certificate

User information DN field DN value

Common name of the certificate owner cn RobertSmith

Email address of the certificate owner EMAILADDRESS resmith@us.ibm.com
Organizational unit ou Streams
Organization 0] IBM

City L Raleigh

State ST NC

Country C Us

The following pattern specifies that Streams constructs the user ID from the DN common name, city,
and state values, and that different values are substituted for the city and state:

${cn} @{ L, Ral ei gh, Rochest er } @{ ST, NC, MN}

To construct the user ID based on this pattern, Streams performs the following operations:
e Extracts the cn value (RobertSmith).

e Appends the L value (Raleigh) and replaces Raleigh with Rochester.

e Appends the ST value (NC) and replaces NC with MN.

The result is that Streams tests for a user ID of Rober t Sm t h@ochest er @Q/N.

The following pattern specifies that Streams constructs the user ID from a portion of the DN email
address value:

${ EMAI LADDRESS, (us. i bm conj, us}

To construct the user ID based on this pattern, Streams performs the following operations:
e Extracts the EMAILADDRESS value (resmith@us.ibm.com).

e Replaces us.ibm.com with us.

The result is that Streams tests for a user ID of resmith@us.

Related tasks:
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“Setting up client certificate authentication for Streams users” Use this procedure to set up client
certificate authentication for a Streams domain by using X.509 certificates. Using client certificate
authentication is optional.

Related reference:

Streamtool commands

This reference section provides a description of each st r eamt 0ol command, which includes details
about command syntax and options. To obtain the help information for a specific command, enter
streant ool man command- nane.

9.2.2.3. Setting up Kerberos authentication for Streams users

Use these procedures to set up Kerberos authentication for a Streams domain. Using Kerberos
authentication is optional.

Introduction to Kerberos:

Kerberos is a network authentication protocol developed by the Massachusetts Institute of Technology
(MIT). The Kerberos protocol uses secret-key cryptography to provide secure communications over a
non-secure network. Primary benefits are strong encryption and single sign-on (SSO).

SSO allows users to access systems and services with one user ID and password. With Kerberos SSO,
users are only prompted once for their user ID and password.

Kerberos runs as a third-party trusted server known as the Key Distribution Center (KDC). Each user
and service on the network is a principal.

The KDC has three main components:

e An authentication server that performs the initial authentication and issues ticket-granting tickets
for users.

e A ticket granting server that issues service tickets that are based on the initial ticket-granting
tickets.

e A principals database of secret keys for all the users and services that it maintains.

Kerberos uses cryptographic tickets to avoid transmitting plain text passwords. User principals obtain
ticket-granting tickets from the Kerberos KDC and present those tickets as their network credentials to
gain access to Streams services and interfaces.

Kerberos shares a secret key with the KDC. This secret key is known only to the KDC and the
service principal on each Streams resource. The service principal for Streams is the authentication
and authorization service. The authentication and authorization service on each resource must be
registered with the KDC. The Kerberos administrator generates a keytab file that the authentication
and authorization service uses to authenticate to the KDC.

Related information:

Kerberos documentation

Prerequisites for using Kerberos authentication with Streams:
Ensure that you satisfy these requirements for using Kerberos with Streams.

e Supported Kerberos V5 implementations
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Streams supports the following Kerberos V5 implementations:
e MIT Kerberos V5 Release 1.14 for Linux
e Microsoft Active Directory, Windows Server 2016

Other V5 implementations might work with Streams but are not tested. To install and configure
Kerberos, see the Kerberos documentation.

Restrictions for Kerberos realm, service principal, and user principal names

Ensure that you satisfy any restrictions for Kerberos realm, service principal, and user principal
names.

The following restrictions are important:
e Use ASCII characters only in service principal and user principal names.
e Do not use control characters in realm, service principal, and user principal names.

For the most complete and current information about name restrictions, see the Kerberos
documentation.

RPM requirements

To use Kerberos with Streams, you must install the following client RPM packages on all resources

that run the Streams authentication and authorization service.
e Required RPMs for RHEL 6 and 7

o krb5-libs

o krb5-workstation

Java requirement

Kerberos support requires the JRE that is shipped with Streams. This JRE is installed in the following

directory:

product-installation-root-directory/7.1.0.0/java

Configuring Kerberos authentication for Streams users:

Use this procedure to configure Kerberos authentication and single sign-on (SSO) for Streams.
Before you begin

Ensure that you satisfy the requirements in ‘“‘Prerequisites for using Kerberos authentication with
Streams”. ’

About this task

The following Kerberos terms are used in this procedure:

o Key Distribution Center (KDC): The Kerberos KDC is the trusted third party that manages user

authentication. For more information, see “Introduction to Kerberos”.

e service principal: The Kerberos service principal is the Streams authentication and authorization

service.
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e user principal: User principals are Kerberos users who access Streams services and interfaces.
This procedure includes the following main tasks:
e Set up the Streams authentication and authorization service as the Kerberos service principal.

e Update the Streams security properties that are used by Kerberos. You can accept the default
values for most of these properties.

e Obtain and cache the Kerberos ticket-granting tickets that are used to authenticate user principals.
e Enable Kerberos authentication for the Streams user interfaces.

After you set up Kerberos authentication, Streams attempts to use Kerberos ticket-granting tickets for
user authentication. If Kerberos authentication fails, Streams uses the default authentication method
for the domain, which is either LDAP or PAM.

Procedure

1. On all resources that are running the Streams authentication and authorization service, set up the
service as a service principal for Kerberos.

The following values are used in the examples:

e streams-aas: The Kerberos service principal name for the authentication and authorization
service.

e domainl.ibm.com: The fully qualified name of the Streams resource that is running the
authentication and authorization service.

e [BM.COM: The name of the Kerberos realm.

Complete the following steps on all resources that are running the authentication and authorization
service:

a. Create a service principal for the authentication and authorization service, as shown in the
following examples.

e MIT Kerberos example:
kadm n: addprinc -randkey <streans-aas/domai nl.i bm com@ BM COwW
e Microsoft Active Directory example:

o Create a user in Active Directory for the Kerberos service principal, for example:
streams-aas.

o Enable encryption in the user account, for example: AES256-SHAL.
o Create a service principal, for example:
setspn - A streans-aas/domai nl.i bm com streans-aas

b. Create a .keytab file for the authentication and authorization service as shown in the following
examples. The keytab encryption keys must be compatible with the supported user encryption

types.

e MIT Kerberos example:

180



Chapter 9. Configuring security for Streams

kadm n: ktadd -norandkey -k streans-aas. keytab streans-aas/
donmai nl1.i bm com@ BM COM

e Microsoft Active Directory example:

kt pass -out .\streans-aas. keytab -princ streans-aas/
domai nl1.i bm com@ BM COM

-mapUser streans\streans-aas

-mapQp set

- pass password

-crypto AES256- SHA1

-pType KRB5_NT_PRI NCl PAL

c. Copy the .keytab file that you created in the previous step to the following directory on the
resource that is running the authentication and authorization service:

user - hone-directory/.streans/var/security/keytabs/streans-aas. keyt ab

Notes:

e The user and group owner of the .keytab file is the user:group that runs the authentication
and authorization service on the resource. For example, if your username is streamsadmin
and your group is streamsgroup, enter the following command:

chown streanmsadni n: streanmsgroup streans-aas. keyt ab

e Because the .keytab file contains encrypted passwords, anyone with read permission on the
file can run a command in the Kerberos realm for the principals in the realm. Restrict and
monitor permissions on this file so that only the principal whose credentials the application
is authenticating with has read access to the file. For example:

chnod 400 streans-aas. keyt ab

e You can configure permissions for a Kerberos user by using roles or by setting access
permissions for the user. Groups do not apply to Kerberos users. To configure permissions,

<

see “Configuring user access to Streams domains and instances”.

d. Verify that you are able to log in using the .keytab file by using the Ki ni t program that is
installed with Streams, for example:

$STREAMS_| NSTALL/ javal/jre/bin/kinit -f -k -t ./streans-aas. keytab streans-aas/
donmai nl.i bm com@ BM COM

If your krb5.conf file is not found in the default location of /etc/krb5.conf, you can use the
following alternative command:

$STREAMS_| NSTALL/ j aval/ bi n/j ava -Dj ava. security. krb5. conf =pat h-t o- kr b5. conf
comibmsecurity.krb5.internal .tools.Kinit -f -k -t ./streans-aas. keytab streans-aas/
domai nl.i bm com@ BM COM

After the .keytab file is verified, remove the credential cache file in the following directory:
user - hone-di rect ory/ krb5cc_user| D
2. Update Streams security properties that are used for Kerberos.

Complete the following steps on all resources that run the authentication and authorization
service:
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a. Enable Kerberos by setting the security.kerberosEnabled property to true. By default, this
property is set to false, and Kerberos is not enabled. You can set this property by using the
st reant ool setdonmai nproperty command, for example:

streant ool setdomai nproperty security. kerberosEnabl ed=true
b. If necessary, update the default settings for the following Streams properties for Kerberos.

You can update the following property settings by using the
st reant ool setdonai nproperty command. For more information about each
property, use the st r eant ool nan donai npr operti es command.

aas.kerberosServicePrincipal

Specifies the service principal name for the Streams authentication and authorization
service. This name is registered with the Kerberos KDC.

Example:

streant ool setdonmi nproperty aas. kerberosServi cePrinci pal =streans- aas/ “STREAMS_RESOURCE
%@ BM COM (aas. ker ber osServi cePri nci pal ¥3Dst r eans- aas/ ¥25STREAMS_RESOURCEY25@ BM COM

aas.kerberosKeytabFile

Specifies the location of the Kerberos .keytab file for the Streams authentication and
authorization service.

Example:

streant ool setdommi nproperty aas. ker ber osKeyt abFi | e=%STREAMS_USER _HOVE% . st r eans/ var /
security/ keyt abs/ streans- aas. keyt ab

security.kerberosConfigurationFile

Specifies the location of the Kerberos configuration file. This file contains essential
information such as the default KDC, default realm, and other settings that are used by
Streams. For an example of this file, see “Sample Kerberos configuration file”.

Example:

streant ool setdonmi nproperty security. kerberosConfigurationFil e=/etc/krb5. conf
security.kerberosKDC
Specifies the default Kerberos KDC.

e This property overrides the default KDC value on the
security. kerberosConfi gurati onFil e property.

e If this property is set, you must also set the securi ty. ker ber osReal mproperty.
security.kerberosRealm
Specifies the default Kerberos realm.

e This property overrides the default realm value on the
security. kerberosConfi gurati onFil e property.
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e If this property is set, you must also set the securi ty. ker ber osKDC property.

security.kerberosDebug

Specifies to turn Kerberos debugging for diagnostics on or off. By default, this property is
set to f al se, and debugging is turned off. To turn on debugging, settot r ue.

c. Optional: Update the default rules for mapping Kerberos principal names to Streams user
names.

d. Restart the Streams domain for the configuration changes to take effect.

3. Obtain and cache Kerberos ticket-granting tickets. These tickets are used by Streams to
authenticate users with the authentication and authorization service.

Notes:

e The JRE does not support the ticket cache that is generated by the MIT Kerberos ki ni t
command. You must use the Ki ni t program that is installed with Streams to obtain and cache
Kerberos ticket-granting tickets for Streams users.

e Before running the ki ni t command, a user must be registered as a user principal with the
Kerberos KDC.

To obtain and cache a Kerberos ticket-granting ticket, enter the following command:

$STREAMS | NSTALL/javal/jre/bin/kinit -f

To list the ticket-granting tickets in the ticket cache, enter the following command:

$STREAMS | NSTALL/j aval/jre/ bin/kli st
4. Enable Kerberos authentication for the Streams user interfaces.

The procedure to enable Kerberos authentication depends on the Streams interface that you use.

Interface Procedure

streamtool When you updated the securi ty. ker ber osEnabl ed property in Step
3a, Kerberos authentication was enabled for the st r eant ool command-line
interface.

Streams Console |For instructions, see “Configuring the Streams Console to use Kerberos
authentication”.

Streams Studio  |For instructions, see “Enabling Streams Studio for Kerberos authentication”.

Streams for REST|Kerberos authentication is not supported.
API

Related tasks:

3

‘Managing the expiration of Kerberos client tickets for Streams users”

Streams requires that you use the JRE kinit program to initialize the Kerberos ticket cache. When you
configure Kerberos for Streams by using this program, client tickets are not automatically renewed.
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Updating the default rules for mapping Kerberos principal names to Streams
user names:

You can use the default setting for the securi ty. ker ber osPri nci pal Mappi ng property to
map Kerberos names to Streams names, or specify your own mapping rules.

If you use the default setting, the first component of the Kerberos user principal name is used as the
mapped name for the default Kerberos realm. For example, if the default realm is IBM.COM, the
Kerberos user principal st r eansuser 1@ BM COMis mapped to Streams user St r eansuser 1.

Procedure

To specify your own mapping rules, you can use the St r eant ool command-line interface.

e Ifyouuse the st r eant ool command-line interface, enter the following command:
stream ool setkrbprincnapping --file path-to-nmapping-file

This command sets the securi ty. ker ber osPri nci pal Mappi ng property to the
mapping in the specified mapping file. For more information about this command, enter
streant ool man setkrbpri ncrmappi ng.

The mapping file contains one or more mapping rules in the format RULE:expression or DEFAULT,
for the default rule.

e FEach rule must be on a separate line. The first rule in the file is processed first. Processing
continues down the list until a match is found. If no match is found, the mapping of the principal
name fails.

e The expression is in the following format:
[n:string] (regexp)s/pattern/repl acement/

o [n:string] indicates a matching rule where n declares the number of components in the
principal, excluding the realm component. If this rule matches, a value is formed by the
components of the principal name in the order that is specified in the string.

o The following variables are used:
¢ 30 indicates the realm component of the principal name.
e $1 indicates the first component of the principal name.
e $2 indicates the second component of the principal name.

For example, if the input principal name is St r eansadmni n/ adnmi n@ BM COM the
first component ($1) is streamsadmin, the second component ($2) is admin, and the realm
component ($0) is IBM.COM.

o Ifthe value produced by [ n: st ri ng] matches the regular expression in ( r egexp) , the
s/ pattern/replacement/ substitution is invoked. The pattern in the substitution
expression is a regular expression that is used to locate the portion of the string to replace, and
replacement is the value to use for replacing the matched section.

Example 9.3. Examples:

In the following examples, IBM.COM is the default Kerberos realm.
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To map all principals in the default realm to their first component, use the default setting. The
mapping file contains the following line:

DEFAULT

Result:

o streansuser @ BM COMmaps to St r eansuser .

o streanmsadm n/ adnm n@ BM COMmaps to st r eansadni n.

To map all principals in the default realm with the second component /admin to admin and all
other principals to their first component, include the following lines in the mapping file:

RULE: [ 2: $1962@0] (. *%dnm n@ BM COM) s/ . */ adni n/ DEFAULT
Result:
o streansadni n/ adni n@ BM COMmaps to admni n.

o streansuser @ BM COMmaps to St r eansuser .

To map all principals in the STREAMS.COM realm to their first component and all principals in

the default realm to their first component, include the following lines in the mapping file:
RULE: [ 1: $1@0] (. * @STREAVS. COV) s/ @STREAVS. COM / DEFAULT

Result:

o user 1@TREAMS. COMmaps to user 1.

o streansuser 1@ BM COMmaps to st r eansuser 1.

For more information about the format for rule expressions, see the description of the
security. kerberosPrinci pal Mappi ng domain property. To access domain property
descriptions, enter St r eant ool man domai nproperti es.

You can use the st r eant ool get kr bpr i ncrmappi ng command to retrieve the current
Kerberos principal mapping for a specified domain. For more information about this command, enter
streant ool man getkrbpri ncmappi ng.

Configuring the Streams Console to use Kerberos authentication:

Use this procedure to configure Kerberos authentication for Streams Console users.

Before you begin

Configure Kerberos for Streams.

Procedure

L.

Configure the Mozilla Firefox browser on Linux or the Microsoft Internet Explorer browser on
Windows.

Restriction:

The Google Chrome browser is not supported.
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The Streams Console uses the Simple and Protected GSS-API Negotiation (SPNEGO) protocol to
authenticate users with Kerberos credentials. To use Kerberos authentication, you must configure
your browser to use SPNEGO.

e To configure the Firefox browser on Linux to use SPNEGO, complete the following steps:

a. Start Firefox.

b. In the address field, type about : conf i g and press Enter.

c. Inthe Search field, type net wor k. n and press Enter.

d. Double-click net wor k. negoti at e- aut h. trust ed- uri s, enter the host name of
the web management service, and click OK. For example, if the URL for accessing the
Streams Console is https://streamshost.ibm.com:8443/ streams/domain/console, you enter
https://streamshost.ibm.com in the net wor k. negoti ate-aut h. trusted-uris
field.

e. Double-click net wor k. negot i at e- aut h. del egati on-uri s, enter the host
name of the web management service, and click OK. This is the same value that you
entered in the previous step.

f. Restart your Firefox browser to activate this configuration.

e To configure the Internet Explorer browser on Windows to use SPNEGO, complete the
following steps:

a. Start Internet Explorer.
b. Click Tools > Internet Options > Security.

c. Select the Trusted Site icon and click Sites. In the Trusted sites window, add the host
name, for example: https://streamshost.ibm.com.

d. Select the Local intranet icon and click Sites.
e. Inthe Local intranet window, complete the following steps:

o Select the Include all local (intranet) sites not listed in other zones check box and
click Advanced.

o In the Add this web site to the zone field, enter the host name of the web
management service. For example, if the URL for accessing the Streams Console is
https://streanshost.i bm com 8443/ streans/ domai n/ consol e,
you enter ht t ps: // st reanshost . i bm comin this field.

o Click Close and then OK to return to the Internet Options window.

f. In the Internet Options window, complete the following steps:

o Click the Advanced tab and scroll to the Security settings.

o Ensure that the Enable Integrated Windows Authentication check box is selected.
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g. Restart Internet Explorer to activate this configuration.

2. On all resources that are running the Streams web management service, set up the service as a
service principal for Kerberos.

The following values are used in the examples:
e HTTP: The Kerberos service principal name for the web management service.
This is the name that browsers use by default.

e dommi nl.i bm com The fully qualified name of the Streams resource that is running the
web management service.

e | BM COM The name of the Kerberos realm.
Complete the following steps on all resources that are running the web management service:

a. Create a service principal for the web management service as shown in the following
examples.

e MIT Kerberos example:

kadm n: addprinc -randkey HITP/ domai nl.i bm com@ BM COM
e Microsoft Active Directory example:

o Create a user in Active Directory for the Kerberos service principal, for example:
HTTP.

o Enable encryption in the user account, for example: AES256- SHAL.

o Create a service principal, for example:

setspn -A HITP/ domai nl.i bm com HTTP

b. Create a .keytab file for the web management service as shown in the following examples. The
keytab encryption keys must be compatible with the supported user encryption types.

e MIT Kerberos example:

kadm n: ktadd -norandkey -k streans-sws. keytab HTTP/
domai nl.i bm com@ BM COM

e Microsoft Active Directory example:

kt pass -out .\streans-sws. keytab -princ HTTP/ donai nl.i bm com@ BM COM
-mapUser streans\HTTP

-mapOp set

- pass password

-crypto AES256- SHAL
-pType KRB5_NT_PRI NCI PAL

c. Copy the .keytab file that you created in the previous step to the following directory on the
resource that is running the web management service:

user-hone-direct nry/ streans/var/securit y/ kpy'r abs/streans-sws kpyt ab
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c.

Notes:

e The user and group owner of the .keytab file is the user : gr oup that runs the web
management service on the resource. For example, if your username is St r eansadni n
and your group is St r eansgr oup, enter the following command:

chown streansadni n: streansgroup streans-sws. keyt ab

e Because the .keytab file contains encrypted passwords, anyone with read permission on the
file can run a command in the Kerberos realm for the principals in the realm. Restrict and
monitor permissions on this file so that only the principal whose credentials the application
is authenticating with has read access to the file. For example:

chnmod 400 streans-sws. keyt ab

e You can configure permissions for a Kerberos user by using roles or by setting access
permissions for the user. Groups do not apply to Kerberos users. To configure permissions,
see “Configuring user access to Streams domains and instances”.

Verify that you are able to log in using the .keytab file.

Important

You must verify the .keytab file by using the MIT Kerberos Ki ni t program, not the Ki ni t
program that is installed with Streams.

Example:

Jusr/bin/kinit -f -k -t of/.streans/var/security/keytabs/streans-sws. keytab HTTP/
domai nl.i bm com@ BM COM

If your krb5.conf file is not found in the default location of /etc/krb5.conf, set the
KRBS5_CONFIG environment variable to the correct path and then run the kinit command.

After the .keytab file is verified, remove the credential cache file by running the following
command:

[ usr/ bin/ kdestr oy

Repeat Steps 2(a-d) on all resources that are running the web management service.

3. Update Streams security properties that are used for Kerberos.

You can update the property settings by using the st r eant ool set domai nproperty
command. For more information about each property, use the
streant ool man domai nproperti es command.

a.

Update the sws. ker ber osSer vi cePri nci pal property, if needed.

This property specifies the service principal name for the Streams web management service.
This name is registered with the Kerberos KDC.

The default value for this property is HTTP/ %6TREAMS RESOURCE% where
YSTREAMS RESOURCE%resolves to the host name for the web management
service. For example, if the URL for accessing the Streams Console is
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https://streanshost.ibm com 8443/ streans/ domai n/ consol e, the host
name for the web management service is streamshost.ibm.com in this field.

b. Update the sws. ker ber osKeyt abFi | e property on all resources that run the Streams
web management service.

This property specifies the location of the Kerberos .keytab file for the web management
service.

Example:

streant ool setdonmi nproperty sws. ker ber osKeyt abFi | e=%STREAMS_USER _HOME% . st r eans/ var/ security/
keyt abs/ st reans- sws. keyt ab

4. Obtain and cache Kerberos ticket-granting tickets. These tickets are used by Streams to
authenticate users with the web management service.

Note: Before running the kinit command, a user must be registered as a user principal with the
Kerberos KDC.

To obtain and cache a Kerberos ticket-granting ticket, enter the following command:
lusr/bin/kinit -f

To list the ticket-granting tickets in the ticket cache, enter the following command:

[ usr/bin/klist
Enabling Streams Studio for Kerberos authentication:

Enable Kerberos authentication for Streams Studio users.

Restriction:

Streams Studio supports Kerberos authentication on Linux only.

Before you begin

Configure Kerberos for Streams.

Procedure

Enable Kerberos authentication for Streams Studio on Linux by selecting the Use Kerberos
authentication option when you add the domain connection.

When you connect to the domain, Streams uses Kerberos to authenticate Streams Studio users.
Related tasks:

Adding domain connections for Streams Studio

To use Streams Studio with Streams, you must add at least one domain connection.

Managing the expiration of Kerberos client tickets for Streams
users:
Streams requires that you use the IBM JRE Ki ni t program to initialize the Kerberos ticket cache.

When you configure Kerberos for Streams by using this program, client tickets are not automatically
renewed.
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Procedure
You can use the following options to manage the expiration of Kerberos client tickets.

e Automatically run the ki ni t - k command by setting up a cron job on the Linux system. This
approach avoids ticket expiration issues.

e Obtain a new ticket by running the Ki ni t - k command. The command must be run on a regular
basis to ensure that it runs before the ticket expires.

Command example:

$STREAMVS | NSTALL/ javal/jre/bin/kinit -f -k -t path-to-keytab-file user-principal
Sample Kerberos configuration file:

The Kerberos configuration file, kr b5. conf , contains essential information such as the default
Kerberos Key Distribution Center (KDC), default realm, and other settings that are used by Streams.

When you configure Kerberos for Streams, you specify the location of the kr b5. conf file on the
Streams securi ty. ker ber osConfi gur ati onFi | e property.

================sanpl e krb5. conf ==============
[ 1 oggi ng]

default = FILE:/var/log/krb5libs.|og

kdc = FILE:/var/| og/ krb5kdc. | og

adm n_server = FILE:/var/| og/ kadm nd. | og

[1i bdefaults]

default _realm= | BM COM
dns_| ookup_real m = fal se
dns_| ookup_kdc = fal se
ticket lifetime = 24h
renew lifetinme = 7d
forwardable = true

[ real ns]

| BM COM = {

kdc = serverl.ibm com

adm n_server = serverl.ibmcom

}

[domai n_real M
.ibmcom= | BM COM
i bmcom = | BM COM
Related tasks:

“Configuring Kerberos authentication for Streams users”

Use this procedure to configure Kerberos authentication and single sign-on (SSO) for Streams.

9.2.3. Generating authentication keys for Streams

Use this procedure to generate public and private keys for Streams. Generating public and private
keys eliminates the need for Streams users to enter a password when they run st r eant ool
commands.

190



Chapter 9. Configuring security for Streams

Before you begin

To successfully use generated authentication keys when a domain is running in an environment
without a shared file system, the st r eant ool genkey command must be run on each resource
where the user runs st r eanmt ool commands.

Procedure
Generate public and private keys.

e To create public and private keys for the user who is entering the command, enter streamtool
genkey.

e IfLDAP is used to authenticate Streams users, you can create public and private keys for another
user by entering St r eant ool genkey -U user-id.

The st r eant ool genkey command generates the following files:
e Private key: user-i d_priv. pem
e Public key: user -i d. pem

Streams stores the private key in the user - home-di rectory/ . streans/ key/ domai n-i d
directory. The public key is stored in ZooKeeper.

Related reference:

streamtool genkey command

The streamtool genkey command generates a public and private key pair.

9.2.4. Streams security session timeout property

The security session timeout is the number of seconds before a Streams user session expires. This
property setting is independent of the PAM or LDAP authentication service.

You can configure the security. sessi onTi meout property when you create a Streams domain
by using the st r eant ool nkdomai n command. The default value is 14400 seconds (4 hours).

To update this property for an existing Streams domain, use the
streant ool set donai nproperty command.

Related reference:

streamtool mkdomain command

streamtool setdomainproperty command

9.3. Linux users and Streams jobs

To determine which Linux user has the authority to run the jobs for a Streams instance, you must
first determine which user is running the domain controller services for your domain. The security
implications of the i nst ance. runAsUser andi nst ance. canSet PeOSCapabi lities
property settings also need to be considered.
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Identifying which Linux user runs Streams jobs

e When you use SSH to start domain controller services, they run as the user that starts the domain.

e When resources are individually installed and domain controller services are running as system
services, the domain controller services run as the user that was specified when registering the
domain controller services as system services.

Note

A domain might contain a mixture of resources, for example, resources with domain controller
services started by using SSH and resources with domain controller services started as system
services.

Understanding user authority to run Streams jobs

Ifthe i nst ance. runAsUser property is not specified, the instance services and PE processes
run as the domain controller service user. If this occurs, PE processes on different systems might be
running as different users even for the same job.

Ifi nst ance. runAsUser =operating_system_user is specified, instance services

and PE processes run as the operating system_user on all instance resources. If

i nst ance. canSet PeOSCapabi | i ti es=t r ue is specified, the PE processes in the Streams
instance can run with special operating system capabilities. These settings are only valid when domain
controller services are running as system services.

Important

Using the i nst ance. runAsUser =operating system_user or

i nst ance. canSet PeOSCapabi | i ti es=t r ue setting allows PEs to run as a specified user

or with special operating system capabilities. These settings have implications for system security in

a domain. In addition, a Streams application bundle file (.sab file) or toolkit operator model might
contain capability specifications that allow the PEs to run with capabilities such as increased operating
system user privileges. If you are using these settings:

e Only aroot user can register a resource to run as a system service.

e Any Streams user who can create an instance in a domain can set the i nst ance. r unAsUser
and i nst ance. canSet PeOSCapabi | i ti es properties. By default, this is a user with
DomainAdmistrator role.

e Any Streams user that can set instance properties can set the i nst ance. r unAsUser property.
By default this is a user with the DomainAdmistrator or the Instance Administrator role.

e Any Streams user who can set domain properties can set the
i nst ance. canSet PeOSCapabi | i ti es property for an instance. By default, this is a user
with the DomainAdmistrator role.

e Any Streams user that can submit a job to an instance with the i nst ance. r unAsUser and
i nst ance. canSet PeOSCapabi | i ti es properties set can have a job run on a resource with
increased operating system user privileges. By default, this is a user with the DomainAdmistrator,
Instance Administrator, or InstanceUser role.
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e It is important to use sufficient file system permissions on a Streams application bundle
(.sab) file that is submitted to an instance with the i nst ance. r unAsUser and
i nst ance. canSet PeOSCapabi | i ti es properties set. Ensure that the file system
permissions restrict which users can provide or modify application bundle files.

9.4. Changing the cryptographic protocol for
Streams services

Many domain and instance services support connections that use Transport Layer Security (TLS)
cryptographic protocols. You can specify which cryptographic protocols the services use for secure
communication by setting domain and instance properties. Starting with Streams Version 7.1.0 the
default setting for Streams is TLSv1.2, which indicates that TLS 1.2 or later protocols are used.

About this task

You can specify the cryptographic protocol for the domain and instance services in Table 30 and Table
31.

Notes:

e The domai n. ssl Opti on domain property is used as the default value for the ssl Qpti on
properties that are listed.

e Ifyousetthe sws. ssl Prot ocol property to TLSv1.2, you must also specify one of the
following settings:

o Setthe domai n. ssl Opti on property to TLSv1.2.
o Set both the aas. ssl Opti on andj nx. ssl Opt i on properties to TLSv1.2.

e Ifthe domai n. ssl Opti on property is set to TLSv1.2, the WebSphere® Application Server
comibm jsse2. sp800- 131 system property is set to strict. For more information about
SP800-131 standard strict mode, see Configuring WebSphere Application Server for SP800-131
standard strict mode.

Table 9.8. Domain services

Service name Domain property name
authentication and authorization service aas. ssl Option

domain controller service controll er.ssl Option
web management service sws. ssl Pr ot ocol

Table 9.9. Instance services

Service name Instance property name
application deployment service app. ssl Opti on
application manager service sam ssl Opti on
application metrics service srm ssl Option
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Service name Instance property name

view service vi ew. ssl Opti on

The domain and instance properties can have the following values:

e TLSv1.2 indicates that the service uses only TLS 1.2 or later protocols. If a TLS 1.2 connection
cannot be established, it does not fall back to lower versions of TLS support. Starting with
Streams Version 7.1.0 TLSv1.2 is the default value.

e none indicates that the service does not use TLS or SSL. You cannot specify this value for the
sws. ssl Prot ocol domain property.

Note

TLS 1.2 or later is recommended for Streams. This version is more secure than earlier TLS versions
and SSL.

The sws. ss| Pr ot ocol domain property has an extra value: useJavaSetting. This property
indicates that the web management service supports the cryptographic protocols that are specified by
the Java configuration of processes that connect to the service. This value is the default value.

For more information about these properties, run St r eant ool man domai nproperti es and
streant ool man properties.

Tip

Before you change the cryptographic protocol, consider which Streams interfaces you use and how
they are affected. For example, you must open the Streams Console in a web browser that supports the
same cryptographic protocols that you specify for the web management service.

Procedure

You can specify the cryptographic protocol when you create or update a domain or instance.
In Streams Studio, you can specify the cryptographic protocol when you add or edit a domain
connection.

e Specify the cryptographic protocol when you create the domain or instance.

o Use the Streams Console or the st r eant ool nki nst ance command to create an instance
and specify the appropriate instance property.

e Specify the cryptographic protocol after you create the domain or instance.

o To update a domain property, use the st r eant ool set domai npr operty command,
then restart the domain.

o To update an instance property, use the Streams Console or the
streant ool setproperty command, then restart the instance.

e In Streams Studio, specify the cryptographic protocol when you add or edit
a domain connection. The protocol that you specify must match the value
on the j mx. ssl Pr ot ocol domain property. To obtain that value, run the
streant ool getdomai nproperty jnx.ssl Opti on command.

194



Chapter 9. Configuring security for Streams

o  When you add a domain connection, use the 7LS Protocol list to select the cryptography
protocol that matches the domain configuration.

o Ifyou have a domain connection defined for the domain, use the Edit Domain Connection
window to update the cryptography protocol. For the change to take effect, disconnect and
then reconnect to the domain.

Related tasks:

“Setting up client certificate authentication for Streams users” Use this procedure to set up client

certificate authentication for a Streams domain by using X.509 certificates. Using client certificate
authentication is optional.

Adding domain connections for Streams Studio

To use Streams Studio with Streams, you must add at least one domain connection.

9.5. Securing a Streams cluster

While applications are deployed into production environments with specific recommendations

that apply to individual customers, enterprise organizations generally have security policies and
procedures that must be met and followed. To meet enterprise requirements, a combination of product
and environment configuration is needed. The following are some key features using the standard
information security CIA triad.

Maintaining confidentiality:

Granular access control: Streams uses access control lists (ACLs) to manage user authorization
for domains and instances. An ACL contains the type of domain and instance objects to secure
and the actions that a user or group is authorized to perform against the object.

Encryption: All connections to the Streams Console and REST APIs use the HTTPS protocol.
Furthermore, you can encrypt PE to PE communication and management communication with
TLS1.2. Most toolkits have operators that enable the sourcing and sinking of data using TLS1.2.

Authentication: The default user authentication method is PAM or LDAP. For a basic domain,
Streams uses PAM. For an enterprise domain, you can specify either LDAP or PAM as the default
method when you create the domain, and then customize user authentication after the domain is
created. You can also create JAAS plug-in modules and integrate with any back-end authentication
system.

Ensuring integrity:

Checkpointing: Operator state can be persisted at run-time to allow recovery from a failure. This
enables you to design applications to guarantee delivery of data.

Auditability: Streams supports comprehensive, multiple-level auditing of product and user
operations.

Sustaining availability:

Failover: There is a high availability count property in both domains and instances. This property
indicates how many copies of management services are maintained by a domain or instance. If a
leader service fails, the product automatically fails over to another instantiation of the service.
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e Redundancy: The Streams product tightly integrates with redundant LDAP servers, Zookeeper
quorums, and multiple Redis servers.

In addition to the security features that are included in the product, the Streams product is developed
and maintained following IBM Secure Engineering practices. This includes IBM's Product Security
Incident Response Team (PSIRT) process. You can review this process at https:// www.ibm.com/
security/secure-engineering/process.html. The Streams code base is scanned using the AppScan
product suite (https://www.ibm.com/security/application-security/appscan). All high or medium issues
that are not resolved before the product is made publicly available are opened as PSIRT records and
resolved following the IBM PSIRT process.

Related concepts:

“User authorization for Streams”

Streams uses access control lists (ACLs) to manage user authorization for domains and instances. An
ACL contains the type of domain and instance objects to secure and the actions that a user or group
is authorized to perform against the object. The ACLs are initialized when you create a domain or
instance. “User authentication options for Streams”

The default user authentication method for Streams domains is PAM or LDAP. For a basic domain,
Streams uses PAM. For an enterprise domain, you can specify either LDAP or PAM as the default
method when you create the domain, and then customize user authentication after the domain is
created.

Chapter 10, “Configuring audit logging for Streams,”

Streams supports comprehensive, multiple-level auditing of product and user operations. By default,
audit logging is not enabled.

Related tasks:

Chapter 9, “Configuring security for Streams,”

Each Streams domain and instance maintains its own security configuration.

“Changing the cryptographic protocol for Streams services” Many domain and instance services
support connections that use Transport Layer Security (TLS) cryptographic protocols. You can specify

which cryptographic protocols the services use for secure communication by setting domain and
instance properties. Starting with Streams Version 7.1.0 the default setting for Streams is TLSv1.2,
which indicates that TLS 1.2 or later protocols are used.

Chapter 13, “Configuring a checkpoint data store for Streams domains and instances,”

Use this procedure to configure a checkpoint data store for Streams domains and instances. A
checkpoint data store is used by applications that call the Streams Checkpointing API.

Chapter 8, “Setting up a Streams enterprise domain on multiple resources,”

An enterprise domain can have multiple resources and users. This type of domain is typically used for
production environments. You can configure high availability to ensure that Streams can continue to
run even if resources fail or are not available.
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Streams supports comprehensive, multiple-level auditing of product and user operations. By default,
audit logging is not enabled.

When audit logging is enabled, the following types of events are logged:
e All user operations from the Streams St r eant ool command-line interface and the JMX API.
e All permission checking performed by Streams.

e Any event that changes the state of a Streams domain, instance, or resource.

10.1. Enabling audit logging for Streams

To enable audit logging for Streams, use this procedure to update the required domain properties and
create a log4j configuration file.

About this task

If audit logging is enabled by using the default file appender, the default log file name is
streams.audit.log. This log file is located in the same directory as all other Streams log and trace files,
which is the directory that is specified on the dormai nLog. pat h property.

For more information about the audit logging properties, enter streamtool man domainproperties.
All properties that apply to audit logging are prefixed with audi t | 0g. To set properties, use the
streant ool setdomai nproperties command.

Procedure
1. Setthe audit| og. | evel domain property to standard. The default setting is off.

2. Create al 0g4j configuration file for audit logging. The following sample file is installed with
Streams:

product-installation-root-directory/7.1.0.0/etc/trc/
| og. defaul t. properties. xn

Important

Do not edit the sample . xm file. Make a copy of the sample file and then edit the copy as
needed. If you edit the sample . X file and it becomes corrupted, errors can occur.

3. Optional: Customize audit logging by adding filters to your | 0g4j configuration file.

4. Optional: Change the default location of the audit log files in your | 0g4j configuration file.

By default, Streams saves the audit log files in the same location as the other product log files. To
save the audit log files in a different location, change the st r eans_| og_pat h variable in your
| 0g4j configuration file to another path on your system.
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5. Setthe audi t| og. | og4j Properti esFil e domain property to point to your | 0g4j
configuration file. The | 0g4j configuration file must be accessible in the path that is specified
by the audi t | og. | og4j Properti esFi | e property by all resources that run the audit log
service. This can be a shared file location or an exact copy on each resource.

6. Optional: Set the audi t | og. | og4j Appender O assPat h domain property. This property is
used to find the customized | 0g4j appender Cl assPat h.

7. If the domain is running, you must restart the domain for the changes to be effective.
Results

After the changes become effective for the domain, users can dynamically enable or disable audit
logging by updating the audi t | 0g. | evel domain property. Possible settings are off (no auditing)
or standard (auditing performed at the standard level).

10.2. Customizing audit logging for Streams
by adding filters

The sample | 0g4j configuration file that is installed with Streams includes an appender example that
shows you how to filter out audit event entries and messages based on certain conditions.

Before you begin

Enable audit logging and create a log4j configuration file.

Procedure

Optional: Add filters to your log4j configuration file. Examples of Streams filters are:
e domainlD, instancelD, hostname, and userID:

e components such as streamtool, jmx, api, and sam

e operations such as submitjob, addhost, and getinstancestate

e combination of any of the above

The following example in the sample file includes audit entries for all log messages for
st reant ool and submi tj ob operations:

<appender nane="audi t Appender" cl ass="org. apache. | og4j. Fi | eAppender" >
<param nanme="Fi |l e" val ue="${streans_| og_path}/| ogs/streans. audit.| og"/>
<l ayout cl ass="org. apache.| og4j.PatternLayout">
<par am nane="Conver si onPattern" val ue=" %"/ >
</l ayout >
<filter class="org.apache.l og4j.filter.ExpressionFilter">
<par am nane="Convert | nFi xToPost Fi x" val ue="true" />
<par am nane="Accept OnMat ch" val ue="true" />

<par am nanme="Expr essi on" val ue="MSG o= 'SR([ streanmtool ]’ || MG o=
"OP[submitjob " />
</filter>

<filter class="org.apache.log4j.filter.DenyAlFilter" />
</ appender >
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To help you create filter expressions, see the audit log examples.

10.3. Streams audit log examples

Audit log entries contain information about Streams domains, instances, users, operations, and
operation objects. Detailed messages can provide additional information.

Audit log format:

Ti mestanp* D[ donmmin] I[instance] H host] U user] SUCCESS/ FAI LURE/ NA
SRC|[ oper ati on-source] OBJ[operation-object] OP[operation-and-
par anet ers] nessage

Ti mest anp* is the time that the Streams component performs operations and auditing. It is not the
time that the logging service and log4j write the message to the appender. This format is the same as

the Streams logging timestamp format, which is yyyy- MM dd’ T' HH: nm ss. SSSZ.

The following examples are St r eant ool starti nst ance command operations. The first
example contains a message that provides additional information.

2015-01-16T13: 30: 53. 869- 0500 D[ StreansDomai n] 1] St reansl nst ance]
H host 1.i bm com(192.0.2.0)] U streansadnin, streansadni n] SUCCESS

SRC api] OBJ[com i bm streans. adnmi n.internal.api.Streansl nstance] OP[start,

aut hUser =st r eansadm n@st r eansDonai n
listener=comibmstreans.cli.Startlnstance@b0cd689]

CDI SA3004W The Streansl nstance instance started with warnings for the
foll owi ng domai n:

StreanmsDomai n. The instance is operational.

2015-01-16T13: 30: 53. 932- 0500 D[ StreansDomai n] 1] St reansl nst ance]

H host 2.i bm com(198. 51. 100. 0)] U[ streansadni n, streansadm n] SUCCESS(0)

SRC[ streantool] OBJ[comibmstreans.cli.Startlnstance] OP[startinstance,
d=St r eansDomai n

zkconnect =host 3: 2181, host 4: 2181, host 5: 2181 i =Str eansl nst ance
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Chapter 11. Configuring transport
mechanisms for Streams

Streams supports several high-performance and configurable transport mechanisms for
communicating across processing elements (PEs). You can configure the transport mechanism by
updating Streams properties or by specifying options in stream processing applications.

Before you begin
Restrictions:

e Ifyou use the LLM transport, do not enable encrypted connections between processing elements.
If both the LLM transport and encrypted connections are enabled, the processing elements can't
connect.

11.1. Configuring transport mechanisms by
using Streams properties

You can use domain and instance properties to configure transport mechanisms for Streams.
Before you begin
Restrictions:

e Ifyou use the LLM transport, do not enable encrypted connections between processing elements.
If both the LLM transport and encrypted connections are enabled, the processing elements can't
connect.

11.1.1. Application network properties for Streams
domains and instances

Use the domai n. appl i cati onNet wor k and i nst ance. appl i cat i onNet wor k properties
to specify the subnetworks that are used by the Streams data transport mechanism for instance jobs
and PEs.

By default, Streams uses the [P address that is configured in the Domain Name System or in the /etc/
hosts file.

To specify the domai n. appl i cati onNet wor k ori nst ance. appl i cati onNet wor k
property value, use Classless Inter-Domain Routing (CIDR) notation, which includes the combination
of both an IP address and a mask bit value in the following format:

| P- addr ess/ mask- bi t - val ue

In the following example, the IP address is 192.0.2.0 and the mask bit value is 24, which converts to a
subnet mask of 255.255.255.0:

i nstance. appl i cati onNet wor k=192. 0. 2. 0/ 24

To specify multiple CIDR values, separate the values with a comma as show in the following
example:
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i nstance. appl i cati onNet wor k=192. 0. 2. 0/ 24, 198. 51. 100. 0/ 24

For jobs and PEs, Streams checks the CIDR values in the order specified, and uses the first match that
is found for the connection. If no match is found, Streams uses the IP address that is configured in the
Domain Name System or in the /etc/hosts file.

For system services, Streams checks the CIDR values in the order specified, and attempts to select
an alternate interface with a subnetwork that is not in the subnetworks that are specified by the
application network properties.

e Domain services use the domain.applicationNetwork property.
e Instance services use the instance.applicationNetwork property.

If an alternate interface cannot be found, Streams uses the IP address that is configured in the Domain
Name System or in the / et ¢/ host s file.

If you are using the LLM_RUM _IB transport, Streams checks both the
i nstanceNetwor k. | I m nfi ni bandl nt er f aceNan®e instance property and the
i nstance. appl i cati onNet wor k instance property to determine the IP address that is used.

To display or set property values for domains and instances, use the following st r eant ool
commands:

e Forthe domai n. appl i cat i onNet wor k property, use the
streant ool getdomai nproperty command to display the property value and the
streant ool setdomai nproperty command to update the value.

e Forthei nstance. appl i cati onNet wor k property, use the
streant ool get property command to display the property value and the
streant ool set property command to update the value.

Related reference:

streamtool getproperty command streamtool setproperty command

11.1.2. Encrypted PE connections property for Streams
instances
Use the i nst ance. transport Securi t yType property to enable or disable encrypted

connections between processing elements (PEs). By default, connections between PEs are not
encrypted.

Before setting the t r ansport Secur i t yType property, review the performance considerations.

To enable encryption between PEs, specify one of the following supported Transport Layer Security
(TLS) cryptographic protocols:

e TLSv1.2 for TLS 1.2 or later protocols
Restrictions:

e Ifyou use the LLM transport, do not enable encrypted connections between processing elements.
If both the LLM transport and encrypted connections are enabled, the processing elements can't
connect.
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Notes:

e TLS 1.2 or later is recommended for Streams. This version is more secure than earlier TLS
versions and SSL.

e Because of a security vulnerability, the IBM SDK that is installed with Streams disables
SSL 3.0. For more information, see the following IBM Support documentation: IBM SDK
Java Technology Edition fixes to mitigate against the POODLE security vulnerability
(CVE-2014-3566).

To display the value of the i nst ance. t ransport Secur it yType property for an instance,
use the st r eant ool get property command. To set this property for an instance, use the
streant ool setproperty command.

The following example specifies that TLS 1.2 or later is used to encrypt connections between PEs:
streant ool setproperty instance.transportSecurityType=TLSvl.2
The following example shows how to disable encryption:

streant ool setproperty instance.transportSecurityType=none

Note

If Streams cannot establish a connection with the specified protocol, check the PE and processing
element container service (PEC) logs. The following examples are typical causes of failure to connect
errors:

e The openssl RPM is not installed. This RPM is required for an encrypted connection. Ensure
that you install the version of the openssl RPM that is required by Streams and checked by the

dependency checker script.

In this case, the PEC crashes with an informational message. If you run the
st reant ool | spes command, the PE is in Stopped state.

e A network failure occurs.
In this case, Streams continues to retry the connection until it succeeds.
e The target PE does not authenticate with the proper security protocol.

In this case, Streams continues to retry the connection until it succeeds.

Related reference:
Streamtool commands

This reference section provides a description of each st r eant ool command, which includes details
about command syntax and options. To obtain the help information for a specific command, enter
streant ool man conmmand- nane.

Log and trace files generated by Streams
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Required RPMs for Streams

11.1.2.1. Performance considerations for encrypted PE
connections

The SSL/TLS value that you specify for thet r ansport Securi t yType property can impact PE
connection performance. Streams supports TLS v1.2 and later protocols.

Note

TLS 1.2 or later is recommended for Streams. This version is more secure than earlier TLS versions
and SSL.

For encrypted PE connections, Streams uses OpenSSL, RSA 2K encryption, and the Advanced
Encryption Standard (AES) cipher. These operations can consume a large amount of CPU time that
might not be consumed if you use TCP connections.

Performance can vary significantly depending on your hardware. You can use the following
openssl speed commands to obtain performance information for your specific hardware.

e For performance information during RSA 2K handshakes, run the following command:

openssl speed rsa2048

Example:

Doing 2048 bit private rsa's for 10s: 4830 2048 bit private RSA's in
10. 00s

Doi ng 2048 bit public rsa’'s for 10s: 151997 2048 bit public RSA's in
10. 00s

penSSL 1.0. le-fips 11 Feb 2013

sign verify sign/s verifyl/s
rsa 2048 bits 0.002070s 0.000066s 483.0 15199.7

e For performance information during AES encryption, run the following command:
openssl| speed aes

Example:

Doing aes-128 cbc for 3s on 16 size blocks: 16021714 aes-128 chc’s in 3.00s
Doing aes-128 chc for 3s on 64 size blocks: 4300801 aes-128 chc’s in 3.00s
Doing aes-128 chbc for 3s on 256 size blocks: 1097539 aes-128 chc’'s in 2.99s
Doing aes-128 chc for 3s on 1024 size blocks: 275925 aes-128 chc’s in 3.00s
Doing aes-128 chbc for 3s on 8192 size blocks: 34471 aes-128 chc’'s in 3.00s
Doing aes-192 chc for 3s on 16 size blocks: 13556034 aes-192 chc’s in 3.00s
Doing aes-192 cbc for 3s on 64 size blocks: 3598405 aes-192 chc’s in 3.00s
Doing aes-192 chc for 3s on 256 size blocks: 913409 aes-192 chc’s in 3.00s
Doing aes-192 cbhc for 3s on 1024 size blocks: 229628 aes-192 chc’s in 3.00s
Doing aes-192 chc for 3s on 8192 size blocks: 28710 aes-192 chc’s in 3.00s
Doing aes-256 chbc for 3s on 16 size blocks: 11703042 aes-256 chc’s in 3.00s
Doing aes-256 chc for 3s on 64 size blocks: 3092630 aes-256 chc’s in 3.00s
Doing aes-256 cbc for 3s on 256 size blocks: 783286 aes-256 chc’'s in 3.00s
Doing aes-256 chc for 3s on 1024 size blocks: 196494 aes-256 chc’s in 2.99s
Doing aes-256 cbc for 3s on 8192 size blocks: 24566 aes-256 chc’s in 3.00s

OpenSSL 1. 0. 1e-fips 11 Feb 2013The ’'nunbers’ are in 1000s of bytes per second processed.

type 16 bytes 64 bytes 256 bytes 1024 bytes 8192 bytes

aes-128 chc 85449.14k 91750.42k 93969. 89k 94182.40k 94128. 81k

aes-192 cbc 72298.85k 76765.97k 77944.23k 78379.69k 78397. 44k

aes-256 chc 62416.22k 65976.11k 66840.41k 67294.27k 67081.56k
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If your applications are experiencing reduced throughput with encrypted PE connections, the
following suggestions might improve application performance:

e Use the Streams fusion option for applications to reduce the number of PE to PE connections.
Fusing PEs can reduce the number of encryption operations needed and allow more data to flow
through the PE.

e Change the application so that it sends fewer or larger tuples. With SSL/TLS, there are fixed costs
associated with every tuple that is sent. Sending fewer or larger tuples can reduce the processing
time for this overhead.

e Use a hardware accelerator such as an x86 processor with the Intel Advanced Encryption Standard
New Instructions (AES-NI) feature. Streams can also use hardware accelerators with the OpenSSL
update that adds another decryption engine.

Note

Not all versions of OpenSSL support AES-NI. If you install the version of the openssl RPM that
is required by Streams and checked by the dependency checker script, Streams supports and uses
AES-NI.

Related tasks:

Specifying how operators are fused when you submit a job

Related reference:

Required RPMs for Streams

Related information:

OpenSSL documentation

11.2. Configuring transport mechanisms for
Streams in stream processing applications

You can specify a global configuration for an application or specify different transport mechanisms
for individual operators in the application.

About this task

The sc compiler provides the - F, --use-transport option for setting the transport mechanism
to use globally for an application. Individual SPL operators can be configured to override the global
configuration selected by the - F option and use different transports for their inputs and outputs.

Procedure

e To configure the TCP transport, use the - F t cp option. This option is the default
if the - F option is not explicitly used. To enable secure TCP connections, set the
i nstance. transport SecurityType property to the desired security type with the
st reant ool command.
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e To configure the IBM WebSphere MQ LLM Reliable Unicast Messaging transport with TCP, use
the - F | | m_rum_t cp option. This is a high-performance, low-latency transport, which can be
configured.

e To configure the IBM WebSphere MQ LLM Reliable Unicast Messaging transport with
InfiniBand, use the - F | | m_rum_i b option. This is a high-performance low-latency transport,
which can be configured.

Related reference:
sc command
This command is used to compile streams processing applications.

spl-transport-stats command

This command creates a transport statistics model by running a transport performance test.
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Chapter 12. Configuring Streams
Studio for remote development

You can install Streams Studio on a local Linux or Windows system that acts as a client and install
Streams on a remote Linux system that acts as a server. To connect to the remote Linux system where
Streams is installed, you must configure a connection.

Before you begin

Install Streams Studio on your local Linux or Windows system. For instructions, see Installing
Streams Studio for remote development.

Ensure that you have a user account on the remote Linux system where Streams is installed.

Streams Studio uses Remote System Explorer (RSE) to provide connectivity to the remote Linux
system for building stream processing applications. When you run Streams Studio for the first time
on the local Linux or Windows system, you must configure a connection to specify how you want
to start the RSE server on the remote system and establish a connection. You have two options for
configuring a connection:

e Create a connection configuration file by editing the def aul t . st udi oconf i g sample file
in your Streams Studio installation directory. When you start Streams Studio in the following
procedure, the configuration values in this file are automatically entered for you.

e Specify the configuration values when you complete the following procedure.

If Streams Studio has problems accessing the Streams domain, see the information for clients that are
external to the Streams cluster in Firewall configuration guidelines for Streams.

Procedure

1. Start Streams Studio on your local system.

e On a Linux system, go to the directory where you installed Streams Studio and enter
./ streanmsSt udi o.

e On a Windows system, go to the directory where you installed Streams Studio and double-
click streamsStudio.exe.

2. In the Workspace Launcher window, specify the local workspace where you want to store your
SPL projects, and then click OK. This workspace is a directory on the local system where you
installed Streams Studio.

3. In the Streams Install Location Details window:

e If you are using a connection configuration file, the connection to the remote Linux system is
automatically created and displayed in the Host connection field. This connection is based on
the values in your . St udi oconf i g file.

e [fyou are not using a connection configuration file, click New to create a connection to the
remote Linux system.

a. In the Select Remote System Type window, select the remote Linux system type, and then
click Next.
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b. Inthe New Connection window, specify the following values, and then click Next.

o Parent profile name. RSE creates a default profile that typically uses the name of the
local system. Accept the default profile or specify an RSE profile of your choice.

o Host name or IP address of the remote Linux system where Streams is installed

o Connection name that is unique to your profile. This name will be displayed in the tree
view in the Remote Systems view.

o Optional description
o Optional proxy settings for the remote Linux system

c. Inthe New remote connection configuration window, configure the connection properties
to define how you want to connect to the RSE server, and then click Finish.

o Remote daemon option: RSE establishes the connection by using the remote daemon.
The remote daemon must be running on the remote Linux system at a predefined port
and must be started by a root user.

Enter the following commands to start the remote daemon:

su -1 root
cd product-installation-root-directory/7.1.0.0/etc/rseserver
perl ./daenon.pl [daenmonPort] [serverPortRange]

where product -i nstal | ati on-root -directory is the root directory for the
Streams product installation.

Notes:

e By default, the server daemon runs on port 8050. To use a different port, you
can specify the optional daemonPort argument. If your daemon runs behind
a firewall, you might want to use the optional serverPortRange argument
to restrict selected server ports to the range that you specify. For example,
perl ./daenon.pl 4075 10000- 10010 specifies a port range of
10000-10010.

e The server daemon uses the Perl script aut h. pl to authenticate the user who is
making the connection. The aut h. pl script uses basic password authentication
by using the password file. You must update the script to use the authentication
mechanism that matches your system.

o SSH option: RSE establishes the connection by using Secure Shell (SSH) support.
To establish a connection, the SSH command, . / server . sh, is issued to start the
RSE server. You must specify the path where the RSE server is installed on the remote
Linux system.

Note

If your remote Linux system is behind a firewall, you might want to restrict the server
to use a specified port range by setting the port variable in the server.sh file. To set
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the port variable, edit the server.sh file on your remote Linux system and set the port
variable to the desired port range. For example, port=10000-10010; specifies a port
range of 10000-10010.

In the Path to installed server on host field, specify an absolute path or a path relative
to your home directory, as shown in the following examples:

/ hone/ user-directory/ product-installation-root -
directory/7.1.0.0/etc/rseserver
product-installation-root-directory/7.1.0.0/etc/rseserver

4. When prompted, enter your user ID and password.

5. To specify the location where Streams is installed, click Browse and select the directory where
Streams is installed on the remote Linux system.

Note

If this information is specified in the connection configuration file, the value is already entered.

6. To specify the remote workspace, click Browse, expand My Home, and then select a folder on
the remote Linux system. To create a folder on the remote Linux system from your local system,
select the parent folder, and click New > Folder.

Results

The Remote Systems view displays the short name of the connection with the following nodes under
the connection:

e Files

o Processes
e Contexts
e Shells

e Ssh Terminals

What to do next

After establishing the connection, you can access the file system and run remote commands on the
remote Linux system. You can import, create, build, run, and monitor streams processing applications;
create Streams runtime instances; and view instance and application graphs.

Related concepts:

Local and remote workspaces in Streams Studio

A local workspace is a directory that contains your Eclipse workspace. A remote workspace is a
directory on the Linux system where Streams is installed. The remote workspace contains a copy of
the SPL projects and artifacts that are in the local workspace.
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12.1. Creating a connection configuration file
for remote development

You can use the Streams Studio sample connection configuration file to create one or more
configuration files for remote development.

Procedure

Edit the sample connection configuration file, def aul t . st udi oconf i g, that is shown in the
following example. This file is in your Streams Studio installation directory.

# The connection configuration file nmust be in the Streans Studio
installation directory.

# The connection configuration file must have a ’'studioconfig file
extension for it to be recognized

# Multiple connection configuration files can be present.

# For each connection configuration file, a renpte connection is
automatically created at startup if one does not exist.

# The default connection used at initial startup is configured by
"defaul t.studioconfig

#

# Renove the '# at the beginning of the line to set the option

# Renote Li nux host nane or | P address
#host =host nane. domai n. com

# Absolute path for RSE server

# The RSE server is typically in <streans_install _|ocation>/<version>/etc/
rseserver on the Linux host
#rseserver=/opt/i bm | nfoSphere_Streans/7.1.0.0/etc/rseserver

# (Optional) Use SSH tunnel option. If not specified, defaults to fal se.
#useSSHTunnel =t r ue

# (Optional) Type of the renpte system Defaults to x86 Linux if not
speci fi ed.

# Specify one of the foll ow ng:

# - org.eclipse.rse.systentype. x86li nux (x86 Linux).

# - org.eclipse.rse.systentype. powerlinux (Power Linux)

#syst ent ype=or g. ecl i pse. rse. syst ent ype. x86l i nux
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data store for Streams domains and
instances

Use this procedure to configure a checkpoint data store for Streams domains and instances. A
checkpoint data store is used by applications that call the Streams Checkpointing API.

By default, no checkpoint data store is configured for domains and instances. You can use the data
store that is included with Streams or another supported data store, such as Redis and IBM Cloud
Object Storage.

You can also specify a Redis password to ensure a secure configuration.

About this task

Checkpointing is the process of persisting operator state at run time to allow recovery from a failure.
If a failure occurs, the operator can be restarted by resetting from the checkpointed state. The operator
uses the Checkpointing API to serialize its state data. The resulting checkpoint is stored in the
checkpoint data store that you configure.

For each domain or instance, you choose the type and location of the data store that the Checkpointing
API writes to. Any changes to the configuration do not take effect until the domain or instance is
stopped and restarted. The domain property setting is automatically inherited by all the instances in
that domain unless the instance property is set.

Notes:

e Any instance that runs applications that use checkpointing or consistent region features is required
to specify a checkpoint data store by setting the i nst ance. checkpoi nt Reposi t ory and
i nst ance. checkpoi nt Reposi t or yConf i gur at i on properties. Typically, operators in
a consistent region require checkpointing.

e A checkpoint data store is also required for applications that have operators with the config
checkpoint clause.

The following properties are used to configure a checkpoint data store:
domain.checkpointRepository
Ifthe i nst ance. checkpoi nt Reposi t ory property is not configured for an instance, this
domain property specifies the default repository that Streams uses to store application checkpoint
data for the instance.
This property can have the following values:

notSpecified

Default value. Indicates that no checkpoint data store is provided for the domain.
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fileSystem

Indicates that the checkpoint data for the domain and its instances is stored in a file system
directory.

redis

Indicates that the checkpoint data for the domain and its instances is stored in a Redis
checkpoint data store.

ibmCloudObjectStorage

Indicates that the checkpoint data for the domain and its instances is stored in an IBM Cloud
Object Storage checkpoint data store.

Before you run applications that call the Checkpointing API, you must configure your domain or
instance to specify either fi | eSyst emredi s, ori bnCl oudObj ect St or age.

Note

If the domai n. checkpoi nt Reposi tory andi nst ance. checkpoi nt Reposi tory
properties are both set to not Speci f i ed, the instances in the domain do not allow submitting a
job that requires checkpointing.

domain.checkpointRepositoryConfiguration

If configuration information is not specified for an instance, this domain

property specifies the default configuration information for the repository

that Streams uses to store application checkpoint data for the instance. If the

domai n. checkpoi nt Reposi t ory property is set to the default value of not Speci fi ed,
the domai n. checkpoi nt Reposi t or yConf i gur ati on property is ignored.

This property contains a string with the following configuration information:

e Forfil eSyst em the string contains the absolute path to an existing directory, which is the
root checkpointing directory.

e Forredi s, the string contains a list of r edi S server host names and port numbers.
e Fori bnCl oudObj ect St or age, the string contains a JSON payload with Cloud Object

Storage (COS) service credentials that include endpoint, bucket name, and configuration entry
name that contains keys.

instance.checkpointRepository

This instance property specifies the repository that Streams uses to store application checkpoint
information.

This property can have the following values:
notSpecified

Default value. Indicates that no checkpoint data store is provided for the instance.
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fileSystem

Indicates that the checkpoint data for the instance is stored in a file system directory.
redis

Indicates that the checkpoint data for the instance is stored in a Redis checkpoint data store.
ibmCloudObjectStorage

Indicates that the checkpoint data for the instance is stored in a IBM Cloud Object Storage
checkpoint data store.

Before you run applications that call the Checkpointing API, you must configure your domain or
instance to specify either fi | eSyst emredi s, ori bnTJ oudObj ect St or age.

Notes:

e Ifyoudo notset the i nst ance. checkpoi nt Reposi t ory property, the value of the
domai n. checkpoi nt Reposi t ory property is used for the instance.

e Ifthei nstance. checkpoi nt Reposi t ory and
domai n. checkpoi nt Reposi t ory properties are both set to not Speci fi ed, the
instance does not allow submitting a job that requires checkpointing.

instance.checkpointRepositoryConfiguration

This instance property specifies the configuration information for the repository

that Streams uses to store application checkpoint data for the instance. If the

i nst ance. checkpoi nt Reposi t ory property is set to the default value of

not Speci fi ed, thei nst ance. checkpoi nt Reposi t or yConf i gur at i on property is
ignored.

This property contains a string with the following configuration information:

e Forfil eSyst em the string contains the absolute path to an existing directory, which is the
root checkpointing directory.

e Forredi s, the string contains a list of r edi S server host names and port numbers.

e Fori bnT oudObj ect St or age, the string contains a JSON payload with Cloud Object
Storage (COS) service credentials that include endpoint, bucket name, and configuration entry
name that contains keys.

For more information about domain and instance properties, use the

streant ool man domai nproperties and streamnmt ool man properties
commands.

Procedure

To configure a checkpoint data store, specify one of the following repository values:

o fileSystem

213



Chapter 13. Configuring a checkpoint data store for Streams domains and instances

This value specifies that Streams saves checkpoint data in a file system directory.

Forfil eSyst em the donai n. checkpoi nt Reposi t or yConfi gurati on or

i nst ance. checkpoi nt Reposi t or yConfi gur at i on properties specify an absolute path
to an existing directory, which is the root checkpointing directory. If the instance needs to run jobs
with restartable and relocatable operators, then place the checkpointing directory in a shared file
system.

The value of checkpoi nt Reposi t or yConfi gur ati on is in a JSON format.

i nst ance. checkpoi nt Reposi toryConfiguration =" { \"Dir\" : path } "
pat h is the absolute path to an existing directory.

The following example sets the checkpoint store in the user's home directory.

i nstance. checkpoi nt Reposi toryConfiguration=" { \"Dir\" : \"/home/user/
Ckpt\ll } n

You can set domain and instance properties by using the st r eant ool set domai nproperty
and st reant ool set property commands. Use the

st reant ool getdonai nproperty andstreant ool getproperty commands to
display property values.

redis
This value specifies that Streams uses a Redis checkpoint data store.

Redis is an open source key-value data store. To use this store for checkpointing, you need to

set up your Redis servers and provide their location to Streams with host names and ports in the
checkpoi nt Reposi t or yConfi gur at i on string. Multiple Redis servers can be configured
and checkpoint data is distributed among the servers through sharding and replication.

The value of checkpoi nt Reposi t or yConfi gur ati on is in a JSON format.

For r edi s, operators' checkpoint data are stored on one or multiple Redis servers through
sharding and replication. The Redis servers are organized as K shards and N replica groups (K x
N servers in total). Checkpoint data is distributed among the K shards, and each checkpoint data is
replicated on N Redis servers. The number of shards (K) determines the capacity of the backend
store. The number of replicas (N) determines the reliability of backend store. Provisioning 2n+1
replica groups can tolerate n server failures. The following example contains the JSON format for
specifying the information of Redis servers.

{

"replicas" : N,

"shards" : K

"replicaGoups" : [replicaGoupl, replicaGoup2, ..., replicaGoupN|
}

The value of "shards" (K) specifies number of shards and it must be a positive integer value. The
value of "replicas" (N) specifies number of replica groups and it must be an odd integer value (for
example, 3). The "r epl i caG oups" is an array of N JSON objects. Each JSON object in the
repl i caG oups array corresponds to a replica group and is specified as shown in the following
example:

{
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"servers" : [Host AndPort Of Serverl, Host AndPort Of Server2, ...,
Host AndPor t OF Server K] ,
"description" : StringCO Optional Description
}

The value of "ser ver s" is a JSON array that contains K "host : port " for the K Redis servers
in the replica group. host can be host name or IP address and port is the port number that is used
by the Redis server. The "descri pti on" is optional.

As an example, the setup for 24 Redis servers with 8 shards and 3 replicas has the following
configuration value.

i nst ance. checkpoi nt Reposi t oryConfi gurati on=" {

\"replicas\" : 3,
\"shards\" : 8,
\"replicaGoups\" : |
{ \"servers\" : [\"hostO:portO\", \"hostl:port1\", \"host2:port2\",

\"host 3: port3\",
\"host4: port4\", \"host5: port5\",\"host6: port6\", \"host7:port7\"],
\"description\" : \"rackl\" },
{ \"servers\" : [\"host8:port8\", \"host9:port9\", \"host10: port10\",
\"host 11: port 11\ ",
\"host 12: port 12\ ",\"host 13: port 13\", \"host 14: port 14\ ",
\ "host 15: port 15\ "],
\"description\" : \"rack2\" },
{ \"servers\" : [\"host16:portl6\", \"host17:portl1l7\", \"host18: port18\",
\"host 19: port 19\ ", \"host 20: port20\",\"host 21: port 21\ ",
\ "host 22: port 22\ ",
\"host 23: port23\"], \"description\" : \"rack3\" }
]

-
r edi s for a secure platform configuration

You can configure Streams to use Redis servers which have authentication enabled as a
checkpoint data store. You can specify a Redis password as part of the domain or instance
checkpoi nt Reposi t or yConf i gur at i on property, store this password, and pass it to SPL
runtime in a secure way:

1. Usethe streant ool setproperty command to set the checkpoi nt Reposi tory
string to Redis:

streantool setproperty -d $STREAVMS_DOVAIN_ID -i $STREAMS_| NSTANCE | D checkpoi nt Reposi tory=redi s

2. Usethestreant ool setrestrictedconfigcommand to store Redis passwords. If
there are six Redis servers, for example, and every two of them share the same password, you
can choose which property name you want to use to store the passwords, such as:

streantool setrestrictedconfig -d $STREAMS_DOVAIN_I D -i $STREAMS_I NSTANCE_I| D
r edi sPasswor d1=passwdOne

streantool setrestrictedconfig -d $STREAMS_DOVAIN_I D -i $STREAMS_I NSTANCE_I| D
r edi sPasswor d2=passwdTwo

streantool setrestrictedconfig -d $STREAMS_DOVAI N I D -i $STREAMS_I NSTANCE_I D
redi sPasswor d3=passwdThr ee

3. Usethe st reant ool setproperty command to specify the normal
checkpoi nt Reposi t or yConf i gur at i on property with the host, port, and password of
the Redis servers:

streant ool setproperty -d $STREAVS_DOVAIN_ID -i $STREAMS_| NSTANCE | D
checkpoi nt Reposi t oryConfi guration =" {
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\"shards\": 2,
\"replicas\":3,\
\"replicaGoups\":[\
{\"servers\":[\"host1: 6379: redi sPassword1\ ", \ "host 2: 6379: r edi sPassword1\",
\"host 3: 6379: redi sPassword2\"]},\
{\"servers\":[\"host 4: 6379: redi sPassword2\ ", \ "host 5: 6379: r edi sPasswor d3\",
\"host 6: 6379: redi sPassword3\"]} \

1\
y o

e i b oudQbj ect St or age
This value specifies that Streams uses a IBM Cloud Object Storage checkpoint data store.

Cloud Object Storage is a highly scalable cloud storage service, designed for high durability,
resiliency and security. To use this data store for checkpointing, you must set up your Cloud
Object Storage service in IBM Cloud. For more information on how to create a Cloud Object
Storage service, see the Cloud Object Storage product documentation .

After you create the service, you must provide service credentials to Streams. These service
credentials include endpoint, bucket name, and configuration entry name that contains service
keys, as part of the string for checkpoi nt Reposi t or yConfi gur ati on in JSON format.
You can find the service credentials on the Cloud Object Storage service dashboard in IBM
Cloud.IBM Cloud Object Storage.

Fori bl oudObj ect St or age, operators' checkpoint data are stored on one or multiple
Cloud Object Storage service buckets. Each operator puts objects with keys named in the form
of domainID-instancelD-jobID-operatorGloballndex under a single bucket in the configured
endpoint. The following example contains the JSON format for specifying the information of the
Cloud Object Storage endpoint, bucket, and configuration entry containing the service keys:

{
"endpoint" : url,
"bucket" : nane,
"auth" : nane

}

The value of "endpoi nt " is a string that specifies the URL of a private or public Cloud Object
Storage S3 endpoint. The value of "bucket " is a string that specifies the name of the container to
store checkpoint objects. The bucket parameter is optional. If not specified, streams-checkpoint is
used as bucket name. If the bucket does not exist, a new bucket named st r eans- checkpoi nt
is created. The value of "aut h" is a string that specifies the configuration entry name that
contains all key-related information. Objects in Cloud Object Storage are encrypted at rest. This
technology individually encrypts each object using per-object generated keys.

The following example contains sample values for the JSON format you need to specify to use
ibmCloudObjectStorage as the checkpoint data store.

{
"endpoi nt" : "s3-api.us-geo.objectstorage. service. networkl ayer. cont,
"bucket" : "streans-checkpoint"”,
"auth" : "api Key"

}

Related reference:

Checkpointing
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Checkpointing is the process of persisting operator state at run time to allow recovery from a failure.
In case of failure, the operator can be restarted by resetting from the checkpointed state.

Streamtool commands

This reference section provides a description of each st r eant ool command, which includes details
about command syntax and options. To obtain the help information for a specific command, enter
streant ool man comand- nane.
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Notices

This information was developed for products and services offered in the US.

21% Century Software Technologies, Inc. (“21CS”) may not offer the products, services, or features
discussed in this document in other countries. Consult your 21CS representative for information

on the products and services currently available in your area. Any reference to an 21CS product,
program, or service is not intended to state or imply that only that 21CS product, program, or service
may be used. Any functionally equivalent product, program, or service that does not infringe any
21CS or IBM intellectual property rights may be used instead. However, it is the user's responsibility
to evaluate and verify the operation of any non-21CS product, program, or service.

21CS may have patents or pending patent applications covering subject matter described in this
document. The furnishing of this document does not grant you any license to these patents. You can
send license inquiries, in writing, to:

21CS

6 Liberty Square, PMB 537
Boston, MA 02109-5800
Us

21ST CENTURY SOFTWARE TECHNOLOGIES PROVIDES THIS PUBLICATION "AS IS"
WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING,

BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF NON-INFRINGEMENT,
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. Some jurisdictions do not
allow disclaimer of express or implied warranties in certain transactions, therefore, this statement may
not apply to you.

This information could include technical inaccuracies or typographical errors. Changes are
periodically made to the information herein; these changes will be incorporated in new editions of the
publication. 21CS may make improvements and/or changes in the product(s) and/or the program(s)
described in this publication at any time without notice.

Any references in this information to non-21CS websites are provided for convenience only and do
not in any manner serve as an endorsement of those websites. The materials at those websites are not
part of the materials for this 21CS product and use of those websites is at your own risk.

IBM may use or distribute any of the information you provide in any way it believes appropriate
without incurring any obligation to you.

Licensees of this program who wish to have information about it for the purpose of enabling: (i) the
exchange of information between independently created programs and other programs (including this
one) and (ii) the mutual use of the information which has been exchanged, should contact:

21CS

6 Liberty Square, PMB 537
Boston, MA 02109-5800
UsS

Such information may be available, subject to appropriate terms and conditions, including in some
cases, payment of a fee.

The licensed program described in this document and all licensed material available for it are
provided by 21CS under terms of the 21CS Software License Agreement or any equivalent agreement
between us.



Notices

The performance data discussed herein is presented as derived under specific operating conditions.
Actual results may vary.

Information concerning non-21CS products was obtained from the suppliers of those products, their
published announcements or other publicly available sources. 21CS has not tested those products and
cannot confirm the accuracy of performance, compatibility or any other claims related to non-21CS
products.

Questions on the capabilities of non-21CS products should be addressed to the suppliers of those
products.

Statements regarding 21CS's future direction or intent are subject to change or withdrawal without
notice, and represent goals and objectives only.

This information contains examples of data and reports used in daily business operations. To illustrate
them as completely as possible, the examples include the names of individuals, companies, brands,
and products. All of these names are fictitious and any similarity to actual people or business
enterprises is entirely coincidental.

COPYRIGHT LICENSE:

This information contains sample application programs in source language, which illustrate
programming techniques on various operating platforms. You may copy, modify, and distribute these
sample programs in any form without payment to 21CS or, IBM for the purposes of developing,
using, marketing or distributing application programs conforming to the application programming
interface for the operating platform for which the sample programs are written. These examples have
not been thoroughly tested under all conditions. 21CS and IBM, therefore, cannot guarantee or imply
reliability, serviceability, or function of these programs. The sample programs are provided "AS IS",
without warranty of any kind. Neither 21CS nor IBM shall be liable for any damages arising out of
your use of the sample programs.

Each copy or any portion of these sample programs or any derivative work must include a copyright
notice as follows:

© (your company name) (year).

Portions of this code are derived from 21st Century Software Technologies, Inc. and IBM Corp.
Sample Programs.

© Copyright 21st Century Software Technologies, Inc. © Copyright IBM Corp. _enter the year or
years_.
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